ProVerifi— & 5
RIEWE DO L &
SPDZDREE~ DA

JSIAME £ FAIS 3C-4-3 @ RERI A
OB M, =@ HF, Kl —f

RIPKF:

’ g L
I wigAE 2025/9/4
Ibaraki rsit

aki University




N I_\'_I/\ﬁ\ ) — N < N Ra=] A
71N ) — 2N =
%\ 0 JJ AX/IS 6\-7_—|—_< D WML A | =
secret: x; secret: x, ecret: x5

[x1]3, [x2]3, [%3]5

|

[f(xlt X2, X3)] 3

%114, xz 123l . [x112, [x212, [ %3]
f(xpxz;xs) - [f (xq, %2, x3) ]

P

[f Cxy, x2, x3)]

|f Cxy, 22, x3) 4 |f (1, %2, x3)]5

f(xl, xZ,X3) (xl,xz,x37éi5ﬂ75\é@u\tiﬂj7]’@f%>
/

I "ﬁi}itjci 2025/9/4 ProVerifiC & 2 #RIEME D BDT AL & SPDZDIREE~ D v




/
iz

U'

~

e

PRI 7D X

4

e [xl; +e=[x+¢]; (T ETEDINE)

cIx; +[yl;=lx+y], &z T7&cTOME)r B—AIILETEREE

e [xl; xe=[xx*e]; (T EERDEE) |

c[xlixyli=lxxyl; T EL T TORE) | —F A BBESDE
INE & ”*’“@%ﬂ%a/\ﬁoﬁb\b& DR DOETEN A8

i}itjc$ 2025/9/4

ProVerifiC & 2B E DDA & SPDZDIEEEA~D it H 3



ﬁ&@_:j/\\\_:/: \/

 BIEWME DN —XDOWMETABEDERIHIED
« ISO/IEC 4922-2%(C & % [ERIE#Y, (2024)
e S BALICEZO N ONLDOHESEEANRFINS
o BRI TH BRI WE 5B
SPDZ|IDPSZ12|IcREFEINAHAER 7O FOIILD
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* https://www.iso.org/standard/80514.html

|IDPSZ12] I. Damgard, V. Pastro, N. Smart, S. Zakarias, “Multiparty Computation from Somewhat
’ Homomorphic Encryption”, CRYPTO2012.
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2R ¢ x
o JJ B . X > [x]lr [X]z, [X]g
« MEIERMDIETT © x' « reconst([x]4, [x]5, [x]3)
B2y zT7HAEELHITNIZETIZITEAWL(LELME : 3))

1l

type unshare. (* & 2X *) h

type share. (* > = 77 *)

fun sharel(unshare): share.

fun share2(unshare): share.

fun share3(unshare): share.

letfun secretsharing(s:unshare) = (sharel(s),share2(s),share3(s)).
reduc forall x:unshare; recon(sharel(x),share2(x),share3(x))=x.
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fun addition_share_unshare(share,unshare): share. (* T2+ = 7 — = 77 *)
fun addition_share(share,share): share. (* > = V7+> = 77— = )7 *)
fun multiplication_share_unshare(share,unshare): share. (* T2 X > = 77— = 77 *)
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fun addition_share_unshare(share,unshare): share. (* T +> = 7= = 7 *)
fun addition_share(share,share): share. (* > = V7+> = 77— = )7 *)

fun multiplication_share_unshare(share,unshare): share. (* T2 X > = 77— = 77 *)

U

equation

forall a,b:unshare; addition_share_unshare(sharel(a),b) = sharel(addition(a,b));

forall c,d:unshare; addition_share(sharel(c),sharel(d)) = sharel(addition(c,d));

forall e,f:unshare; multiplication_share_unshare(sharel(e),f) = sharel(multiplication(e,f)).

KD /RX—T 1 (P, ) BICHREKRICEXZEES
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fun recon(share,share,share): unshare
reduc forall x:unshare; recon(share1(x),share2(x),share3(x))=x
otherwise forall x,y:unshare; recon(sharel(addition(x,y)),share2(x),share3(x))=addition(x,y).
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reconst([x]q, [x1]2, [x1]3) 7= x4

[x1]4
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equation forall a,b:unshare;
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[Bea91] D. Beaver, “Efficient Multiparty Protocols Using Circuit Randomization”, CRYPTO1991.
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> 7[RTDOEE [Beadll

c=ax*bh

secret: x4

I.I [x1]1, [x2]1, [al1, [b]1, [c]4

Py

secret: x,

.[x1]2»[Xz]z;[a]z»[b]zf[c]z . [x113, [x2]3, [als, [bl3, [cl3

P2 P3
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> 7[RTDOEE [Beadll

secret: x4

lels, [6]4

secret: x, le]2, [6]

. 1y, [x21, [aly, (b1 [l
-[s]z = [x1], — [al, [81, = [x,] — [B],

P, le]s, [6]5

’ [8]2) [6]2
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N 77 [5]14- TS
> = 7 A+ DFEE [Beadl]
secret: x4
. [x1]1, [x2]1, [al4, [B]1, [cl4
lely = [x1]1 —lalq, [6]1 = [x2]1 — [b]4

- e = reconst([ €]y, [£],, [€]3),

P 8 = reconst([6]4, [5]5, [5]33)
1

c=ax*bh

secret: x,

. [x112, [x2]2, [al,, bl [cl; . [x1]3, [x2]3, [al3, [b]3, [cl3
lel, = [x41]; — laly, [8], = [x,], — [b]; lelz = [x1]5 — [al3, [8]3 = [x,]3 — [b]3
- ¢ = reconst([ely, [],, [€]3), - ¢ = reconst(|&], €], [€]3),

p, & =reconst([5]y,[6],[5]3) P; & = reconst([s]y,[8]5,[6]3)

/
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VM=’

[

Bead1 ]

c=ax*bh

secret: x4

[x1]1, [x2]1, [al1, [B]1, [cl4
lely = [x1]1 — [aly, [6]1 = [x2]1 —

- e = reconst([ €]y, [£],, [€]3),

P, 5 = reconst([5]4,[5]5, [6]3)
[x1 * x2]1 = [c]y + elb]ly + Slal;, + &6

[b]4

secret: x,
. [x112, [x212, [alz, [b], [c]; . [x113, [x2]3, [al3, [b]3, [c]3
lel, = [x41]; — laly, [8], = [x,], — [b]; lelz = [x1]3 — [al3,[8]3 =[x
- e = reconst([e]y, [e],, [€ ]3) - ¢ = reconst(|&], €], [€]3),
p, & =reconst([8]y,[5],,[6]3) P; & =reconst([8]4,[8]5, [6]5)
[x1 * 215 = [cl, + €[bl, + 6lal, + €6 [x1 * x5]5 = [c]3 +
’ (IE) [xq * x2]5 = [l + [ I, + 6lal, (IE) [x1 * x5]3 =
2025/9/4 ProVerifiZ & 2B WEZE DB DF Rt & SPDZDIREE~D LA

J Zixs

213 — [bl3

glbl; + 8lal; + €6
= [cl3 + €[b]5 + 6lal3



> 7[RTDOEE [Beadll

c=axb
secret: x4

. [x1]1, [x2]1, [al1, [B]1, [cl4
lely = [x1]1 — lal1, [6]1 = [x2]1 — [b]4

- e = reconst([ €]y, [£],, [€]3),

P, 5 = reconst([5]4,[5]5, [6]3)
[x1 * x2]1 = [c]y + elb]y + Slal;, + &6

fc-}:'tf:h?xl * X9 VI 75‘1,F*LT \o\%ﬁ‘? (l:é'l‘i):
reconst([x; * x,]q, [x1 * %215, [x1 * x3]3)
=c+éeb+da+¢cd

=ab+ (xy—a)b+ (x, —b)a+ (x; —a)(x, — b)
=x1 *XZ

/
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> 7EITDOEFEE [Beadl] DR

[x1]1, [x2]1,

[x1 * x2]1

IEST -

I T EEDT- Dx * xy |CEET]

=2

N
Be

7

secret: x, I E (Txy, x, (CEEANAIBED ?

[x1]3, [x2]3,
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> = PRI DEE [Bea9l] DML

secret: x4
. el [x.],, |7|
ProVerif CAIMN A ERE R ICEBTETULAL | EX |—|
ﬁlj . (x—a)*(y—b)c:fﬁﬂ%(;’}fd: I T HEEDTOx xx, ICEERIEED ?
HORBEITHHELEVRLE gt - -
P R (L xy, X, |ICEZEARATBED 7

[c]{ + €[b]; + 6[a]l; + e6E WO FELEFT 76
X1 *X, EVWOENFELoND EWVDIIL—IL%Z
BT/ RALIZEZ - TOBIE

[x1]3, [x2]3,

P, = j—'/
/
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« SPDZ : IMERMBDEURICE DS WMEETE 7 A Fa
. QIJQ_EE7I—XKT/7/( V7T —AhHb

« Authenticated ShareZ#|BH L T
n—1A0/5—F 1 A Malicious T » TH M & RT3
« Authenticated Share: [x]; = (x;, m;, a;)
X BB RxDT T, mpm(=x*a)D> =77,
a;:7 B —/N)ILMACHEaD > =7
AV TA VT —RIIBITBEENN—T 1 DEFEED
ABEEROEN 7 1 —XOLEeMARIFT 5
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SP DZ@ ll:jjj 7 L X\\ global mac key: «

m=macy(y) =y *a

[y] 1 [m] 1 [C(] 1
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global mac key: a
m=macy(y) =y

*
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SP DZ@ ll:jjj 7 L X\\ global mac key: «

m=macy(y) =y *a

[y] 1 [m] 1 [a] 1

. y' = reconst([yl4, [y]2, [¥]3)

Py
(]2, [mly, [a]; [yls, [ml3, [als
. y" = reconst([y]y, [y]2 [¥]3) . y" = reconst([yl4, [y]2, [¥]3)
PZ P3
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SP DZ@ ll:jjj 7 L X\\ global mac key: «

m=macy(y) =y *a

[y] 1 [m] 1 [C(] 1

. y' = reconst([yly, [y]2, [v]3)
A= [m]; — 3”[“]1

commit(A;) -
P \commit(Al)
1
commit(A,) commit(Az)
[y] 3

mls,[als

reconst([y]4, [v],, [v]3) . y" = reconst([yly, [y]2, [¥]3)

[m], — y'[a]; As= [m]3 — y'[als

Ps

commit(As)

commit(A,)
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SP DZ@ ll:jjj 7 L X\\ global mac key: «

m=macy(y) =y *a

[y]li [m]l; [a]l
. y' = reconst([y]1, [¥]2, [¥]3)
A= [m]; — y'[“h

A - decommit(A,) =? true, decommit(A3) =? true
1
Nl
Az

Py

Ay
lyl2, [ml3, [al; lylz, [ml3, [a]s

y" = reconst([yly, [y]2, [y]3) y" = reconst([yly, [y]2, [¥]3)
A= [m]; —y'[al; Az=[m]3 —y'[a]3
decommit(A,) =? true, decommit(A3) =? true decommit(A;) =?true,
- - decommit(A,) =? true
Az
P, ) R P3
A,
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SP DZ@ ll:jjj 7 L X\\ global mac key: «

m=macy(y) =y *a

[}’]1; [m]l; [a]l
. y' = reconst([y]1, [¥]2, [¥]3)
A= [m]; — }"[“]1

- check(A; + A, + A3=0)

Py
lylo, Imly, [al, [¥l3, [ml3, [al3
y' = reconst([yly, [v]s, [v]3) y' =reconst([yl4, [¥]2, [¥]3)
A= [mly —y'[al, Aﬁjg]s - Ay’[aJAs 0
-check(A1 + A, + A3=0) -C eck(d; + 4 + A3=
PZ P3
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SPDZOH N7 = —X

m =macy(y) =y

global mac key: a

*

[y]li [m]l; [a]l
. y' = reconst([y]1, [¥]2, [¥]3)
A= [m]; — }"[“]1

- check(A; + A, + A3=0)

P;
[v],, X
’ HEZNTMACDOF = v 2B TETWBH ? (EH):
AL+ A, + A,
= (Im]y —ylaly) + (Im], — ylal,) + (Im]z — ylals)
=m—y«a
=0

/
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event(commitment_1(sharel(x)):
BNR=F 4Py b AV %
*=E L7TZEICRE

SPDZDOHH 7 = — X DR

IESE event(end_1(x))):
2/X—T 4 PMACOIRRIEICERII L TW 5 & E T, BNXN—=T A DA + A, +A3=0%
M ENR=—T ANy PV P EERELTWDEED? Active Fryv o L& x2HKE
5 7k L7223 %éllf“:wj%’%aéti Adgrs (A1 +4, +83= 007 = v 7 DI
a7 L/IN—T A4 1=F i S S ~
. \ > ‘ 0%equationTLEF L RITETEA L
/\\ b \ — T \ < w S EA= N7 o -

query x:unshare; /

(event(end_1(x)) && event(end_2(x)) && event(end_3(x))) ==>
(event(commitment_1(sharel(x))) && event(commitment_2(share2(x))) &&
event(commitment_3(share3(x)))).

guery x:unshare;
(event(end_2(x)) && event(end_3(x))) ==> event(commitment_1(sharel(x))).

I FIiFAE 2025/9/4 ProVerifiZ £ 2R WE D EXLDF At & SPDZDIREE~ D ity 37

Ibaraki University




event(commitment_1(sharel(x)):
BNR=F 4Py b AV %

SPDZDH N 7 = — X DR 7153y
*=E LERICRE
E IE=S % - event(end_1(x))):

2/X—T 4 PMACOIRRIEICERII L TW 5 & E T, BNXN—=T A DA + A, +A3=0%
MWTEN—F ANy b AV IEEELTWVWDEEN? Active Fxv o L1-&ZTICHRSE
E/:I o R -~ Adversa (A + Ay + A= 0D F = v &7 DR
A7 7 bLT22RX—=T 4 HNZEB & ETD Oéequation’éj:$< %}E-@%@L\

TR DINR—TF 4 ATy b XV F%iﬁé%t’(h\%&éﬁ\?

@ “' T=-bx — xDIZTE > T2 H % FREE)

query x:unshare; /

(event(end_1(x)) && event(end_2(x)) && event(end_3(x))) ==>
(event(commitment_1(sharel(x))) && event(commitment_2(share2(x))) &&
event(commitment_3(share3(x)))).

guery x:unshare;
(event(end_2(x)) && event(end_3(x))) ==> event(commitment_1(sharel(x))).
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1T BHUCL BEEDREIEDOFE AL
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N
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« [IGA 7B b OILDBEEANDYEFR
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