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« UPDATE Message CTERIZEREEEEHR R T 5
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UPDATE Message UPDATE Message
NLRI: A | AS_PATH: AS1 NLRI: A | AS _PATH: AS2,AS1
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B : sub-prefix hijack
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Origin AS Transit AS
BRLE

o RILDT=8. Origin ASITHEEMNEZHL X A8
HWINT ) Fo R )LEESHBZIAAEEL TS4 | UPDATE (NLRI, AS_PATH)
;;g?’v*)bd)ﬂELUPDATE)‘ wt—U %% c-channel.

« Transit ASIZIRIRZEIRE X UVAS PATHOE %

17U, RDTransit ASIZUPDATE A4 “Jt’—:/%% UPDATE (NLR| AS PATH) - - - -
EERS y O ,

n
>

correct_c:channel[private]. 4% 08 52 40
UPDATEX vt — L DIERL AS_PATH —
* NLRI: (IP prefix : PREFIXZ!, prefixf : nat®) |
fun gen_nlri(PREFIX, nat): NLRI.

- AS_PATH : ([data:AS#E!]) c:channel.
. UPDATE (NLRI, AS_PATH)
const nilp : AS_PATH [data]. >

fun  cons(AS, AS_PATH): AS_PATH [data]. CC"““%‘C’[_CiChanlﬂel[plflvate]1-1

UPDATE (NLRI, AS_PATH)
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- AS_PATHE MO X/MLE

(* originp(p, og): KRB (Em) AS *)
pred originp(AS_PATH, AS).
clauses

forall a:AS;

forall a:AS, p:AS_PATH, og:AS;

o Origin AS® H &%

(* longer(p, 0): p DA q &0 THEL) &L #)
pred longer(AS PATH, AS PATH).
clauses

forall a:AS, p:AS_PATH;

originp(cons(a, nilp), a);
originp(p, og) -> originp(cons(a, p), og).

longer(cons(a,p), nilp);

forall al:AS, a2:AS, pl:AS PATH, p2:AS PATH; longer(pl,p2) -» longer(cons(al,pl), cons(ad,p2)).

(* path : public channelht 5 %{F L 1zAS_PATH#)
(* ¢_path : private channelft (g L1-AS_PATH*)
if longer(path, c_path) then = RUIEBREZE

else if longer(c_path, path) then <= EUOMERERE

elze = FELBBREZE

(* path : public channelMSB{E L 1-AS PATH*)
(* c_path : private channelSE{F [ 7-AS_PATH#)
let ogl:AS suchthat originp(path, ogl) in

let og2:A5 suchthat originp(c_path, og2) in

if pgl = og2 then €™ Origin ASH—F

glse - Origin ASHF—H
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(*** AS_PATH: #ERFT—H DRk ***)

const nilp :

fun  cons(AS, AS_PATH):

/— Origin AS j
origin_asn : Origin ASDASES

nilp : Z2MAS_PATH®D ') X k

AS PATH®D 4k

cons(origin_asn, nilp) »

AS_PATH [data].

ﬁgwux

AS_PATH [data].

—— Transit AS \

own_asn : Transit ASDASES
path : 32{§ L1=AS_PATH

AS PATHOEE:

cons(own_asn, path) »

\_ /

\_ /

« J R IASEEI(AS PATHOEE)

— Transit AS ———

own_asn : Transit ASDASES
path : 32{§ L1=AS_PATH

AS PATHOE$
cons(own_asn, path)

\_ /

. .
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- BGPOHE KL & R+, Origin AS&ETransit ASO 7Ot R EFE&EL. Transit ASTOEA®D
5l #CROADIEHRFET

« ROA(roa_pr:ip 7L 74w X, roa_og: 4 ') L 2AS, roa _prlen: 7L 74 v 9 XE)
let TransitAS(roa pr.PREFIX,roa 0g:AS,roa prlen:nat)

/— Origin AS 4\ /- Transit AS(ROA) \ / Transit AS(ROA) \

ROV ROV

UPDATE Message

! !
BERR BERIR

(NLRI, AS_PATH) » l » ! » = .
AS_PATHE AS_PATHE#

! !
UPDATE Messagei:{E UPDATE Messagei:{E
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Public chagnelb\ 5515 LT=-UPDATE X v 'Iz\—*“)EZ'ODIPj_b? «
WIOR, TLITaYvIORE., )2 ASH—ET 5 HHREE

/— Transit AS(ROA)

ROA(roa_pr,roa_og,roa_prlen) True
U — = e BGPOEILEIR
FO+ 2D ROVO#RAE
pr = roa_pr
og = roa_og
NLRI(pr,prlen),AS_PATH(og) prlen = roa_prien False
Public channel

o /
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query UIalb—YavItkbER
(* prefix hijack *)
event succ_ph. BGPE{K : ERLT) ROVEM : IE LK

query event(succ_ph).

(* sub-prefix hijack *)
event succ_sph. BGPEA : MBI ROVER : MBLMK
query event(succ_sph).

(* forged-origin hijack *)
event succ_foh. BGPE/X : IRER/RL) ROVER : WE RIS
query event(succ_foh).

2% : Furuness J. et al. (2025). Securing BGP ASAP: ASPA and other Post-ROV Defenses.

17



BGP & (kDTS

48, The message (ne_sess_1,gen_nlri(prefix_AS1[1,16),cons(oun_asn_1,cons(origin_asn[],nilp))) that may be sent on channel correct_c[] by 26 may be receved at input {13}
The message (new_sess_1,gen_nlri(prefix_A51[1,16),cons(ogl 1,nilp)) that the attacker may have by 34 may be received at input {14},

By 36, longer(cons(own_asn_1,cons(origin asn[],nilp)),cons(ogl_1,nilp)) is true gt {27}, <@ & Y45 VAS_PATHR OB XA S I-RBRE2E

By 37, originp(cons(ogl_1,nilp),0el 1) is true at {25}, <@uummmm LA SN T-AS_PATHODOrigin AS(og1_1)

By 39, originp(cons(own_asn_L,cons(origin asn[1,nilp)),origin_asn(]) is true at {29}, <= TF3AS PATH®Origin AS(origin_asn[]))

. He have ogl 1 # origin_asn[] 88 is nat(16). < TE4PATHM Origin AS & 8 £ A & h 7=PATHMOrigin AS #2753
Query nOt eve nt(SUCC ph) |S false . So event succ_ph may be executed at {32, <
- event{succ_ph).

41, By 48, event(succ_ph).

The goal 1is reached, represented in the following fact: <G prEg4zoz 4 1)
event(succ_ph).

18, The message (sess[],gen_nlri(prefix AS1[1,16),cons(origin_asn[],nilp)) that may be sent on channel correct_c[] by 1 may be received at input {13},
The message (sess[],gen_nlrilprefix AS1[],prlen),path_1) that the sttacker may have by 9 may be recelved at input {14}.

We have prien > 17, <@eemm  IF3RIP Prefix()prefixR(16)& U 4 ELik#4 UPDATE R 215

50 event succ_sph may be executed at {18}.

Query not event(succ_sph) is false. evert(succ_spn).

11. By 18, event(succ_sph).
The goal is reached, represented in the following fach: < prEsdzoxis ()
event(succ_sph).
48, The message (new_sess_1,gen nlri(prefix AS1[],16),cons(own_gsn_1,cons(origin_asn[],nilp))) that may be sent on channel correct_c[] by 26 may be received at input {13},
The message (new_sess_1,gen nlri(prefix AS1[],16),cons(origin_asn[],nilp)) that the attacker may have by 35 may be received at input {147,
By 37, longer(cons(own_asn_1,cons(origin asn[],nilp)),cons(origin asn[],nilp)) is true at {27}, <Quummm & 4G VAS_PATHRE DR T A SHhI-RKEZE
By 38, originp(cons(origin_asn[],nilp),origin asn[]) is true at {1}, <Quummmmm B ¥4 EhT-AS_PATH®DOrigin AS(oigin_asn[])
By 30, originp(cons(oun_asn_1,cons(origin_asn[],nilp)),origin asn[]) is true at {29}, < TEAS_PATH® Origin AS(origin_asn(])

Query not event(succ_foh) is false. v e 1 pat(1).

S0 event succ_foh may be executed at {31}
event(succ_fon).

41, By 49, event(succ_foh),
The goal 1s reached, represented in the following fact: < pragizos s 1) 1 8

event{succ_foh).
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Query not event(succ_ph) is true. ERA(HERN)

23. The message (new_sess_1,gen nlri(prefin AS1[],16),cons(own_asn_1,cons(origin_asn[],nilp))) that may be semt on channel correct_c[] by 9 may be recelved at input {16}

The message (new_sess_I,gen_nlri(prefix_AS1[1,16),cons(origin_asn[1,nilp)) that the attacker may have by 19 may be received &t input {17}

By 8, originp(cons(origin asn[],rilp),origin asn[]) is true gt {15}, <@ @ XA, &hf=AS_PATH®Origin AS(origin_asnl[])

By 20, originp(cons(oun_asn_1,cons(origin asn[],nilp)),origin asn[]) is true at {20}, <@ TF3IAS_PATH®Origin AS(origin_asn)

By 22, longer(cons(oun_asn_1,cons(origin asn[],nilp)),cons(origin_asn[],nilp)) is true at {33}, <Guuemmm L UJ55VAS_ PATHEODR A Sh-BRES(E
Query not event(succ_foh) cannot be proved. Soevent suc_fh ey be eeated at {51

event (suce_foh).

4. By 23, event(succ_foh).
The goal is resched, represented in the follouing fact: < priggzos i () 1 9

event (succ_fon).
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