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(Differential Privacy)

« E%[Dwork+, TCC 2006] :

- S MEENTEAD =X /A M: Datasets — Prob(Y) A
(£,0)-ZN T 51\ —(DP)ZiEicd &I,

e "BiET D" T—SFtZwv k D1~D2 ([CDWLWTLUTFHAERAT :

VS CY.
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[Kariouz+, ICML 2015]

o SAMMEESNTEABTZX/\ M: Datasets — Prob(Y) M
(£,0)-ENTS51)\>—(DP)&Zimicd & E(FLTF &[EME
- BB I BANET—4 D1 ~ D2 (CDULT

VS CY. (PrlM(Dy) € S],Pr[M(D5) ¢ S]) € R(e,6)
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(Postprocessing)
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(Composition theorem)

« HHHAEDEIET —IR—RDEDT 1)\ —I(3.
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J 4 X431l : Randomized Response

« Evw bhE—TFEWHZ(1/(exp(e)+1)) TREE,

RR.: {T,L} — Prob{T, L}
b with probability =

RR.(b) = «

—b  with probability =5

\

HE M (g,0)-DPZMmIZ Y,

e [&F : QuickTypedDiEtd#EH /7
https://www.apple.com/privacy/docs/Differential_Privacy_Overview.pdf

— REULET—HFDEE Y hMCZrandomized response’iE .
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» E150. RE b DSTSADMhSIRd /A XZNE&E
Lap,: R — Prob(R)
Lap,(7) @ X RE b 0STSZNWHERS

- BEEEEfR |x-y[=1 (CW LT, (1/b,0)-DPHESND

Pr[Lap,(z) = z] = %bexp(— 2 ; Z‘)
06 <iex (_‘y—Z’—’Q?—y’)
//\ /\\ =2 b
/),Xﬁ\\m < exp(1/b) 57 exp(~ L)
— —— = exp(1/b) Pr[Lap,(y) = #]
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Laplace Mechanism
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Report Noisy Max Mechanism

» Laplace Mechanism DFEFRDEANMEDESZIRT ,

RNEf>—4

— f(D)

EETALIE J A XDME&E
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Report Noisy Max Mechanism

o« ENTSAINS—(FWLDITIRDH

LESHyL I =]
s —s 17 (0) sk argmax
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Laplace mechanism
(Af/b,0)-DP
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Report Noisy Max Mechanism

« ENTSA)IS—DLD RV

SE5HLIE JAZXonng
s —s /(D) - % argmax I; i
= (w0, -, Tm-1) || — Lap,(z;) :>
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« ENTSAINS—FTOVSLADNSIREE TRHNED.

ENTSAINS—&iFEIET
Above threshold X H=X /A

Algorithm 2 SVT in Dwork and Roth 2014 [8].

Input: D, Q, A, T, ec.
l: e1 =€¢/2, p=Lap(cA/e1)
2: e2 = €—e€1, count=0
3: for each query ¢; € (Q do
v; = Lap(2¢A/eq)
if:(D) +vi > T + pthen
Output a; = T, p = Lap(cA/ez)
count = count + 1, Abort if count > c.
else
Output a; = L

el B oA Al

[ E CIEREISAREE Z AT D
[Y—IL] "E

WIVRBZED TSI\ —F
WISV ERENSHM D 124

Algorithm 3 SVT in Roth’s 2011 Lecture Notes [17].

Imput: D, Q) AT, c.

1: &1 = ¢f2, p=Lap(Afea),

2: e =€ —¢€1, count=0

3: for each query ¢; € ( do

4: v; = Lap (cA/ea)

5 if g:(D) + vi = T + p then

6 Output a; = ¢;(D) + vy

s count = count + 1, Abort if count > ¢.
8: else

Q- Outputa; = L

Algorithm 5 SVT in Stoddard et al. 2014 [20].

Input: D, Q. A, T.

I: &1 =€¢/2, p=Lap(A/ea)
2 e =€— €1

3: for each query ¢; € () do

4: ;=10

5 if (D) +v; > T + p then
6: Outputa; =T

7:

8: else

9 Outputa; = L

20
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[Barthe+, POPL2012] ({thZ&#X)

o J\SA—FFEOTIARERMRN— 7 55HE

(@} 1 ~&) ¢y {1}

N M= IRRI R
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{adj}e ~*° cfa(l) = 2(2)}

EWVLWDSHED"Hoare Triple” HY
= TS541)\>— & E1E
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{®)skip ~00) skip{P}
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[Lee & Kifer, KDD 2018]

o« TREENEE U UL \WI(FRAZHY (C CNOORZINRIFREEZE X D T2 0)Y),

e JAXABTFER p 2F>TH <,
- p OB ETUTZIZEDIRT :
e pHSXZINV. A XZMAIMUEAERNRD MLgtZzEg

- -gth'aficz T3 H MmO EE (S
-gtDAEICAEE T, HhOwer7vTI57— b33,

- ESTRVWEEEFE, pZIVRL. wa77YvT5— T,

- p IERENIICEwIEOCRD., BB A XHMdiMEns.
- 55 p O A XZM400 = (g,0)-DPZ{REIE,

BTASR/AXZMMUTAHRNRT MLgtZBRDET,

e [HIEND /A AXDERNRCNFETHDEITICIKFET D,
+ 4N d ) A X EAEICIH U TEERAID S,
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FERNEE CHRANIERESZS |
» Isabelle/HOLTED T S/ —DEMELZESD D
- AERVHERRDOS A IS UNTEE. BENEERMKEE

. IREDEFIRNR
- (BENR)EDT S/ —DRERIL
« ENTSAI\S—DEEZIsabelle/HOLT ik
. SRR EDHEDEXEERZH R T
- ERTSAINS—DIbDHETNST 1)\ =12 R
- Laplace mechanism®fZT Ak
o« STSRAPMDERE(ERDMSELCHD)
« ENTSAIN—DERNEERZESHIEZ D
- Report noisy max mechanism®Z1k
« ENTSAIS—ZRT(20001TIEE)
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Isabelle/HOL

« Y1 b https://isabelle.in.tum.de/
« FEBASZIZ R (proof assistant)(—D,
- EEVLTEEBZRASHOTOTSZ> I EE T,
sx DDIRWVGEEBAZ 7R, (fB(CE Coqg. Lean 18 &)

epéﬂr?ﬁ 2?%]ﬂf| a List = 'a list" where IFabemychféai/\ -

primrec append :: "'a list = 'a list = 'a list" (infixr "@" 65) where
append Nil: "[] @ ys = ys" |

append Cons: "(x#xs) @ ys = x # xs @ ys" Isabelle/HOL &= TAERA E M7=
JRMDREREFEEDHE

lemma rev append [simp]: "rev (Xs @ yS) = rev ys @ rev Xs"
by (induct xs) auto

lemma rev rev ident [simp]: "rev (rev xs) = xs"
: _TEV_ 26
by (induct xs) auto


https://isabelle.in.tum.de/

Isabelle/HOLTOEREN D OJ S A

« AERSAISUZED
. WEXNT OO0 LAETAIEE(Isabelle/HOLDIR) & U TR S,
- EITRIREINMERNT OO0 S ABEDIRUEIEETZN. AR,

e fBIZ (.
M : R — Prob(R)

EWVVDETHIBEZR (.
"M € X —wu prob algebra borel"

EVWDSDEGFEFBEITEDELTIRD
- prob_algebra (FERDMEARDOBLAIZERZ &K (GiryEF )
- borel (FEBEHR+RLIALER 27



Isabelle/HOLTOERN IO OIS A

« IRTDSTSRAANZALDIZE

RE>—4

"LapMech 1dim ¢

E&{t Uz UL\ LR

f(D) =2

J A XDME
X

— LapAf/s(x)

i

X = Lap dist ((real of ereal sensitivity) /

lemma Lap dist def2:
shows "(Lap dist b x) = do{r — Lap dist@ b; return borel (x + r)}"

7
(g¢,0)-DP

=) (f x)"

190, REbDSTSINM| | TNEME(returnzt ; SREH)
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Isabelle/HOLTOERN IO OIS A

¢« MRITTDTTSAANZXLDIZEE
E&{b Uz UL J A XDiNg

wer—s O f(D)=4 " — | )

— Lapa /. (%) (£,0)-DP

"LapMech list = x = Lap dist list ((real of ereal sensitivity) / =) (f x)"

| STSRHMEEHSICNET BME(FR)

primrec Lap dist list :: "real list = (real list) measure" where
"Lap dist list [] = return (listM borel) []"]
"Lap dist list (x # xs) =
do{xl «— (Lap dist b x);
X2 «— (Lap dist list xs);
return (listM borel) (x1 # x2)}"

29



iER : Isabelle/HOLOME - oJAI%

» Isabelle/HOLDAIE & v HIZERG DM 75 H

CRIEEZER ) ZRIBETEIND. Ega«HMM: (1M1, X1 @

typedefr<tag important> 'a measure =
"{(Q2::"'a set, A, p). (Vae-A. p a = 0) A measure space Q A u }"

- TNETNOBRZEDEHIEME (1 :: "'a measure” )

"space M" "sets M" ‘emeasure M"
"'a set” :: "'a set set” :: "'a set = ennreal”

» BTN [FTAIRESEADES ] ZHWTENMMD,

] —M H = " . S| A,
{f € space M — space N. Ee‘ﬂ;&fa_ij_c\ EJ’_J%':'
vyesets N. f - y n space M € sets M} | Z5IETRT LRTAICESD

30
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o Tty hOBEBERFRZMRIEUICERANERZS5 XD
« JTDEZE[Dwork+, TCC 2006]
S MEENTEAB =X /s M: Datasets — Prob(Y) 7°
(£,8)-EN TS+ I\ —(DP) &&= & (4.
9357 —91tw bk D1~D2 [CDWTLUFAEKAIT :

PI‘[M(Dl) & S] < exp(s) PI‘[M(DQ) - S] + 0

« Isabelle/HOLIC KB NESE

definition DP inequality:: "'a measure = 'a measure = real = real = bool" where
"DP inequality M N ¢ § = (V A € sets M. measure M A < (exp =) * measure N A + 9)"

definition differential privacy :: "('a = 'b measure) = ('a rel) = real = real = bool "
where

"differential privacy M adj = 0 =
v(dl,d2)eadj. DP inequality (M dl) (M d2) £ 6 A DP_inequality (M d2) (M dl) = ¢"

=R Radj T E VWD RHFEERE LTS 31




BEARNES ORI

o« ARV
ShkE EESHNIE 1 EEHLEE 2

(£1,81)-DP— (£2,52)-DP

DT — 5 e P2
>

DK (e1+£2,81+52)-DP

« Isabelle/HOLDGrEE U TCEE T 9 (Isabelle/HOLETH.INEY(ZEEER T B)

proposition differential privacy composition adaptive:

assumes "¢ > 0"and "6 > 0"
and "' > 0"and "' > 0"
and M: "M € X —n (prob_algebra Y)"
and DPM: "differential privacy M adj = ¢"
and N: "N € (X @u Y) —u (prob algebra Z)"
and DPN: "V y € space Y. differential privacy (A x. N (x,y)) adj ' o""
and "adj C (space X) x (space X)"

shows "differential privacy (Ax. do{y «— M x; N (x, y)}) adj (¢ + ') (0 + &')"

32




BEARNEBORARNGEERICHS TS IR

« Isabelle/HOLTEE T UIZERME

proposition differential privacy composition adaptive:

assumes "¢ > 0"and "6 > 0"
and "' > 0"and "6' > 0"
and M: "M € X —n (prob_algebra Y)"
and DPM: "differential privacy M adj = ¢"
and N: "N € (X @u Y) —wu (prob algebra Z)"
and DPN: "V y € space Y. differential privacy (A x. N (x,y)) adj ' ¢"'"
and "adj C (space X) x (space X)"

shows "differential privacy (Ax. do{y — M x; N (x, y)}) adj (¢ + ') (6 + o0")"

« FREDESREDTSAI/I\NE—DEARNEEZAT DX

- EEXRNT O S A(ZRIHERDMTET R)DOBIE(C
Eo EEEUEHFENEEZERD
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HAN—-SI D RICKBDFHDOT

[Barthe & Olmedo, ICALP 2013]
[Sato & Katsumata, MSCS 2023]

« ERTSAIN—D [FA/\—21 > XCLDEHL]

- WS DOH DEEDEABEEIAN E (TR D,
- E(&. DPZiREE I DEFR/R— 7 miEDOARENRT—4
« M: Datasets — Prob(Y) H'(g,0)-DP%Zi&G/=9

S g9 D357 —49D1~D2(CDUL\T
VS C Y.

Pr[M(Dy) € S| < exp(e) Pr[M(Ds) € S]+§
& g3 —9D1~D2(CDULT

ggg(Pr{M(Dﬂ € 5] —exp(e) PriM(D;) € 5]) <6

7

AMDOIM(D)

fFatiIS 1)\ —= 1 > X (3 OB EER])

- |




HAN—1ORX ATDBERNIES

o EVIH ENT SN —D
0 (W DB B)ERIETD
Ax(p, p) =0 BB (D3 T B (L
vio ZD3DOHSEHND
o EEFRIG

e3> ey = A5 (nv) < A2 ()
. SRIE
A5 (p,v) <9 and Vo € X AP (f(x),9(x)) < 69

= A (= f,v>=g) <5+ 05

@ﬁﬁﬁj&# Robind : /\

{x  p; f(x)}
usH>JU>TUTe x ZfISER.

—IEBEDIERDER DT ZELD
\ / 35




SIEDEE (RTwY F)
Prip >=f € 5] = exp(er + 2) Prly == g € 5] | GiryEF RObind & S CEH |
/ F(2)(S)dp — exple / 9(2)(S)d(x)

i 5 HEDHIE n #&X
= /f T : %(l’) dm — exp(e1 + €2) /g(w)(s) ' %(w) dr(x) EEB@&&%HX&%’Z@HZ

v Radon-Nikod
/f Zl;_( ) — exp(e1 + £2)g(z)(S) - Z_ﬂ(x) dr(z) (Radon-Nikodym)

< [ max (0. £)(S)  82) + 62) - 2 (2) E%fé@ﬁjﬁ‘}”?ﬁﬁ

S i lCaeteH) Z (@) dn( W10 I=

/mﬂof 5) = 82)- (@ BIEORERERN
d d =
— exp(er) min (1, exp(e2)g(2)(8)) - = (&) dn(a) + [ 6,5 (@) an | =SSP

d

< [ (@) - ewe) ) ) min(Lexplea) - g(e)() dr + [ 65 @) dn(o

36
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« TE (XEXHETHDZEFIFTLZED>TRRL)

definition DP divergence :: "'a measure = 'a measure = real = ereal " where
"DP divergence M N ¢
= Sup {ereal(measure M A - (exp =) * measure N A) | A::'a set. A € (sets M)}"

REIME - BEERTE - Gkt (KEEBEAITHEXRAE THDIILZED)

lemma DP _divergence monotonicity:
assumes M: "M € space (prob algebra L)"
and N: "N € space (prob algebra L)"
and "1 < 22"
shows "DP divergence M N =2 < DP divergence M N =1"

lemma DP divergence reflexivity:
shows "DP divergence M M 0 = 0"

proposition DP divergence composability:

assumes M: "M € space (prob algebra L)"
and N: "N € space (prob algebra L)"
and f: "f € L —n prob _algebra K"
and g: "g € L —n prob _algebra K"
and divl: "DP divergence M N 1 < (41 :: real)"
and div2: "Vx € (space L). DP divergence (f x) (g x) £2 < (62 :: real)"
and "0 < 1" and "0 < 2"

shows "DP divergence (M = f) (N 3= g) (¢l + ¢2) < 61 + 62" 37



DPOEKIEE S A1 IN— T 2 ADEMTE

« DPOOERK|E
SE5TALIE 1 SEETAULIE 2
NEf7—4~ C
27—
(£1,51)-DP h :: > EP
D~D’

> (£2,52)-DP

proposition differential privacy composition adaptive:

assumes "¢ > 0"and "4 > 0"
and "¢' > 0"and "' > 0"
and M: "M € X —u (prob_algebra Y)"
and DPM: "differential privacy M adj = ¢"
and N: "N € (X @u Y) —n (prob algebra Z)"
and DPN: "V y € space Y. differential privacy (A x. N (x,y)) adj ' &'"
and "adj C (space X) x (space X)"

shows "differential privacy (Ax. do{y — M x; N (x, y)}) adj (¢ + ') (6 + &6')"

2iK((e1l+£2,01+52)-DP
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DPOEMIEES 1 IN—=

9 ©D~D' Z[EE

T > ADEKTE

SHanig 1
ATH(C(D), C(D’)) < 01

Vy. A% ( @ “ ) < 02

ERSTALIE 2

7]

A€1+€2

C(D) >= (Ay.h(D,y)),C(D") >= (Ay.h(D’,

y)))

< 01+ 09

proposition DP divergence composability:

SHAIN—ZT O ADEKMET

assumes M: "M < space (prob algebra L)" DPOESEEAE T3

and N: "N € space (prob algebra L)"

and f: "f € L —u prob_algebra K"

and g: "g € L —n prob algebra K"

and divl: "DP divergence M N £1 < (41 :: real)"

and div2: "vx € (space L). DP divergence (f x) (g x) 2 < (02 :: real)”

and "0 < 1" and "0 < 2" 39
shows "DP divergence (M >= f) (N >= g) (el + £2) < 461 + 42"




Laplace Mechanism®Azz{{t

ST S RAOEERL - REH RISz T

definition laplace density :: "real = real = real = real" where
“laplace density 1 m x = (1f 1 > @ then (exp(-} x - m} / 1) / (2* 1)) else 0)"

definition laplace CDF :: "real = real = real = real" where

“laplace CDF 1 m x = (1if 1 > ©
then (1f x <= m then (exp((x - m) / 1) / 2) else (1 - exp(-(x - m) / 1) / 2)) else O)"

(B4 7RXEEDORNFEIAZT 5 X D)

ST SADMIC KD /1 A IhlZEER
Lap,: R — Prob(R)

Lap,(2) (3519 X RE b 057525

definition Lap dist :: "real = real = real measure" where
"Lap dist b u =
(if b < 0 then return borel
else density lborel (laplace density b p))"

lemma Lap dist def2:

shows "(Lap dist b x) = do{r — Lap dist0 b; return borel (x + r)}" 40



Laplace Mechanism®Azz{{t

« MRTD/ A XfFIDEE (YR SEUTHERE)

Lapy”: R™ — Prob(R™)
Lapy' (%) (&N FEE X[i] RE b 0S5 FS5 297

primrec Lap dist list :: "real list = (real list) measure" where

"Lap dist list [] = return (l1istM borel) []"|
"Lap dist list (x # xs) = do{xl «— (Lap dist b x);

X2 «— (Lap dist list xs); return (listM borel) (x1 # x2)}"

- FRED /A AITHDZ & 2 ODU X RDEFES %
lemma Lap dist list def2: BLIEUINEES
shows "Lap dist list xs =

do{ys <« (Lap distO list (length Xxs));
return (listM borel) (map2 (+) xs ys)}"

41



Laplace Mechanism®Azz{{t

REf>—4 [

Bt Uizu g

fiD) =12

J A XDE
-z

— Lapzjf/s(f)

i

« FOREZERI D

definition sensitivity:: ereal where
"sensitivity = Sup{ ereal ( >  ic{l..m}. ! nth (f x)
X € space X Ay € space X A (X,Y)

| x y::'a.

 Laplace MechanismZz &%

"LapMech list =

« ENTSAI\Z—DREKMEEEE ((£,0)-DPTHBCEZERT)

x = Lap dist list ((real of ereal sensitivity) /

proposition differential privacy LapMech list:
assumes pose: "¢ > 0"

and "sensitivity > 0"

and "sensitivity < oc¢"

shows "differential privacy (LapMech list

) adj ¢

(1-1) - nth

@II

e)

(f x)"
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B#ENRT—5tY MOBHERRD
i |

- Tty MIEREG). BEEGREUTOLS CEBSNE,
DeN' D~D" < |D-D'|; <1

- locale &UYDIsabelle/HOLDO#EEZ > TNEERIT D,

interpretation L1 norm list "(UNIV::nat set)"
"(A x y. jint x - int y})" n

e L1_norm_list ELVDBfEDlocaleld. FEE#ZEfEIE n S
& n OUX MOIEEEZEREI(L1-norm/ED) Z18k 9 D,
- locale P EF(I(ASR)ES « HEDOEFED,
- BALEOEBEDIEREE N Z5 X TL1_norm_list ZZE&K1E,
- N n EEHEEOENRIDESN D,
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Report Noisy Max Mechanism®A:{E

« A LEWTFTOTV+STSAPBMICKD /A XNE + argmax

miBEIDELR LT J A XDIE&E

w5 —s 0 4(D) i - argmax x; :,\> 4 1

— (:UO,...,ZEm_l) '_>Lap1/5<xi)

definition RNM counting :: "real = nat list = nat measure" where
"RNM counting = x = do {
y «— Lap dist list (1 / =) (counting query x),
return (count space UNIV) (argmax list y)

}II

theorem differential privacy LapMech RNM AFDP:
assumes pose: "(sz::real) > 0"
shows " differential privacy (RNM counting =) adj L1 norm = Q"
44



BAEFOTVUDRIE

(AN ERZE(EEA )
« MAETFOTV+STSABMICKD A XNE + argmax

mMEIDERZ LT J A XDIN&E
wEps—4 (D) z; H argmax &; :> i

= (X0yoy -, Tm—1) '_>LaP1/g(37z')

— T

BHZ EFOTY qi (CDWT
Vix; <y, ANy; <z +1)V Viy; <z Az <y + 1)
\(Qi(l)l) ::iti7Qi(l)2):::yial)l’\’1)2) ,/

lemma finer sensitivity counting query:
assumes "(xs,ys) € adj L1 norm"
shows "list all2 (A X y. x>y A X <y+1)
(counting query xs) (counting query ys)
vV list all2 (A Xy. x>y AXx <Yy + 1)
(counting query ys) (counting query xs)"

45



argmaxDZT{t

(XHNERETEL)
mMiEIDERZ LT J A XDN&E
WE—4 [ q(D) :xi | argmax x; 414
— (x()?"-awm—l) |_>Lap1/s<xi) :(>

argmaxr; =1 < mgx r; < x; Amax < x;
- j#i j<i

J
o COmEZERALT BESHIC. argmax+ ' J X hDIEAZTESE
definition argmax insert :: "real = real list = nat = nat" where

"argmax insert k ks 1 = argmax list (list insert k ks 1)"

- k7Z iz

Al

DExREERXDE. LTFOLI(CHEE=NSD

lemma argmax insert i 1i:
assumes "m < n"

and "length xs = n"

shows "(argmax _insert k xs m = m) «—

(ereal k > (fst (max argmax (drop m xs))) A (ereal k > (fst (max argmax (take m xs)))))"
46



RAEDENT SAI\>—DRTUL

ST

e JAXINE + argmax %=
MABDE X LT

T —4  4(D) -
— (20, -» 1)

J A XDN&

o)

— Lapl/s(xi)

| argmax x;

—

7]

BHZ EFOTY qi (CDWT

Vix; <y ANy; <z +1)V VMiy; <z Az <y + 1)

\(M) — sz,q@(DQ) — y’iaDl ~ DQ)

TN

e

- Laplace mehcanism [CK<UTWDIHEHERAFNERD.

(sensitivity K D E= E 77785 F%Z counting querieshVii/z9)
- &N argmax THDZ ERNKREN(TIWNTL B,
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RAEDENT SAI\>—DRTUL

« X EITOTVUZWDTZAMFILL. RKRTZITZRSB,

MIRTTDIRIE J A XDN&
s —4 [ c(D) N | argmax x; 4+
- (w()a"'axm—l) |_>Lap1/s<xi) :>

- WS LUz ¢ RS T=HIZEEBERADIocalez= BYE.

Locale Lap Mechanism RNM mainpart =

fixes M::"'a measure" o ] -
and adj::"'a rel" WA LT OTUNEE RS
and c::"'a = real list"

assumes c: "c € M —pu (LlistM borel)"
and cond: "V (Xx,y) € adj.

list all2 (Ax y. y < x A x <y +1) (c x) (cy)
vV list all2 (Mxy. y < x AXx <y +1) (cy) (c x)"
and adj: "adj C (space M) x (space M)"

heqin 48



Report Noisy Max Mechanism
SEAHDE SR (1)

MR TCDIRE
¢(D)

J A XDNE&E

X

REf>—%

| argimax &, H A
- (xOv'“axm—l) |—>Lap1/€(g:i) :(>

definition RNM' ::
"BRNM' zs =

"real list = nat measure" where

do {y <« Lap dist list (1 / =) (zs),;
return (count space UNIV)

(argmax list v)}"
% i MHBDERICDWVWTAEFERZLHA
lemma DP RNM' M 1i:
fixes xs ys :: "real list" and i n
assumes 1xs:

:: nat
"length xs = n"
and lys: "length ys = n"
and adj: "list all2 (A y X >y A X< y + 1) xs ys"
shows "P(j in (RNM' xs). j = i) < (exp ) * P(j in (RNM' ys i)
A P(] in (RNM' ys). j = 1) < (exp ¢) *

) =
P(j in (RNM' xs). j = 1)"



Report Noisy Max Mechanism
SEAHDESR(2)

- STBOIEHICTOISLAZERTD

MR TTODIRVE J A XDINE
AT —4 D) i argmax x; 4
- (xOv"-axm—l) |_>Lap1/s<xi) :>
RNM,, (%) = {7+ (Lap, /.)™;return argmax(x; +7;)}

{

J
{7z (Lapl/e)m_l; r; <= Lap, ,.;return argmax(x; + 1;)}
J

| D3,
1 RNM d: W
Eﬁzes ’ _engg ri LI ZETE U CTASER & 514

assumes "length xs = n" and "1 < n" = ri OO0 T &R0
shows "(RNM' (list insert x xs 1))
= do{rs «— (Lap_dist@_list (1 / ¢) (length xs)); (RNM.M xs rs x 1)}"




RIENIC/ESNBIED

s MR EIFOTUTHRILUZ c ZEMAEL.
Report noisy max OZEDT S/ —DERILZ1ED

miEDEZ LT J A XD&
mEp—4 [ d(D) i 1 argmax x; :,\> HiH

= (xo,...,:vm_l) '_>Lap1/€<xi)

definition RNM counting :: "real = nat list = nat measure" where
"RNM counting = x = do {
y «— Lap dist list (1 / =) (counting query Xx);
return (count space UNIV) (argmax list y)

}II

b= Ra1%
1D - D'l <1

theorem differential privacy LapMech RNM AFDP:
assumes pose: "(s::real) > 0"
shows " differential privacy (RNM counting <) adj L1 norm = 0"
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IREDRZEDIRR

« Isabelle/HOLTEND T o1 )\ —DERb=iTo1=
- EENDmEIRS Z EHEJEE,

- IREDEFIKR
- (BENR)ED T S1/)\>—DRERIE
« ENTSA)\S—DEERIsabelle/HOLTaLh
. GREREDEBEDEEERZH AT
- ERTSAINS—DIbDfFstNST 1)\ -1 X
- Laplace mechanism®Dfzz{1L
o TTSAPMDER(ERDMSELCH D)
« ENTSAINS—DERNEIRZESIEXD
- Report noisy max mechanism®fz{k
« ENTSAINS—ZRT(20001TIEE)

o RITOMTEDIALETIEETIRLS . PR ENZBLN,
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