TAMARIN PROVER D
HEURISTIC ORACLE Z#HUJZ
CPA MODELODOZ 2 TE1R5IE

2024.9.15

Authors
ZEHF KE
[ 82

fiH #B—
FH Bt —



tents BB e
HEE - £F -2
ShlFEf L 7-NE &

Ralk > — v D% & Heuristic oracle D 3

i |

O FEA B

-

2/24



1. BRY-BEE-EFAR—L3Y f@A%EL=L D hH

SEADIELE
ProVerif & Tamarin prover

%h%hd)ﬁb\l“ﬁ’é 'J:’C —NniY—JLHN,
FE2— O o)L D285} - B 2% Ak D EERLILY

I=7Do I~:|)lx1ﬁniE0) Y— LEFIE

ol s k

T&(t%ﬁ%f%%ivks
);l, S -SDKDIZH X,
CEME FIFRA3ADT R%E]I> T (L




2. SEIERL7NA & E5

Tamarin prover DRIEFFRERIE) & L T,
Heuristic Oracled*&ED & 5 ICHFbh B HHE

S

- black boxDiEFARNRE %, iFFAEEDIEGIZENEF R S
Heuristic Oraclez{ERA 452 & T, 74 bRy 2R LT,

Eﬂﬁﬁlﬁ SEEAD R H H I WLWE T L Z Heuristic OracleZ{E-> T, FE)

THEED Heuristic Oracleld. Tamarin prover®Interactive Mode(Web I/F)%
ERAL. SR T 7% BA T(FETHERLDD)BEL -,

T

;EFA BIZ DIE{L % ifi N X D Heuristic Oracle2 | T % Z & T,

1. BRI DFERRICEDL Z:FIRH &V BHIC, »OEEICHEKS LS ICHS.

2. Tamarin proverDBEHT B3 T 7NV D2 — Y RT 4 v 7 (BENLIERRFER)ICLERT,
ENT-IRARRHIPERIRTZ25850H 5,

4/24



What is Tamarin-prover &%

3 *ﬁéﬂf‘\/—) [/*E%g 12 ,

Ty _"eiAR=-L 0!
e _SIAREC ! v 2

T AMARIN

Tamarin prover interactive mode

r
] = 7
/ - i’ e
i
Bg { L =¥ _‘m { j g (
) i q i = =
~ ! - -
- Ir
= =T {
X e, =2 Y |
: Q. =0 a0
{ =5 1 5
1 s 5 k1 & ‘
DS & S
/
2 ! - = [ | ) e
=0 s m [CI} = 7 ) £ s
f ¢/ = 4
} X
= _ AN T -
= 4 8 B >
; I 2
N i
i 3 I 4 = : G o]
j 1 7 Y 5
Vi ~y }\
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1) (o< #3) 1 (#] < #1)

: St_ReceiveKeyOracleplain( m_, key_ ) »o #i
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Tamarin prover®Heuristic Oracle

777 FPOIEFRZFEL LS ICEIEZEET Spython X2 Y7 F

H e u r i S ti C O ra C I e a) t%ﬁ >>>>>5>555>>5>>5>>>>5>>>>>>> START OUTPUT
- Tamarin prover & 3B ICEFTE N3 CodeD—ER
- Proof GoalD&FES{FEListz A& L TRITEY,

E DProof Goal z R¥NICHERT RNEDRT,

BESDIEFFEV R M 2ERKT S (K1)

(MRIEL7-WFactZEiZE7' 07 5 LAICIEDHIAD)

0
1
2: 'KUC senc(<$A, m_>, key_) ) @ #vk
3: St_ReceiveKey( ~m, key ) »2 #i

4: IKUC senc(<$B, ~m>, key) ) @ #vk.1
5

6

7

8

: St_ReceiveKeyOracleplain( m_, key_ ) »e #j
: IKUC senc(<$A.1, m_>, key ) ) @ #vk.2

: St_ReceiveKey( ~m, key ) w2 #j

: IKUC senc(<$B.1, ~m>, key) ) @ #vk.3
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4. B EHFZT

(24 k] OpenIlD ZA FaLDELHE%E

Modelling and Analysis of Web Applications in Tamarin ~ Tamarin prover CzlEH
[1E&] ]
Sandra Dunki

A Oracle Template

This oracle was needed in a previous version of the framework where HTTPS
was modelled using encryption instead of confidential channels. We include
the oracle here as a version of it might be needed when working with this
earlier HT'TPS model. Thanks to Ralf Sasse for providing me with a template
I could use to write this oracle.

i Tamarin prover DF 7 # )b MERTIZ EF < GERATE LA,
¥ i Heuristic Oracle% #I A L TSEBAA

s lines = sys.stdin.readlines()
s lemma = sys.argv([i]

u # INPUT: B Model

12 # - lines contain a list of "%i:goal" where "%i" is the
index of the goal

13 # - lemma contain the name of the lemma under scrutiny ) - > Access o Storage
1 # OUTPUT: Uinesr Siorage Fact Adsios o v = ;:]
15 # - (on stdout) a list of ordered index separated by EOL P e— - > Access o Sterape F— per st S (Charmelserver, brawser i charnal i) Wetpagels
J Parsistent Storags Fact > Interface L ) Fersatent Slorage: B ¥ — /,' contemt, secunty)
16 — o e I T P ) yd
” Sond (UL, rowsir_d, sil iesage] Bromser_Send(requess i browses i i message) Server_Recewe(request_id channel_id, ul message] p o
18 rank = [] # list of list of goals, main T, S.LWf d[:\m-.mv t; ResponsoRotrctbondi| [ | s ut messac -
. . A caded_wetgoge \ Browser_Recerveireqest i o
list is ordered by priority pendng_request) R | Browser_Recemeitequest i ufl message) Server_Sendirequst 1 ud, message) Server_Sendirequist i, bl message) J N N
A _ f { ¢ S WebpageuT
19 maxPrio = 110 L4 contert secuny)
Broersar - : Server \

20 for i in range(0,maxPrio): e

y Bernea o Browsie_SenaNaQuest0, browsie_i0, i messae) | se e
= X Cortirt Hirvghe *| Crannel Graee
21 * - - A Hander Channal
rank.append([1) Ay ndh Fondir
22 / //\, . Outi=request_id url message>) = Inisrequest_id ufl message>) Server_Receteitequest_id charrel id, url message) o~
- - / — rad T ¥

23 # SOURCES LEMMA f A g ( ) f \

e - ¥ Browser_Sendirequest_id, browser_id, url message) v / Web Applcation
ik Temmn s= W Snghis Cookie_Stoagtonser i ¥ User Hander | N Mework N\ | "
2 yping:=: v, okl — L inirequest ), url messages: ( ) Outferequest_d u, messages) Server Serdirequest d, url message) \ /
2% for line in lines: - | A Fa | = N— \

7 num = line.split(’:?) [0]

el it o B T L LTBBIC, SR MIClemma% AT B L ED 5)9 e |

29

Figure 10: Complete Diagram of Model 7/24
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[24 k] Tamarin prover®Heuristic Oracle % §]F

Formal Analysis and Applications of Direct Anonymous Attestation

[1E#&]
Jorden D.Whitefield

Tamarin proverz W /=ECC-DAA kD> VR v VBRICE Y, BEINAET Iy b 74+4—L - EVa—IL%E
EFALT, OZBENTUVEVWES 2 —ILE2HBELtEI L3 MEBLBE LR/
ISO/IEC 20008- 2 2013#34& 12 E D < ECC-DAA(Direct Anonymous Attestation)

§ Out ! |
PSioNeR 4———% ASwxex | | | IssUE: i VERIFIER |
- n
- )
! | | 1
I i | Goal Lemma Model A Model B
H Out In Out{| x In i In
! Gl functional_correctness_group_verification v v
—— - - G2 functional_correctness v v
b G3 functional_correctness_dishonest_send v
G4 aliveness v
Out i ,
Out ( weak_agreement_any_reveal v
Our{ x |jrk, e Cé weak_agreement X
In G7 ni_agreement_any_reveal v v
Out Gs ni_agreement x
In Go i_agreement %
'K ( ~
4 KDy ¥ K » Io G10 secrecy_cre .
) . G can_be_deanonymi sed v
ADVERSARY .
G12 user_controlled_independent_link_tokens 1/ 8
G13 user_controlled_linkability n/a v
Goal Observational Equivalence Model C
G unlinkability v

Figure 6.3 Network with all communication routed through the DY adversary

Table 6.1 Summary of Results
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(%24 FIL]

The Design and Analysis of Real-World Cryptographic Protocols

TLS1.3ttkD X 2 U T 4 ¥ %ZEAT 5782, Tamarin proverz AW T,
X2 lTF1BRADERENT 70 —F %X,

[1F&]

Samuel Scott

1lemma secret_session_keys:

O W N a0 e W

"All tid actor peer wkey rkey peer_auth_status #i.
SessionKey(tid, actor, peer, <peer_auth_status, ’auth’>, <wkey, rkey>)@i &
not (Ex #r. RevLtk(peer)@r & #r < #i) &
not (Ex tid3 x #r. RevDHExp(tid3, peer, x)@r & #r < #i) &
not (Ex tid4 y #r. RevDHExp(tid4, actor, y)@r & #r < #i) &
not (Ex resumption_ms #r. RevealPSK(actor, resumption_ms)@r) &
not (Ex resumption_ms #r. RevealPSK(peer, resumption_ms)@r)

==> not Ex #j. K(read_key)@j"

Figure 5.9: The secret_session_keys lemma.

lamma entity_authentication [use_induction, reuse]:

3

4

5 not

6 not

7 not

8 not

9 not
10

2"All tid actor peer nonces cauth_status #i.
CommitNonces(tid, actor, ’client’, nonces)@i &
CommitIdentity(tid, actor, ’client’, peer, <cauth_status, ’auth’>)@i &

(Ex #r. RevLtk(peer)@r & #r < #i) &

(Ex tid3 x #r. RevDHExp(tid3, peer, x)@r & #r < #i) &

(Ex tid4 y #r. RevDHExp(tid4, actor, y)@r & #r < #i) &

(Ex resumption_ms #r. RevealPSK(actor, resumption_ms)@r & #r < #i) &

(Ex resumption_ms #r. RevealPSK(peer, resumption_ms)@r & #r < #i)

==> (Ex tid2 #j. RunningNonces(tid2, peer, ’server’, nonces)@j & #j < #i)"

Figure 5.10: The entity_authentication lemma.
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Heuristic OracleZFIFHL T
EFFLSFRATE A LW lemmaZSiEFA

Client Af'/CD Server
) ClientHello )
client.hello f-----------=----------------3 recv.client_hello
+Extensions
ServerHello
recv_server hello| {----------c----cccccconcaa-a- server_hello
+Extensions
client_gen keys server_gen_keys
) Encry pted Extensions )
recv_encrypted_extensions](--------ccccccccencccanannnn encrypted_extensions

C2¢
recv_cert_request ORY—
skip_recv_cert_request:;

CertRequest

cert_request OR
skip_cert._request

Cert CertVerify

recv.server.auth| ¢-----------=------c-cccccoo-- server.auth
Finished
S3
client_auth OR ____ Cert CertVerify .., Tecv-client_auth OR
client_auth _cert Finished recv_client_auth_cert

Figure 5.7: Partial state diagram for full TLS 1.3 handshake. TAMARIN rules are
written in snake case on edges. The messages exchanged between entities are dis-
played in the middle along the dashed edges. Our full model contains many more
transitions, and can be found at the end of the chapter. 9/24



cpa, cpa,,

Cy = X Enc(key, my), return C,. Arbitary choose distinct plaintexts mg,m, € M.

E&E 1 Let ¥ be an ecnryption scheme, ¥ has security against CPA security. If £Z

cpa,,

=[x

?
cpa,,

where: L2 : key + ¥ KeyGen, C, = ¥ Enc(key, my), return C,, LZ : key + ¥ KeyGen,

Verification

5 s) with proof-depth bound 5
@' all solutions) for all lemmas

s, deconstructions d

Chosen-plaintext attack (CPA) Model  smirwxws

KU(m_.1) @ #vk4

ueC x ) @ #i) A (Unique( x )|

.4 Cisend
‘ Oracleplain( key_ ) Po #i
ra le
ekey( key.1 ) P2 #i ) {V
encrypt In(m_.1) Fr( ~key) Fr({-m.1) By t)
iveKeyOracleplain( key_ ) P 0 = I - I .
IKU( senc{m_, ~key) ) @ #vk 1 ~ #vr : encryploracie{Oracleplain{ m_.1 )] IKU( senc(m, ~key.1) ) @ #vi2 A #wr.1 : sender_encrypt{Plain( ~m.1)] IKU( senc
eKey( key.3 ) P2 #j ) I S * [ out(sencim_.1, %oy ) | Recowekeyoraciepiain —key) e '| Oul( <sonc(-m.1, ~kay.1), key.1>) | RecoweKoy{ ~ey.1)
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5.1 ¥REEET JL cPA model ;ﬁﬁgﬂgg
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|/\/\I Sender channel: ¢ Receiver NN
~ONEINOI~O
=@ On@s
Secret Key ch&%. Secret Key _
ﬁ? r EETOE, Shared secret key CPA *ﬁﬁEmodel : OW_CPA

Single message model

T IIVDEREA @ Oracle h
m
HET B RERERY) EERE, @ . e )
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— BB R R https://github.com/mienotakehiko/fais2024 _summer

rule Setup:
[Fr(~key)] --[OnlyOnce(), Setup(~key)]-> [!Skey($A, ~key)]

WEEER : WEB#RDrulefZRk

rule attackerkey:
[ 1Skey($A, key) | --[ Attacker($A) ]J-> [ Out(key) ]

rule Attacker_make _message:

[Fr(m )] --[1-> [ Out(<$Am_>).St Attacker(m_) ] RBEHERICERT 5 FXmOrulefizik

rule Encrypt_oracle: SR | A
[ In(<$A, m_>), Fr(~key) ,St_Attacker(m_)] --[Send($A, senc(<$A, m_>, ~key)), Secret(m_), Oracle($A), Sender($B),
Role('Oracle'), Oracle_send _plain(m_) ]-> [ Out(senc(<$A, m_>,~key)), St ReceiveKeyOracleplain(m_,~key) |

rule Sender_encrypt:
[ Fr(~m), Fr(~key) ] --[Send($B, senc(<$B, ~m>, ~key)), Secret(~m), Sender($B), Oracle($A), Role('Sender'), Sender_send_plain(~m) ]->
[ Out(senc(<$B, ~m>,~key)), St_ReceiveKey(~m,~key) |

rule Attacker:

let

c_=senc(m_, key_) T T i I . o -
o - senclm, ey BREEPNEXAHBEXEERLTES, 70 b ILORE
message = sdec(c_, key)

in
[St_ReceiveKeyOracleplain(m_,key ), In(senc(<$A, m_>key )) , St ReceiveKey(~m,key), In(senc(<$B, ~m> key)) ]

--1 Notequalvalue(<c_, c>), Secretmessage(message)|-> | | R




52 @EIE:_F\ — BB R % 2/2

rule Attacker:

let EEHEDIESX L,

e ey BERE AR AT T BEES X,
c = senc(~m, key) ZNZNDEDA—H %IRRT 5,
message = sdec(c_, key)

in

[St_ReceiveKeyOracleplain(m_,key ), In(senc(<$A, m_>key )) , St_ReceiveKey(~m,key), In(senc(<$B, ~m> key)) ]
--[ Notequalvalue(<c_, ¢>), Secretmessage(message)]-> [ ]

(. )
®REET Blemma

lemma value_notequal:
"All #i #j x. Notequalvalue(x)@i & Notequalvalue(x)@j ==> #i=#]"

-

\_

TamarinlzF 7+ L T, BE2EBELES T3, A
WERBEFELELIELT, KAICLEEFLHEWRRELE > TS,
k )14/24
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ol CPA ModellZ Iﬁtﬁ%"\d) In Fact(Q),
Sender1ﬂ'10)Out Fact(@)

WBEWZREHRT SFact(®),

3DDFactziEE L, ZDFacth o MEBREFENBZ/NNADBRO2DH R ITh
IERWZ & 2SI 5.

m @ Oracle h
Sender Out M, ﬁ_’é‘é_\\\
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PYELwZ) 53 @EIEZ/S

4 [EDCPA Modelid,
WEEADIn Fact(), Senderflld®Out Fact(2), B EWRE % /T BFact(®),
3D 0Fact&18% L, Z OFacth b RERARN D NAHRIH 5K TRERN T & FHRT 5.

m oracte ™

~ "\, Sender @O ut ___Tf_l_ \
P D ——
Secret K ‘ S
ecret Key W E c, = . =
Oraclea—F Heuristic Oracle®CodeZitA)
13[for line in lines:! EFADB-IREME %R L 7= lemma%. heuristic oracleZFfIHL T
14 num = line.split(’:’)[0]! =
18| i is == =i notsEi®s ALY 5
17 l ??mﬁ:_ét_ﬁgc:%gﬁesﬂu?n IV @ OraCIea?mg) S =
}3 I!? 3nnw(1£§némlgm> —r WEEHSenderh 5> DEES X 22 TES X T— b 7 7 27 F(St_ReceiveKey(~m,~key)) B’ EFT I 1= &
20| Cor (EENERYEO XS in line: ! 18 E p'Sendern S DRESRInDB(R I B) ISHEREZISTE S
%& s @Z.Iﬁzg%‘b“Sender#‘ ESEROUtDRGXER) ICIRBRZEUSTE S
93 SWMEBEDL2ZUNTHEZREZIHERTE S
1 I 4 ©) Senderffl 7213 DIn, Out/ s % — > THE+HEMEEHT-HE 3.
5 sy 2 -2rend fhun)i (OracleffldIn, Qut/s 2 — > 13,76 Z H0racle D TIHAL AL Th LW e EZ 3)

AT ZOIERE (SR —V) S HAT 2 2 & TREEN EEEDESNE A5 /OB IHMBBEXH—R LA,
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3 #REL

|

2

3

4

)

g

g [ 0ut(senc(<$ﬁ m_>, key)), St Rece|veKey0raclenIa|n(m , key) ]!

!

10|rule Sender_encrypt :!

1L Fr"n), FrTkey) ] --[Send (3B, senc(<$B, “key)), Secret( “m), !
12 Sender($8) Oracle($8), Role(’Sender’), Sender send lain("m) 1->¢
}i [ Out (senc (<88, ~w>, key)), St _Receivekey ("m, key) Tp

l

15 rule Attacker:!

16 Ietl

17[c_ = senc(m_ , key_)!

18lc” = senc("m, key)T

19 |nessage = sdec(c _, key)!
20ind
21| [St_ReceiveKeyOracleplain(n_key ), In(senc(<$4, n >.key )},
22 1St _ReceiveKey("n,key), In(senc (<$, “w>,key)] 13
%i - Notequa]value(<c , c>) Secretmessage(message)] >[N

|

25 (omitted)+
26 sl
27|restriction choiceplain:!

28| “AI1 x #i. Oracle_send_plain(x)@il

29 ==> (Ex y #i. Oracle_send plain(y)®j & #i < #i) |!
g? (Ex v fi. Sender _send_plain(y)® & H#i < #i)"L
32 Iemma value_notequal :! .
gi "B B #ox. Mntequalvalue(x)@l & Notequalvalue(x)®j ==> H#i=§j"!
35 (omltted)l
36 : [EOF]

Tamarin CPA Code

o |
(omitted) !
ed

!
rule Encrypt oracle:!

[ In§<$ﬂ1 m_>), Fr("key) ,St_ﬁttacker(m )] --[Send($A, senc(<§A, n_>,
Secret (n racle($ﬂ), Sender (§B), Role{'Oracle’), Oracle_send_plain(m

W& (L, In Fact & Out Fact%Z 4t L T Heuristic Oraclelc7 7t X

3/5

My oracle Code execution
| 3 (omitted)
% {omitted)! :
sl
411 SH5555555555555>55>5>>>5>>>> START INPUT
5|lines = sys.stdin.readlines()! 0: (#i<#) 1 (# < #)
B! 1: St_ReceiveKeyOracleplain( m_, key_ ) »e #i
Tlla = []4 2: IKUC senc(<$A, m_>, key.) ) @ #vk
g :b B E}i 3: St_ReceiveKey( ~m, key ) »pz #i
b |§ - L 4: IKUC senc(<$B, ~m>, key) ) @ #vk.1
11 lemna = sys.argv[1]L 5: St_ReceiveKeyOracleplain( m_, key_ ) wo #j
121 6: !KUC senc(<$A.1, m_>, key_ ) ) @ #vk.2
13(for line in Iines:l’ , 7: St_ReceiveKey( ~m, key ) »z #j
}g num = line.split(*:’)[0]¢ 8: IKUC senc(<$B.1, ~m>, key) ) @ #vk.3
|
18] if Iemma “value notequal SS53>555555555>>5>>>>>>>> START OUTPUT
17 if * St Rece|veKey in ||ne ! 1
}g elit | ». W>,key in ling! 3
20 or “senc(<§B, “w>, key” in lind:. B
21 111 7
22 elit "Kllkey in line ! 4
23 r “KU(Tkey” in line:! 0
24 2
25 else:l 6
26 Id.append (num) ¢ 5
27| else:!
2814
79 exit(0)L >>53555555555>5>>>>>>>>> END Oracle call
|
g% ranked = la + |b + [c + |d! :
: omitted
33|for i in ranked:! (omitted)
3‘4 pr i nt- (i ) l value_notequal (all-traces): verified (5 steps)
35 [E[)FJ secret_sender_message (all-traces): verified (6 steps)

m_secret (all-traces): verified (34 steps)

REFASE Y

(DIFEDNDESK(n, OutTHREE TWLW 3, sencic & B IEEDFEXDIESL) DHIFELIERI %2 EXLT 3.
Q)MBEHIWEBE LA T IHVDOELIERLZ TITS.

17/24



5.3 1&

=[]
=

4/5

Proof scripts

theory CPA_symmetrickey_20240906 begin
Message theory

Multiset rewriting rules and restrictions (
Tactic(s)

Raw sources (7 cases, deconstructions compl
Refined sources (7 cases, deconstructions ¢

lemma uniqueness:
all-traces
" #i#j x.
((Unique( x ) @ #i) A (Unique( x )
simplify
solve( ReceiveKeyOracleplain( key_ ) Pe #i
case encryptoracle
solve( ReceiveKey( key.1 ) Pz #i )
case sender_encrypt
solve( ReceiveKeyOracleplain( key_ ) P
case encryptoracle
solve( ReceiveKey( key.3 ) P2z #j )
case sender_encrypt
solve( !'KUC senc(m, ~key.3) ) @ #vk

case c_senc
by sorry
next
case sender_encrypt
by sorry
qed
qed
ged
qed
qed
end

Visualization display

o0 i o ekl W N i

ey

v 2

7. solve( (3 y #j. (Oracleplain(y ) @ #j) A #j < #vr.2) 7
(Iy#j. (Plain(y) @#) A #j <#vr.2)) //nr. 19

a. autoprove (A. for all solutions)

b. autoprove (B. for all solutions) with proof-depth bound 5
s. autoprove (S. for all solutions) for all lemmas

Constraint system

IKU( senc(m_, ~kay) ) @ #vk.1

KU(m_.1) @ #vk4

In(m_.1) | Fr{ ~key)

#vr : encryptoracle[Oracleplain( m_.1 )]

Out( senc(m_.1, ~key) ) | RaceiveKeyOracleplain( ~key )

IKU( senc(m, ~key.1) ) @ #vk.2

Fr(~m.1) | Fr( ~xey.1)

#vr.1 : sander_encryptiPlain( ~m.1)]

ll Out( <sanc(~m.1, ~kay.1), ~key.1>) I ReceiveKey( ~key.1 )

rmﬁ(m&adsphh(m In( senc{m_, ~key) )

ReceiveKey( ~key.1)

In( senc(m, ~key.1)
)

#i: receive(Unique( <m_, m> )]

KU(mM_.2) @ #vkt

#V1.8 : isend

KU( sanc(m_, ~key.2) ) @ #vk.3

last: none

formulas:
((#i<#) v (# <#)

((3 y #j. (Oracleplain( y ) @ #j) A #j < #vr) v

(T y#. (Plain(y ) @ #j) A #j < #vr))

((3 y #j. (Oracleplain( y ) @ #j) A #j < #vr.2) v

(3 o i (Dlaiml a0 N @ M L HD o e DD

summary of summaries:
analyzed: cpamodel_verification_symmetric-encryption_out.spthy
value_notequal (all-traces): verified (5 steps)
secret_sender_message (all-traces): falsified - found trace (6 steps)
m_secret (all-traces): falsified - found trace (16 steps)




5.3 ¥REE
2% BRI ICHZE# ZK O I Code

rule Sender_encrypt:
[ Fr(~m), Fr(~key) ] --[Send(SB, senc(<SB, Ym>, ~key)), Secret(~m), Sender(SB), Oracle(SA), Role('Sender’),
Sender_send_plain(~m) ]-> 'Out(<senc(<$B, ~m>,~key),~key), St_ReceiveKey(~m,~key) ]

FhETE D

secret_sender_message (all-traces): falsified - found trace (6 steps)

> N ~ i —
WEERZREOSHBWVWETIL
rule Sender_encrypt:
[ Fr(~m), Fr(~key) ] --[Send($B, senc(<$B, ~m=>, ~key)), Secret(~m), Sender($B), Oracle($A), Role('Sender"), Sender_send_plain(~m) ]-=

[ Qut(senc(<$B. ~m=>.~key)), St ReceiveKey(~m,~key) ]

,,—"’/‘)\
rule Attacker: o \\\\\
et - S
= samclomn Koy REESELH SEEXEERLTES, 70 FILOAE
message = sdeclc_, key)

secret_sender_message (all-traces): verified (6 steps)
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5.4 FRELFER

Heuristic Oracle B#(C K D 1REEFER

myu 8D SEBA U /=L \#ERR: lemma RS SR

REEDY value_notequal Verified
IEESE JEEDILEFED (XEBOEEXE. WEEMNMBRATCEX —ap

L) Cx T BIBEY) (fEIF—E L)

=>One-Way CPA(OW-CPA) D L2 MR EE




6. %g 1/2

Heuristic Oraclez{ER L= H & E > T,

DY LHIRADALLX ZDITTRELV ..



@;2%

Secret Key

5 ElDCPA Model(OW-CPA)IZIE X 3,

V4 _ @ - _
m, :

_____________ ;,_==EEE§§§EEE==~%_

WEE C, "‘\___c_,,/
© :

2/2

DEHEDER(n, OutTRETWL 3,
senclZ & 3 IEEDEXDOEES(L) DFIHELIERN %
BT 3.

Q)IMBEI’WEBREZMB T IFNDOELIERR%:TIFS.
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L8 Tamarin prover ®Heuristic Oraclez{EFH L T,
OW-CPAET IV DREMIR % EhE

REED & 5 B L E T )L % Heuristic OracleZ{EFH L,
iERA L =W lemmaZ SRR ICIREETE B Z & ’EZI'\ -

# Tamarin proverDHeuristicA 7 7 JL 1L,
777 bOIEFRZMFE 0 & 5 ICEEZEET Spython X7 U7k

#TamarinlI AN E HAOED THEBRZIET I &£ T D71rtozzo

> REEDIEE S &L

#9522 IR 95 E D15 Z Heuristic Oracle TE € > REEHIEE B
BHLBNLGWRY, EXEFORBSNEWNEEZIEATFEXNIC
W BEEX., TNENDEIEA— @i, rrotiz. BREIE—%)

- OW-CPADZEMHIREE (I H 7=,

S8 -SEO7L—L7—2%FEAL. ORBEBEE D IND-CCAS
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