BEBEEICKSEREXL)T1DR
L DR BRI 2024

ik EE(NTTH R IFERBIZEAT) WA Sl (FEXF)
AR = AXER (SFHRMHFKE) S H Eic (A EmMREER)
es 7 —(RZ) K —#f CRIUKE)

KABERCBBEINTVSER, BEFOZBMEIEINETNSHABRELTERLTWSSEENHYET



iﬁw; FEEIZ5| SRS

HEMBEICLLSEREFL)T1D
SOEDHARBRZEENT

o BT REICEITORERXDERGFHOHE
o ERZTELI-FLUF

o FEEFRMXDMEI



REL-ERSiE

e ACMCCS )
° IEEES&P > X1 T1ARRE
e USENIX Security

e NDSS Y
e |EEECSF HRDOM TRE

o CAV

BREIDMY TS



BEMR X DS E K

B 2020 [ 2021 W 2022 [ 2023
20

15
10

5

0
ACM CCS IEEE S&P USENIX Security NDSS IEEE CSF CAV

IRERZE (=1L, BALMIZABIZELBD IR

o AANILFEEIXITIRMSYUMZFormalDERAHNAS Fi=lE

o TholLW ey avIZHd(EFxa)T14EE THDFormal Analysis, CAVTMDSecurity’i
&)



E2MORE

ACM CCS
FEEYDERIGEFEREEF A
VAT LR RDEARGERA/N
FVARAKEFEND. BHFETH
W =-FEHIAEAEA.

USENIX Security
i EERIC KBS EFEZFOEFI A
DATLDREMETICEET HF
ZNZL. BRXFESETIEY—
IVIZEAT HRETMNZD.

IEEE S&P
CCSERILKE R -EADMANE
FINHD, JYERZEHL-REK
MNEW. BFERZAWN =S5

RMNEA.

NDSS
FICHBIRIE T TOYVRATLIGE
DEEMEBTORETHFEICET
HRAMGHERRNSLN.
BRFEDIRAIEDEDH.



E2MORE
IEEE CSF

BRFEICLDEXLI)TAZEE
BIA—hAD1IDELT-
BEREHHEE. TDERDODIAEIZK
EHEEX 5 Z 5O ERNTER
BhEFES.
EHIFFE L DG, TU—LT—D
DIRZEZECHLEE, HE DGR, Him
MRS DAERRLTEIZET AR
cAAY

CAV

Computer Aided Verification.
1980F R o KARFE R Er D
MTEE.
REIDEBR LT LE R LICAE
THIBILN/IN—T 5.
BlFELX21)ToDEYavEH
.



entry

executable machine

conditions
nﬂ SOCS rO ra mvarious ;(q\-_l' % 7ﬁ§70 D I\: )l/
dynamic ; @ ) t‘esult assume d | _ - f'\ \ 7o ‘\
\Mdedlﬂ:erentsmt(t dgeeptoyed quantumuway i l e SSﬂ (OmUitIple ports (‘ BE b o L Ej:l: v 75
dip { i mformannse,.vrgg ZLlEoTEE"7
e Sompiler methodology I
execution smart proveﬂ ips shufﬂgomcmred Y
performance p rvac Stron
pCS p certified  error CONCEM  fail O version ‘ Jroduce develOpabst%%?g
gl\c/gir{ormah/@ sme ‘o k funchons
auowir%ein(egl e A accountability leakage , ebpf <2 L ocks zK Kps.
possible coverage 1co(rr n |npu
y : ve I’Ifl edian

pmp  satisfies |
developed : N ;
Wpigepﬁfaiypevegﬂsr iam efﬁuencyexcha”ge’g;/ implemented attestation architecture Wa\/SC om l_ ex
checkmate easy tl p
- guarantee
Uit gair .
, tamarin o '
. publicly if = aws circuit

syl generic

p hah platform ssh time providing

variz;nt risc-v recent
revocation Spdm

horstifyakclk:cess Luimﬂt“an SOUﬂdneSScheckmg memaory i . PHmENGS Softwa e
oS olic | | &
y prOCG‘SSOf|etfs C ry to g p C&%ggin esources sp%%{;;?nrglc'%’gh‘
component practical Bdue authentlcauonﬂo %

free
votes
next t zero knowledge il cryptography oWl
fi dtyplcally e bugs
pocfvulnerabllltle V |’| | |(:dat| ‘ [Yformats
itk severe pP§DGHYh Id

scenalips | ereles Fid]e
~-hardwares, state-of Tre-arparicols 1 Statc, channats
ccess

operations

threat a uto m afgd fra eWO r :;m £oh attrj:tker

messaging mechanisms sound

dIS cover g Ieierjakrl B ibm network

notion

e specificatjon/ereees

agetracy LOH!OO' \u)ls high-level
equivalent foatures '



definitions Profactory

complex robustness
inference easycrypt insights .
o usefulextension ™" 4 oo confidentialty
. browsers considering ; validate
wssntial PEVIOUS computational  Infrastructure pigh-jevel ptr:r?]?rsm
Vers'on\mptemented'mplementatlons - prove pOlJCleSCOﬂStrE’"”tS

powerful SemantICS vulnerabilities V:""ﬂfzblﬂ
inc]ﬁ(;l;cy Sy m O | C r I V a c y too compilers masj;;?fy

operational non-deterministic m specitying l Sou"d

i tbulld
=i \J@FificationPayment:=
smprobabilties” ype petwork el exchangs | rOOfS
bluetooth ‘ ‘

formal

theoretical

e 5”ﬁ’”é lysis

rfcs randomlzed

different
symmetricstate-of-the-art automatically anis probabilisticcompiler
types sta_te verify w3c tl deerlf;mg
mtproto pmhlﬂg Sir;pllﬁar int?rest IO clrei v
telegram’s £q'3:s Susomel gl notions
problems pa-be electronic
frameworks fsm achieve
examples

proveri .og.callmplementatlon i tvﬁvndlan guage™

standards ™ | e,ther Uc cumplemy
IncI;:ie Qe() |ISe cire reasonlng commonly
ro
winnSYNthesis ol §--Qf votingr=i
protocol-independent bugs development e
post-quantumyote

allowing encryption

“omPl00fC ry btog ra DilerE

a55|cal

consider among called computatlon dES|gnseCUre threat
secref appllcatlﬂns adversarlal solutions
executlon |mp[emer]t hecki reveals
spatial constructions C ECKING
end-to-end

recent adversary

distributed tlmed mewor squirrel proposed

hecked

h particular ©

mictinge RO sqwrrel automated automation requires
formalize computations  specification real-world

testin
9 providing variables forwarding obtain
usually noyel languages



WEHER

2023F DEAEMRMX DRI (1/14)  vrumzn=x

X1k -2Dith
2ARIL & & Z2% 1 FEC—I)
Extrapolating Formal Analysis to NDSS Bluetooth®R71) | R7YUT DERE 3DDERRDHEDHEF | Tamarin Prover
Uncover Attacks in Bluetooth 2l % RE2DDHFHT-GHED
Passkey Entry Pairing *R
Token meets Wallet: Formalizing S&P FIDO2 BYFTELARAEE | TSA(N\EEELE:

Privacy and Revocation for FIDO2 4, Unlinkability, WebAuthnDHREEET )L

TIRE
Owl: Compositional Verification of S&P x=pdulS=)) TERNREM EENLHd=: HITOES Owl(IR=E
Security Protocols via an Da—LiEEmIILT:
Information-Flow Type System Y—ILOWIDIRE
Sound Verification of Security S&P EE7ORIILDE | BERMIRILICH | EBEMIIREEISHITSZE  Tamarin Prover,
Protocols: From Design to #® (+5%£H L£HZRFIHEEDA  Gobrafor Go,
Interoperable Implementations HAEFROMEEEZETE  Verifastfor JAVA,

ES Nagini for Python



Eﬁd)ﬁﬂﬁ%ﬁ)’:d)ﬂﬁ(z/m)

AL

Typing High-Speed Cryptography
against Spectre v1

AUC: Accountable Universal
Composability

Indistinguishability Beyond
Diff-Equivalence in ProVerif

Zero-Knowledge in EasyCrypt

S&P

CSF

CSF

xR

Universal
Composability 7
U

EA R PEFR
RGEDBSTOkr
alb

rZaorall

e

BAIT WEME

BB
(Accountability)

Unlinkability,
Anonymity,
Voting privacy

2, Bet,
O

, Special
soundness,

i AT REE

WEHER
VIR R
=1k - Dt

=13 FEHCY—I)

Spectre VIRE (it tEx | BIRXTL
BEOMERDRIBESE
BEEELfHDDOT7TO—

FERE

UCETILIZEITEERE
BIMEDT-HDHDR
RIL—LT—JAUCE
RE

may-testing, £ ProVerif
ffit4, pre-ordersii &%

ProVeriff CHREERI 8EIZ3"
SEMFETRE

EasyCryptlS&5LV T2 | EasyCrypt
Ak DR LM% A

10



2023 D) REERILD #AIT (3/14)

A4

Election Verifiability with ProVerif

Election Verifiability in Receipt-free
Voting Protocols

Proving Unlinkability using Proverif
through Desynchronized
Bi-Processes

Subterm-based proof techniques for
improving the automation and scope
of security protocol analysis

A
=

CSF

CSF

CSF

&R

BFREVATLA

Receipt-FreeEF
BEJoraL

RFID protocol/z &
()::x=gpdu] Suy]P

RiEE, /\wia
F—, Eyiay
hoi

e

U EPAVE: H

et

REEFTRETE

Unlinkability

HWEM, J47—F
Left, A, Y
TUAEmE, 1
T REE

E1N

REEFTRETE DREBAD 1=
HDFHESATSER
RMGEIL—LT—0%
BA.

Receipt-FreeOka)L
MDProVeriflZ & Z1REEH
EEIRE.

ProVerif Cunlinkability
Mbi-process
expressionF &I § 5%
MFEERE

Unbounded|ZIH®DES
MEUV SRR D RITEE
AnmEE, BEEE
(B, ~=a7IJLiRED
HERR) DR E

WEHER
VIR R
=1k - Dt

FEY—)

ProVerif

ProVerif

ProVerif
BABEOMTEE
;EL,T:Tamarin?JK

11



WEHER
VIR R

Eﬁd)ﬁﬂﬁ%ﬁ)’:d)ﬁﬂﬁwm)

X1k -2Dith
2RI =B R ZeM 1 FiE(Y—I)
Extending the Authentication CSF —AREBEE(JE— | Aliveness, —A M | Lowe® (M7 ) EREERE  Tamarin Prover
Hierarchy with One-Way Agreement b7FRXT—3>) | (non-)Injective % —ARIZHiRLAE K

Agreement DHEBEEDOREFREEHA
HoRStify: Sound Security Analysis of | CSF A—HY)TLDR KEFRARETFIEN | (KFRERE#HNERTD BE2hO8NLT
Smart Contracts <X—hkavkSoh 5ZREOTTHN | HTORELGFEER DISTLRIAIY
4=} 3 g
Towards End-to-End Verified TEEs CSF TEE Non-interference | Y—XO—FD#EEHER | Corinthian
via Verified Interface Conformance property Z#FEWLWTaV/N(JLiEFEH | Abstract State
and Certified Compilers NAF)a—FDEL£% | Machine (CASM)
ZRILTADFEERE
Formalizing Stack Safety as a CSF AVINAF-F084 | BEEOI—ILR A2y DREMICEY | Coqg

Security Property

L N—FHx7

AT ERRE
%

SFLWVEHFITE SR
, BTEOAH=ZXLIR
EHEBESLHNIEE
HR

12



WEHER

20234 DBEERMX DRI (5/14)  yopumn=

X1k -2Dith
ARV 2E &R ZEeM 'k FiE(Y—I)
A generic framework to develop and | CSF IN—FDITFIRT | WN—=FxzT7LARN)L | N—FOzTHREIZHIT | Coq
verify security mechanisms at the L (BITvqon7— | AREMEHERD -
microarchitectural level: application FTOFVLANIN) | AT AEODOHEMNLGF
to control-flow integrity DREMEH M | EDRELHIGE
1_RA: A 11-calculus for Verifying CSF YE—+7TAT— | HHEFRAEE JE—F7TAT—23> | TRA
Protocols that Use Remote v DREMRIIEATREIC
Attestation T5=OIZIGRTETEE
¥hak

Symbolic Quantum Simulation with CAV EFEER (Y2al—2ay, | EFEIBOFESHREE | Quasimodo
Quasimodo [Tool Paper] TAVT, ) HAD | YRal—lavFD (R=E)

4 B8 DIREE PythonZ54 75 #1RE
AutoQ: An Automata-based CAV 2 FEg BIROETRIED | A—FILA—ZD AUTOQ(1R=)
Quantum Circuit Verifier [Tool Paper] E3EER EFMEERSIaL—ay

Y—ILERE



2023F D RERILD #AIT (6/14)

2L

Formally Verified EVM
Block-Optimizations [Tool Paper]

Verifying the Verifier: eBPF Range
Analysis Verification

Bounded Verification for
Finite-Field-Blasting (in a Compiler
for Zero Knowledge Proofs)

SR-SFLL: Structurally Robust
Stripped Functionality Logic Locking

CAV

CAV

CAV

R

EthereumA~<—Fk
ARSI DRE
1t

eBPF (H—%JLZE
M TENET DHAE
maRARE<I )

¥ OXNEAEEA

(ZKP) a2 /%45

£ERK (C)nO
PAis DES/A

et

RELATRDIE S
k3

eBPFIREEZR D2
=i

ZKPXI R D angaEh
SHEXADEBRD
EAHE

ICOEE DT R E
~DTEEE

1

EVMT7Ovo DL Ry
IETHLIREFT S
L, EEATEDEKRK
Z{f4 %58

BRIFZDY—Ra—FH
H—REERIEL R, &
EHEHEOEY, B2
=k«

T—ILiREEE YRR
IVERBELY HNED
BEEFEDIRE, CirC
ZKPAU /A5~ DEE
CINTDFER

BEDTREICREL
ANy THREO DY
Aw% (SR-SFLL) #1RE

WEHER
VIR R
=1k - Dt

FECY—)

Coq

Agni(18 =),
SMTYJL/N

FAVEIREE
(DSL)TdHhBAlive

SAT VILN—[Z&
EIBERK

14



2023F D REAERICD#AIT (7/14)

AL

CoqCryptoLine: A Verified Model
Checker with Certified Results [Tool
Paper]

A comprehensive, formal and
automated analysis of the EDHOC
protocol

Hash Gone Bad: Automated
discovery of protocol attacks that
exploit hash function weaknesses

Automated Analysis of Protocols that
use Authenticated Encryption: How
Subtle AEAD Differences can impact
Protocol Security

USENIX

USENIX

USENIX

PO 3

SICETHEH
&Qﬁﬁﬁi HEtE
#7157t I)F
mEy A VN

loTT /34 R[|] 1 F8
xW7Ara)L
EDHOC

=il AR
HEFALETOR
alb

AEAD%{F 9 50
S7okajL

e

REDKREMIEY
i3

%%“ﬁ\ [=10%Y EIE Ii
747’/7‘4741%
E%s l:l Bits Bjj_lt

REEE. SRELME.
F—RD % B
e

BROWEN, 25
, Accountability,
Agreement

WEHER
VIR R

X1k - Dtk
Bk Fik(Y—I)
RILEETIILIRESRZIZ | Cog, MathCom,

Bt

IN—232 12|25 558
REFRRLETREZRE
(ver. 14TEH)

a7 v 1 B EE
BALGEDEXa)Tq
JoralnRetER
ENCRELT A EEME

AEADDHEEERY S
WEZIRAT HFEER
. VOMDKEZERE
5.

Singular,
CoqQFBV

Sapic+

Tamarin, ProVerif

Tamarin

15



2023 D REERICD #AT (8/14)

AL

Machine-checking Multi-Round
Proofs of Shuffle: Terelius-Wikstrom
and Bayer-Groth

Automated Security Analysis of
Exposure Notification Systems

Formal Analysis of SPDM: Security
Protocol and Data Model version 1.2

TreeSync: Authenticated Group
Management for Messaging Layer
Security

USENIX

USENIX

USENIX

USENIX

R

aswilV

BEH MBI
L—LD—%

SPDM(DMTFIZ
FoTHEEILEINT
WAHWREIE &
ERODtEx2)T4
Jaka)

Avt—UUS Bt
Fa)T14D=HD
EREAT IL—T Ay
+—>rg7aka
L

e

TEE, B2
gd=ksik:AEd

it (BRo=UR
DBERIHDEEELLN)

BT i AN %
1OBOMEMEE
T+ IT—FREE

T —TIKED—
E.'IE ﬁ |$s it
1

"k

BRTGEEDvYIIL
DAL IEERAESZ 1=

EABHIL—LD—Y
DEEEDIHTOR
HARALE

SPDMMD 3D /\>
FOTAUE—FOFT
DAVRITEBTCHADT
DORRRAESZ, BHE
BIRERET E D RBEE F
L)

MLS (2L TTANETRE
M DOHAREE S N =5 4]
DRXEHRERTL, £

CHBELAEMLSTAk

JNERETHHEER
ES

WEHER
VIR R
f=1b - D1th

FiR(Y—I)

Coq

Tamarin

Tamarin

JOgS3V58
£2F, Dolev-Yao
RELFADY™

16



E3E®Eﬂ£§ﬁ5cmﬂa’“r(9/14)

Formal Analysis of Session-Handling
in Secure Messaging: Lifting
Security from Sessions to
Conversations

Design of Access Control
Mechanisms in Systems-on-Chip
with Formal Integrity Guarantees

Automated Inference on Financial
Security of Ethereum Smart
Contracts

A Verified Confidential Computing as
a Service Framework for Privacy
Preservation

USENIX

USENIX

USENIX

USENIX

tyla LEEL
EO-AvtE—0
JBEtxa)Ta

SoCLARILDTH+
AHIES R T L

Ethereum® A~ —

= o 3o o

Confidential
Computing

Forward Secrecy
(FS),

Post-Compromis
e Security (PCS)

XaT47) T4
NIVGERIEDTEE
i3

AL S-S
UYLV |ZET
ATl

SHIEEBA (Proof
of Being
Forgotten)

SignalD vy 3
BnRE 4, PCS
NEESNDAREENH
BUFTIVADHEE, ®EK
FEORE

R AREEF i UPEC-OI
#1= %, OpenTitan M
Earl Grey SoC THIiE

AY—havrSILDE
RERTDI-HD B E)

MURATLEIRE
549D SR THED
Y—JLEREEE 170003
S ORH13I2D0LVT/N
JEHR

I HL—THDFEHIZ
BHI AN EERE
Rl %1REL.RustT
EEL T

WEHER
VIR R
=1k - Dt

Tamarin

Interval Property
Checking (IPC,
SATR—X DK
L H125300))

Tamarin, Z3

RustEs&mTDT
AU MEFTY—IL
BE

17



Eﬁd)ﬁﬂﬁ%ﬁxo)ﬁmmmm

2RIV

Detecting Multi-Step IAM Attacks in
AWS Environments via Model
Checking

CipherH: Automated Detection of
Ciphertext Side-channel
Vulnerabilities in Cryptographic
Implementations

Ou: Automating the Parallelization of
Zero-Knowledge Protocols

Comparse: Provably Secure
Formats for Cryptographic Protocols

P
= aE

USENIX

USENIX

CCS

CCS

"%

AWS®DIAM

BESYIbo7

EoxEERITakr
alv

g2 OkajL

e
FIEGERF AR
EDWEMm

Y AR F v R IL
%

T+ —yNEELK
B E DREM S

'k

IAMaY R—RUbDET
ILEHEBL, ETILERE
FEERAVWTRIIT A
ZERE

H A RF v RV B Rt
R T5IL—LT—
J%IRE. RSAYP
ECDSA/ECDHMDE%(C
*9 %2008 £ DHEFEL
RAVNERR

TERYAEE ORI TR
DEREYR—+ 55T
095309 70— L7 —
VERE

FS70raLIcETS
T—ARRITIKET 2K
BERALY 57— L4
T—O%RE

WEHER
VIR R
=1k - Dt

FiR(I—I)

Z3

CipherH (183)

Ou, Lian(18 =)

Comparse (18 %)
, F*

18



WEHER

2023F DEAEMRMX DRI (11/14) v-rumen=x

X1k -2Dith
2RI =B R ZeM 1 FiE(Y—I)
Formal Analysis of Access Control CCs 5GaAT7H#YrT—Y | FETIEAAD | 5GAFZNDHXETILEZ 5GCVerif (RX)
Mechanism of 5G Core Network DT I AHIED it 14 5Z, 7ORRGEAD= |, nuXmv

L—LT—%Y ALDEEIL—LT—
VERE. FILLWKEZE
*5
Security Verification of Low-Trust Cccs Sequestered WEFEROMEE | SE7—FTIFYDIREE | Information Flow
Architectures Encryption (SE) , BARFY IV | 24757 —LT—5%42 | Tracking Tool
T—XTIF~% i EL, LD DHT—RR
BT 4 ZIREE
Lifting Network Protocol CCs FykD—4o70Oka TOra)LREMNSAY Netlifter (32%)
Implementation to Precise Format ILDY—RAa—FK —oTr—<yrE Rl | | Z3
Specification with Security I HERHIRITY —ILZ B
Applications *
CryptoBap: A Binary Analysis CCS ES7J0raiL weak secrecy, 82 | ORI D/ FUHDS | CryptoBap (1RE)
Platform for Cryptographic Protocols SET4E BHENMREEIS@ELI=ETIL |, ProVerif, Crypt

IZEMT B2TS59hTA— | oVerif
LERE



2023F D) REERILD#AIT (12/14)

2AMIL

A Generic Methodology for the
Modular Verification of Security
Protocol Implementations

Provably Unlinkable Smart
Card-based Payments

CheckMate: Automated
Game-Theoretic Security Reasoning

A Novel Analysis of Utility in Privacy
Pipelines, Using Kronecker Products
and Quantitative Information Flow

CCS

CCS

CCS

R

BESOa)LDE

E=

i

AR —bh—FR—
ADXZWIaka
|2

JOvoFz—rDOk

SoHHay

TIANDINATS
1>

e

SRELE, MEMGE

ﬂlh\nE %M 'I‘i 707
A1\

7 — LIBERATE S
H (Byzantine
fault-tolerance,
incentive-compati
bility)

TS5ANDEHA
{3

WEHER
VIR R

b -2 Dt
"k Fik(Y—I)
maar_la\% L0553
JEiEEYR—+TB
7°I:II~:I)L0)1:§::1T:$
5£€¥E$
TS5AM4 1\ %EELI=Z | ProVerif
IWTORaLEIREL,
ZDREHERAMICKR
F—LBEHHICEOMESE | CheckMate (12

NSRS JANS )L 1
L—LT—V%RE

%), SMTYIJL/N

EEMERIO—ICED
KTZANRCDOERED
MHBIREFIEZ R
=
20



WEHER

2023F DEAEMRMX DRI (13/14) v-rurn=x

X1k -2Dith
2RI & PIE ZeMH 1 FEC—I)
Assume but Verify: Deductive ccs avALINTRTS | BEROEENE EEICERERRTS | Verdeca(iRE)
Verification of Leaked Information in Ly KS3HarvaLorTag
Concurrent Applications FLIZHLTEHRIENT

LVERLVERANRIRLAL
LT EBNIGTFIATE
BT SFEFRE
Deciding Differential Privacy of CCs FToSA2DZUE | ERTSAN\Y ERT AN DI=H® | DiPAut(X)
Online Algorithms with Multiple IARXF7ITYX L F—bRLETIVEER
Variables L, A=k DHIS5R
MPSPACER£THHC
LERLIZ
Formalizing, Verifying and Applying CCS WmEEybT7—F7 | A=/N\—H)Lary | @Sty T7—FTUF v | Katamaran (32
ISA Security Guarantees as IFx FSOMIXTEH%F | DEZEZEXMICKERIE | F), Coq

Universal Contracts 2 FRBLHODFEEEAN



WEHER

20234F D BYERX DRI (14/14)  v—um-ax

X1k -2Dith
2ARIL & & =z 1 FEC—I)
Boosting the Performance of CCSs EE7OMIILDOE | FHERMNRESMN E570RILDEEM | EasyCrypt
High-Assurance Cryptography: = BRAEFAHEREZREHE
Parallel Execution and Optimizing REEL-FFEm#EE (F
Memory Access in Formally-Verified H/IE) T HFEERE
Line-Point Zero-Knowledge
Galapagos: Developing Verified Low | CCS BETISTAID | REICHTIRE | HRAMGISAICKSIEEE | Galapagos (12
Level Cryptography on E&E % KEWRIAT AD-DDILE | =),
Heterogeneous Hardwares AIREEIL—LT—9% | SMTVY)L/\—

R=E
Specification and Verification of CCs MR EYNT—FT | HAFFrRILH ISALRILDY—Havk | LeaVe(1RE
Side-channel Security for JFx HRE SHOMIRLTL P RAER
Open-source Processors via ELUANILDERETEREE Y

Leakage Contracts B0 Y—)LEEFE



Z2#EZELEN VR

o BEBTVUSTAT/TARIINDEEADKRILY—ILDIRE
AR

o EAMLZTORIILDIRILFRIIEAELY

o JORIJLDIEEEY—ILIXProVerif&Tamarind) — 58

o MREIIEHTIIHERME -FREEICMATIZA/N\L DRI
ZL{IE-TETLVS

23



EHRXRAD

Owl: Compositional Verification of Security Protocols via

an Information-Flow Type System
Joshua Gancher et al., S&P 2023

%—7|:|I~:|)l/0)n+$i MR 2RV —ILOWIZIRE

o BEHRIILEESTFRELTEMRII (ENETNERNICEELELIXEAE
bﬁf'%%ﬁé)’&rﬁ_L

o OWLI—FMBRustTORELEITRIREO—RAE R AT RE (F=F=L %)
F(IEHLR)

e RFID, Kerberos, DHB#3Z #, %5 & (2@ L TEEEL

24



BRI R STHBAD

Owl: Compositional Verification of Security
Protocols via an Information-Flow Type
System (Joshua Gancher et al., S&P 2023)

o HEMHIREE
o BARMGEYMICHERNLGTREREETIVESE

o EROFHERNRSIRIEY—ILEOWID LS

Tool
CertiCrypt
CryptHOL
EasyCrypt
FCF

l,‘-
CryptoVenf
Squirrel
OWL

Reasoning Focus (RF)
© - automation focus

[12]
157)
[13]
[64]
(68}
23]

=

S0 e

Auto  Modular  CB Link | TCB

0 (o) I3 3 Cogq

(6 L3 » O Isabelle

0 ® » e self, SMT

. < < : CT‘* SMT \

0O (@) sell, D! = I

T SEIlcH =

N ~ r s|f [ = —t
% o e Sran | BEMREEZEMIL

Concrete Bounds (CB)
®-Yes

O - expressiveness focus O - No

l
IREEDFIEEA L )

Modular
@ -tool is modular
© -modular with on-paper proofs




BRI R SEB N @ Best Paper

Hash Gone Bad: Automated discovery of protocol attacks

that exploit hash function weaknesses
Vincent Cheval et al., USENIX 2023

N ABBOMEBEEEERT LG IO IILKEZXBE)

TRRILFEZIRE

o THMALUREMERZETERIRINTULVELW\Y 1BEHOHEEHR
DHEBISADIEBEETILEESE

o ZEHXIBH/HEZAHLNTENSEProVerif/Tamarin ProverCET) 4

26



EHRXRBAN

Hash Gone Bad: Automated discovery of protocol
attacks that exploit hash function weaknesses

(Vincent Cheval et al., USENIX 2023)

e Tamarin Prover&ProVerifAFALNTEREL, 20D —R A3 T4 E L T
EIZRRINF-ITRTOHBLWKCONMNDFLWHEHEZHRR

Protocol | Broken properties Main attack requirements New? In-textref. Time (s) Note
Sj Sec,Agr(transcript) rfx,col Ext [9] AT(S1 ) 28
18ma | gec Agr(transcript) .,colExt ~[9] AT(S2) manual  collisions on shares
Sec,Agr(transcript,role) 1Prfx new  AT(S3) 55 role-confusion, no need for colExt
Agr(nego) CI(*) new  AT(SSH1) 3 see Figure 6
SSH | Agr(nego) tcIPrfx,colExt [9] AT(SSH2) 28
Agr(nego) CI(D),sndP ,colExt new  AT(SSH3) 41
Sec(R) CI(*) new AT(IKE1) 6 Cl should be on the cookie
IKEv2 | Auth(l) i fx,colExt [9] AT(IKE2) 20
Agr(cookie,transcript) ,colExt new  AT(IKE3) 9 disagreement on cookies only
Flickr | Auth(l) hashExt [21] AT(F) 9
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