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» Query
/ 1 Clause No Attacks Exist. Query is
Horn Clause Solver “True”
Generator — . .
z Non-termination.
1 —" " Attack found
P rove rlf(ET}ll*ﬁEﬁ)t m jJ éh% \ in horn clauses.

“ Applied Pi Query is

“Cannot be proved”

v AﬁaW “False”
Attack exists

‘ " Trace Solver Quary =
| cannot be

1 Did not find attack trace. proved”
- _ Non-termination. Do not known if attack exists.

Tamarin proverce=:ms) Z{ERU -
B2 (AR EIE Tamarin-prover D&

D

TFIVT1FIEPSE Rz HIBCTED
AJHEMEDN D
EHOES I OMNIIVOETIVREE

Tamarin-prover query handling

Y- }b@*ﬁnmfftiw L\:B*ﬁnIE Secret(session1, key) @i&Key(key)@).
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3. et Tk e

CIause No Attacks Exist. X Query is

Horn 6Iause Solver “True”
Input |Generator —
\ Non-termination.
\ Attack found

in horn clauses.

Query is

Atta(:ktracey “False”
Attack exists
4 v Query is
Trace Solver ry
! »| “cannot be
l Did not find attack trace. proved”
Non-termination. Do not known if attack exists Verification summary:

™ Applied Pi

Jbservat ional eauivalence cannot be proved.

"ProVerif i3$Jii T E L\ D T, 2 —HF(IREEH) H* ) FIEZ D L,
ZNHELWLHOREE LTRYID)ZHBILTFES W &L Dens.

ProVerifh® "cannot be proved" 2t HF B3 /82—V 3 TFREICHTEI N S.

1. SAEMEDRMEED KL L 4L 54 Observational equivalence cannot be proved.
2. BERTREMEAYE (F 4 L G A: Query not event( - - - ) cannot be proved.
3. ProVerif b {%&¥r 9 % i D SERA R B
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N
%iﬁﬂ%ﬁ'ﬁwlﬂﬁﬁ'ﬁ#‘ﬁﬁﬁ LAEWVWETFILOERIL -AEAD model- Log

1/3

(* Code.3-Log: ProVerif-AEAD model *)

Biprocess 0 & Biprocess 1 &

1
2 (omitted) DENZNT, BHZ % BT

4 Biprocess 0 (that is, the initial process):

5 (

6 {1}!

7 {2}let Kaead 1: key = Kaead in

8 {3}in(c, (na: bitstring,ada: bitstring,pa: bitstring));

9 {4}out(c, AEAD_MtE_Enc(Kaead 1,na,pa,ada))

10) I (

11 {5}

12 {6}let Kaead 2: key = Kaead in

13 {7}in(c, (na_1: bitstring,ada_1: bitstring,pa_1: bitstring));
14 {8}out(c, AEAD_EtM_Enc(Kaead 2,na_1,pa l,ada 1))
15) | (

16 {9}new t: bitstring;

17 {10}new non: bitstring;

18 {11}new ad: bitstring;

19 {12}let CMtE: bitstring = AEAD_MtE_Enc(Kaead,non,t,ad) g

20 {13}let CEtM: bitstring = AEAD_EtM_Enc(Kaead,non,t,ad)
21 {14}out(c, choice[CMtE,CEtM])
22)
23 -- Observational equivalence in biprocess 1
(that is. biprocess 0. with let

31 1. The message enc((t[],mac((nonl],ad[],t[]),Kaead[])),Kaead[],non[]) (resp.

32 (enc(t[],Kaead[],non[]),mac((non(],ad[],enc(t[],Kaead[],non[])),Kaead[]))) may

33 be sent to the attacker at output {14}.

34 attacker2(enc((t[],mac((non[],ad[],t[]),Kaead[])),Kaead[],non[]),(enc(t[],Kaead[],

35 non[]),mac((non[],ad[],enc(t[],Kaead[],non[])),Kaead[]))).

36

37 2. By 1, the attacker may know enc((t[],mac((non[],ad[],t[]),Kaead[])),Kaead[],non[])
38 (resp. (enc(tl],Kaead[],non[]),mac((non[],ad[],enc(t[],Kaead[],non[])),Kaead[]))).

39 Using the function 1-proj-2-tuple the attacker may obtain fail-any_type (resp.

40 enc(t[],Kaead[],non[])).

41 attacker2(fail-any_type,enc(tl],Kaead[],non[])).

42

45 distinguish cases
46 bad.

47 Initial state

48 Additional knowledge of the attacker:
49 « o« .

50 (omitted)

59

choicelfail-any_type,

1« .« -
%2 1-proj-2-tuple(~M) = 61 enc(t 1 Kaead non Dlis fail

[ProVerif]

60 The attacker tests whether 1-proj-2-tuple(~M) =

choicel[fail-any_type,enc(t_1,Kaead,non_1)]
53 ~M =

62|This holds on one side and not on the other. l

choice[AEAD_MtE_Enc(Kaead.non 1t 1.ad 1), 63 A trace has been found.

24 moved downwards):
25 « e e

26 (omitted)

27 « e e

? | reach

29 Derivation:

30

AEAD_EtM_Enc(Kaead,non_1,t 1,ad 1)]
55 3rd process: Reduction 0

56 2nd process: Reduction ! 0 copy(ies)
57 1st process: Reduction ! 0 copy(ies)

58 New processes:

proved.

65 Looking for simplified processes ...
66 No simplified process found.

67
68 Verification summary:

70

64 RESULT Observational equivalence cannot be

69 Observational equivalence cannot be proved.
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SRS MEDORELEDKIL L & W ETILORFH L -AEAD model- Log

—~

* Code 4-Log: Tamarin prover

N —

(omltted)

3« .

4 // Function signature a
5

equational theory E

b Tfunctions: enc/3, Tst/1, lett/1, mac/2, pair/2, right/1, snd/1
7 equations: fst(<x.1, x.2>) = x.1, snd(<x.1, x.2>) = x.2

8 rule (modulo E) Setup:

9[Fr( ~kl1), Fr(~k2)]

10 --[ OnlyOnce( ), Setup( ~k1, ~k2) ]->
11 [ 'Key( ~k1), 'Key( ~k2) ]
12

13 rule (modulo E) Alice_makemac_then_enc:

14 [ Fr(~m), IKey( ~k1 ), !Key( ~k2 ), Fr( ~nonce ), Fr( ~data

15 -->

16 [

17 Out( <enc(<~m, mac(<~m, ~nonce, ~data>, ~k1)>, ~k2,
~nonce), ~nonce,

18 ~data, mac(<~m, ~nonce, ~data>, ~k1)>

19)

20 ]

21

22 rule (modulo E) Alice_enc_then_mac:

23 [ Fr(~m), 'Key( ~k1), 'Key( ~k2), Fr( ~nonce ), Fr( ~data

24 -->

31 rule (modulo E) diff _check:
32 [
33 In( <cl, ~nonce, ~data,

~data, alicetag> )

alicetag> ), In( <c2, ~nonce,

34 ]
35 -->

| 36 [ Qut(diff(cl. c2)) ]
37

38 restriction unique [right]:

(OnlyOnce() @ #j)) = (#i
]40 // safety formula

[1.£41

39"V #i #j. (OnlyOnce() @ #i) A
= #

28)

49 rule-equivalence

50
51

52 case LHS

53 step( simplify )

54 step(solve(IKD(x ) P1 #i))

55 case diff_check

56 step( solve( (#vl, 0) ~~> (#i,1)))

57 case Var_msg_t

58 step( solve( !KU( ~nonce ) @ #vk.5) )
59 case Alice_enc_then_mac_case_1
60 step( solve( !KU( ~data ) @ #vk.6 ) )
61 case Alice_enc_then _mac_case_1
62 by ATTACK // Itage fggmd

63 ged W

64 ged

65 ged

66 ged

67 qed

68 qed

69

70 end

7]l ==========c=— s e e e e e e e e e e e e e e e e

case Rule_Equality
backward-search

[Tamarin prover]

72 summary of summaries:

73 DiffLemma: Observational_equivalence : falsified - found trace

zsz:tfz:zz' ProVerifAith L - HEEHEIEONE ERL

| 47

48 diffLemma Observational_equivalence:
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4. SCIS2024 HERAD snsmromEsrmsLsunss:

Observational equivalence cannot be proved.

IREEFE R DE L
ProVerif Cannot be proved Cannot be proved
ETIVIRES
Tamarin-prover (alsifi@ @sifieb
EHESERASS

Tamarin prover [$BAREIC“falsified” TH B & TRT
ProVerif BB 13 B Log % E¥MICHREEd % &, Tamarin prover & E.l L@EE%%@ qu

-

ProVerif ¢33 "cannot be proved" D&% %,
Tamarin prover OapEEIC L T, FETHAT A Z LD HFLE D - 7=
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(24 ko]
“SAPIC+: Protocol Verifiers of the World, Unite!," o L -
In USENIX Security Symposium (USENIX Security), 2022.  ProVerif THEFAH F 4 LR E % Tamarin TEERA

[1E&]

Vincent Cheval, Charlie Jacomme, Steve Kremer, Robert Kinnemann

6.2.3 Tamarin proofs of ProVerif axioms

Since its recent update [I8] ProVERIF allows specifying axioms that can be used to prove a
protocol by adding an extra assumption that may hold but that PROVERIF cannot prove. An
example of such a case is given in Example 6 of [I8], where an axiom is used to specify that an
action can only occur once. Consider the following subprocess

nom Etamp; imfe.xr); ewent Sistesp.xr); naw s ARV ISHERONTZRALRZ Y T T—ERITRETHZEZMATHZENTERL,
out{c,sign{aenc{vote, (r,xr),pk (sk a},sk })

On such a process, PROVERIF cannot prove that the event S can only occur once with a given

timestamp, due to its abstraction. As this fact is required to prove the expected security properties,

the following axiom is needed:

stamp xr xr2 #i #i2. S(stamp,xr)ei & S(stamp,xr2)ei2z  ProVeriflE ShZFIBATE AW A, Tamarin AP HBRICS F S WIB T IBEHEOHXTH S,

— i=i2 & x=xT12

While PROVERIF cannot prove this, this is the sort of formmula that TAMARIN typically handles
well. We thus ported this example to SAp1c™ | successfully using TAMARIN to prove the axiom, and
ProVERIF to prove with the axiom the expected security property, both being formally combined.

Axioms are also typically how GSVERIF [21] functions: its adds axioms about states, axioms
that were proven correct by hand. Once again using SapPiCc™, we proved for the previous 5G
example that the axiom generated by GSVERIF did hold thanks to TAMARIN,

10/30



5. Fﬁ EE}I: qj.-li-i 2 ProVerif & Tamarin prover TEREEZ A b J L DIRFELLER

[24 k]

Privacy Preserving Authenticated Key Exchange Modelling, Constructions, Proofs and Formal Verification

[1’F%] -g « Signy(x,Certg) ™t = PEncu(x.Ceta.ou) d&\r)ﬁriq.m«.':'-wﬂ‘:

Andreas Weninger y e it
dcu_\plm_-.nn!i“”ﬁ'.: m2 = PEnca(y.28) op + Signg(z,y)

Eﬁng) k +— H(Ikey,my, m3z k +— H(Ikey.mjy, m3z)

Protocol 3: Protocol IT7, ¢ using a PKE PKE, an unauthenticated KE I', and a signature

PPAKE7°D I~ | )l’a):Ei-“ U ‘/7“\ ﬁﬁﬁ\ EIEHH\ ﬁ;ﬁE"J*ﬁEIE scheme X' where Certs contain X' and PKE public keys.
PPAKE (Privacy Preserving Authenticated Key Exchange) 7’0 F A, BERFOITE2EFE=EHILEI L ZHNE LT
FORLHEH: (AKE) Z’'mhban

tEam
- Tamarin proverZfER L T7'A b 2 ZFF@ L 7255,

EZohf=-UYV—R (W60GBD A EY) TIAZRTIHZLbFEZROIFR L TERD T,
- ProVerif2;ZAL. Z7A FaLDRLMEIERAT R LI TET,

¥5iCif/then/else RT— b XV FHEIT 2 7=, BEROEEEZEHZ-DICERTH S Z & Zimil

ERRE
#ET LT RO ELIEREIEX. Tamarin prover®SEE(C if/elsel@&ED LWL &

# Tamarin proverl3E#i4 Lemma®iERRIZIZEZTH B D,
Strong MITM privacy D &R M4 EERA X EITARIEETH % Z & H HIBH

(—ProVeriflL strong MITM privacy & BI A EMY A EERAT 2 Z & (ZAEN)
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[%4 FIL]

ProVerif with Lemmas, Induction, Fast Subsumption, and Much More
https://doi.org/10.1109/SP46214.2022.9833653

[1E&]

Bruno Blanchet, Vincent Cheval and Veronique Cortier

WXAR)
2DODEELEM

1. ProVerifZLemma, 238, B#iElc L 3

iR, BAHK. BRI T 20k

Algorithm 2: prove (C, Az, L. L;, R, Q) : Verifi-

cation procedure for correspondence queries

input: An initial configuration C, sets of axioms
Az, proved lemmas £, inductive lemmas C;,
restrictions /R and queries Q.

=Cp(C)UC4(C)
o — saturate,_ 1AzUR,C, (L C)
Illlllll Jv—OIIL
suppose p=F) A---ANF, =¥
G 1= H-]]‘“ ..... G, = [F,]™
R, :=G,Gt, A...ANG,Gt, —
andg, . ¢.Q(t,..., in)
if p € £; then
| C. :=saturateSc,Azur.co({Rq}, Csat)
else

e

Cs :=saturateSeyr,uarur.0({Rg}, Csat)
L VReC..R Eo

er‘)

2. ProVerif CERENTWA7NLIYVRXLDZL 2FELL, RiE{LTHZELT. HEFLWAE—FT7 vy 7%2ER

g2 )

- ProVerifOBE., 3hZF, RIWHZHEL. ProVerif ' iERA%Z T T 5D %2IT 32BN AEEZ 1 —YHPEETESLHICTS

LT, HEEEOHFEZEA

B TY —DY K-+

- ProVerifli kW Z<o7a ban, $ICEHE

TEBLHIChoT,

- GSVerifE WH Y —IHEA SN (FE
Z7anT4 zBHNICERT B,
- GSVeriflc & » TER S NT-4F1EIL.

‘:13:'37‘:0

M EMEDOTHICOWTI A=/ s RF— b E2BE>7a barzyERE—F

BEMEZ O/NT 4 DXART) . ProVerif CIZFERATE R WA RRILT 5 Z LB EEAS T
PELLTRABTZILHNTESLIICLEY, FIRORWERETERATSIILHTESLS

12/30



ProVerifh* "cannot be proved" 2 Hh 9 5/ X —V I3 TREICHEINS.

1. BLAIEME D RMEMEH KL L 4 LI5S Observational equivalence cannot be proved.
2. BSETREED E T 4L 5 A Query not event(+ + - ) cannot be proved.

3. ProVerif 3 x5 3 S 5 1E DRERA KL

Verification

2. 3LEREEHED EIT R WSS

Query not event(+ « <) cannot be proved.

B DI/IIZT,cannot be proved & LBFERBTRINTULBH,
WIFNH LogDIREE %= FENTHEMICTT-o TV 3.

13/30



6.1 ¥&

main process

EIE S/Key model Mz 1k

main process | ISKEY

-
==

I

=

7

£
A

=
=

HENETLZMGER

BYIRLEITICE>Thash’"BE#HZEETE

S/Ke SKEY
] © A
RFC1670 :}Q\\x\\\\% o= . M
i @ My [ g 1 DR BN
LA G '\
P T
3 Aem-fiiny £Bi
\'““-@;5;;;;;;;;::::‘:‘;‘\

N o Y. :\‘ ::::::t:::fffff:\\‘\
7/94A/\XU_FIM;6 \\‘\\\‘ @\.\\\
AL A D—D NS SKEY

\\\ % : ”'4‘:;:
> oy ) r:"r’
L J P E ) ] < -
2 l’l------ v @
\\ _____ il
\‘ v \\
N 5 S
4 N S S
Yoo M @\. “~
SN SKEY
\\\:\\@ T : T \~:I
~d N X~
‘\\ % A - = a“’l
l 'Il- _____ Py __-I L JI —JI. "I"
J— I e R
e\\‘:\\ (D
\\\:\\ ‘ S K EY @ ;g..;
i "N
(55 H) ~ : | 5 ':" d
Haller, N., "The S/KEY One-Time Password System", Vb
Proceedings of the ISOC Symposium on Network and
Distributed System Security,

February 1994, San Diego, CA

private channel ul

(4,hash(hash(hash(hash(seed)))))

(3,hash(hash(hash(seed))))

(2,hash(hash(seed)))

(1,hash(seed))

private channel u2

14/30



free ul:channel[private].
free u2:channel[private].

let SKEY(s:bitstring) =
in(ul, x3:nat);

6 1 @EIE S/Key model

BEMENE(HELNVE S free d:bitstring [private]. letyé4:nat=x3-1in
if (x4
— X D/Nh | fu tring):bitstring. ( ulzfrL TNATIEX3Z 2 (TES
main process | |ISKEY
main process out(u
SKEY inf2 (xB-nat ck-hitctringl)-

il 4 ’ : . %ar - S
= T s |ul #BYUIRL DA A—DF v RIL
4 & _}'
i A i EREARO— BT —20F o7
NE o] (u2:BEETRO— DFv2RI)L
\\::: @ SKEY ® \:‘\:" (3,hash(hash(hash(seed)))) II\UL[J'-F—”aS”“|aS||“|aS||“|35h(Seed))))) then
i J event COL
e e )
2 A __:_ @ )
X % B) T ::\\
PN else
SKEY
\:@3 e out(u2, (x3,hash(seed))).
i xBYSEIAESIREEl g
i . & el process
& .
o | let al:nat=4in
\\‘\\: ‘ SKEY @//j‘:':i (1,hash(seed)) | (
R e out(ul, al)
)
private channel ul private channel u2 | ISKEY(Seed) 15/30



6.1 @EIE S/Key model

EER RSB LELGS

T—20mh

main process

main process | |ISKEY

free ul:channel[private].
free u2:channel[private].

SKEY

1x4%u1% A L TSKEY D!

©@

1ICES % 3 2B (X(E

L,

\‘:::\ { = -— iy S
L BREICELT
_-l---:p -

AN

< H
AT Y S

| # % 2 ru2% 9 L TSKEY DR
DRATy7FE=IAA7AE
A2 (x3,hash(sk)) &R T

private channel ul

private channel u2

free seed:bitstring [private].

2 :_@ / / )

else

let SKEY(s:bitstring) =
in(ul, x3:nat);

fun hash(bitstring):bitstring (

%=hash(hash
event COL

let x4:nat = x3-1in

f (x4 <> 0) then
ul, x4);
if(x5=x4) then
(

let otp4 = hash(sk) i
out(u2,(x3,o0tp4));

)

out(u2, (x3,has

process
let al:nat =

I

out(ul, al

)

I

in(u2,(x5:nat,sk:bitstring));

ﬁh(hash(seed))))) ther

SKEY DRI DERI T 5 4318

PHoTIFTAR—=FF¥ 2

u2zNH L CIEORT
(xb,sk) Z#3I(THS

| ISKEY(seed)

16/30



61 @EIE S/Key model DKk | _ ;’élliiEIﬁEb“('hﬁib\i%‘%

toinput |

= i : i I t on channel ul[] at output {8}.
E %n % he : e sent on chann el ul[] by 1 may be received at input

L on channe | ull] at output

RFC1670 ﬁt}ﬁb%ﬁl:J:o-t“haSh”mﬂE%ﬂ-g "7 : ‘ " that n e sent on channel ul[] by 5 may be received at input

sent on channel ul[] at output
_ main process | !SKEY
main process fis be sent on channel ul[] by 8 nay be receiv input

SKEY

t on channel ul[] at output
= Yl
V : R . t ;] L on a / 0 input 1
(2 fm = e -==—4-=3_ (4,hash(hash(hash(hash(seed))))) ( o ‘
}I’ / .
i X4 \14,
1) ' -
N
SKEY ¢ (3,hash(hash(hash(seed))))
rh"
- I
~ ’a’ ’4\1
I
¥ by Lt
O il il
5 A @
R . .
5 =) B at input 19;.
~, B N gy g g g ————————————————————————————
+ b S e e ————
o b {1_1\“ ‘\‘\
S \\ SKEY \\\\
. NG S
~, =
w3 \\ . Xy (2,ha
‘\\ g 2 'l,U;_ o"’a"’
-~ |~
1 Ammaas 5 A | el
s, ]
r:\“tt -~
\\\‘\‘ 7
. N s Hl v o S ————————————————————————— — ————————————————— ——— ———— ——— ————",—"—
‘\\‘\_8 SKEY X~ (1,h
. © |~ S e e e e e e e e
\.\\ £ ‘4“ "
i i e gt
£ =

private channel ul private channel u2 17/30



62 7’54’*‘—Fiﬁ%ﬂ%@’ﬁ%l:&é*ﬁ%ﬁ%%d)ﬁb\free ul:channel[private]. let SKEY(s:bitstring) =

free u2:channel[private]. in(ul, x3:nat);
BSEAREE N E (VS S free seed:bitstring [private]. let x4:nat =x3-1in
if (x4 <> 0) then
S/Key model _ fun hash(bitstring):bitstring. (
main process | |ISKEY
main process out(ul, x4);
' SKEY event-CotL. in(u2,(x5:nat,sk:bitstring));
%}4 : query event(COL). if(x5=x4) then
— (2 T3 : '\) (4,hash(hash(hash(hash(seed))))) (
sl ; K let otp4 = hash(sk) in
o |© out(u2,(x3,0tp4));
M@ SKEY @ e e if(otp4=hash(hash(hash(hash(seed))))) then
i L event COL
S lesran :::,x’ )
2 & o )
N @ ‘:\\
N PN else
SKEY
@ e out(u2, (x3,hash(seed))).
(PR [ X5 5 R = o e ol
" o process
'\\‘:\l\.\\ @ - * N — /] i a
\\ SKEY @2"’:::1’;; (1,hash(seed)) I
R e out(ul, al)
|
private channel ul private channel u2 | SKEY(Seed) 18/30



6.2

S/Key model
TIAR—FBIERDE EICE DRI RDEL

“” Y Ver.

process
letal:nat=4in
I
out(ul, al)
)
| ISKEY(seed)

let SKEY (s:bitstring) =
in(ul, x3:nat);
let x4:nat = x3-1
if (x4 <> 0) then

(
out(ul, x4);

—‘—-_‘\_-l
i
"y
buy
r
ey
! \
1 ‘\
I \

UBIEFU2C (LTS T L AL
DT, COINEEFTE AL,
SO

ISKEY(seed)

AR FRRTF Yo RIVICET oo
BRYRLEITHEICONT

BELNRLS

process
let al:nat =4 in

Step4d

out(ul, 4)
3 —

.........................

Step5
out(ul, 3)

i in(ul, x3:nat);
¢ letx4:nat = x3-1in
if (x4 <> 0) then

ZcikTds, !

@ ul={4,3,3}
Y Sy

leySKEY (stbitstring) = . .
in(ul, x3:nat); H-N
let x4:nat = x3-1in: ®
if (x4 <> 0) then

out(ul, x4);

\
A
'\
\
)

v
|
1
I
1
. \
I

I
i:@ﬂ-fimﬁll

|1_1.:. Bu2iZid b HTunAin

DT, ZOiniEERITINEL,

TRTTD, |

I(
/out(ul, al)
) ProVerifi H FIE 1
1
| ISKEY (see ‘Eﬁffiﬁ;ﬁi ).

At this time,
in 2 that was out in Step 3.

RAEFER:

Query not event(COL) is false.

let SKEY (s:bitstring) =

~kin(ul, x3:nat);

let x4:nat = x3-1in

if (x4 <> 0) then ...................
( )
out(ul, xd);  feessessssssssaenien
in(u2,(x5:nat,sk:bitstring));
if(x5=x4) then

let otpa = hash(sk) in

Iat SKEY(s:bitstring) =
in(ul, x3:nat);
E let x4:nat = x3-1in
< if (x4 <> 0) then

@ ul={4,3 2}
out(ul, 1)

out(ul, x4);

in(u2,(x5:nat,sk:bitstrin

t SKEY (s:bitstring) = : o
kln(ul X3nat): if(x5=x4) then

Step8

(
Jet xd:nat = x3-1in let otp4 = hash(sk) j

if(otpd=| hash(hash(hash(hash(se
ed)))))
then

event COL

main process | ISKEY

SKEY
FiEEae e eacy ; B )
‘/
E2Eans2bus e
F I,
SKEY seed))))
g
T
SKEY i
it i
4 e
e e -
\\\\ 8 SKEY X~ )
fzzes maa fO)
5 -

private channel ul private channel u2

 BEBEEALRNTS

-HABIEZE outd HEFDEM
£E8I12EM

3}‘{ é’“" <> 0) then v out(u2,(x3,0tpd)); | out(
)
else
Step? out(u2,(x3,hash(seed))).

| outtu2, (1,hash(seed))) |
BEHU2ICES

s i 6

else

out(u2,(x3,hash(seed))).

4z, (3,hash(hash(hash(seed)))))J in-d—é &% o) IE b§$é7§\ 6

mYytiesnsd
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6.2

S/Key model
TA R BIERDE TIZEHRITHERDEL

FLERBEEAB LGS

“I7EL DIEE.

process
letal:nat=4in
(
out(ul, al)
)
| ISKEY (seed)

let SKEY (s:bitstring) =
in(ul, x3:nat); 4= = —==—"

-

let x4:nat = x3-1 in
if (x4 <> 0) then

out(ul, x4);

\
.\
-\
-\
-\
-\

A
1"
I
1
I
I
1
I

SBEBU2ICIFAmbHTLEWL

o, ZoinlgETanEL, -

ECGMEu::vﬁTféa

I

process
let al:nat =4 in

. out(ul, al)
)

| ISKEY (see

-——-——
-
- =

(
Step3 1
1
\

Ty
\ . -

lef{SKEY (s:bitstring) =
in(ul, x3:nat);
let x4:nat = x3-1 in
if (x4 <> 0) then
(

4
:
:
i
:
i
I

DRIERRU2IC E RS T L AL
IoiniERTEhal, -

DT
: TOMBEIIITRTT S,

Step2

let SKEY (s:bitstring) =
in(ul, x3:nat);
let x4:nat = x3-1in
if (x4 <> 0) then
(
out(ul, x4);

out(ul, x4); ——____.I—I
Stopa out(ul, 2)

ISKEY(seed)

FRELHER:

Query not event(COL) cannot be proved. | =8y

Stepl

out(ul, 4) I-._ -

=~ = U let SKEY(s:bitstring) =
“Shin(ul, x3:nat);
let x4:nat = x3-1 in
if (x4 <> 0) then

out(ul, x4);
in(u2,(x5:nat,sk:bitstring));
if(x6=x4) then
(
let otp4 = hash(sk) in
out(u2,(x3,0tp4));

let SKEY (s:bitstring) =
\ in(ul, x3:nat);
let x4:nat = x3-1in
if (x4 <> 0) then
(
out(ul, x4);

ktSKEY(s:bitstring) -
in(ul, x3:nat);
let x4:nat = x3-1 in
if (x4 <> 0) then
(

! else
out(u2,(x3,hash(seed))).

if(x6=x4) then
(

in(u2,(x5:nat,sk:bitstringy);

if(otpd=hash(hash(hash(hash((seed))
N

then

event COL
)
)

Stepéi

. main process | ISKEY
main process

; SKEY
FiEEae e eacy : b )
3¢ e Rl
PR G N
S B
S B
1@ ___SKEY % sead))))
I, “"-4 X
P o
2 ! i: 2
< i
N N
s, SKEY o
& o sana; T %, (2hashinash(seed))
Ny RERE EEE P
B2 s i
1| Rlioir
Qq\ e EEERB AR JEat
Sodle ’ SKEY N
N
Sode0 o

private channel ul private channel u2

NIV BERDIEEL,
“out(ul,al)"#1[AE1TY 51T T,
IEEM “out(ul,al)"ZAIETH
ERITTESH1=8,

“out(ul,al)”’ DERI(TIWEZ(N

let otp4 = hash(sk) j
) out(u2,(x3,0tpd));

out(y2, (3,hash(hash(hash((seed))))) |

Stepb

| out(u2, (2,hash(hash((seed)))) |

Z T, BfEgu2IcH

Do
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S/Key model

6.2 TS5/ R—FEEROERICKIRIERDEL

FREEFSR: Query not event(COL) cannot be proved.

FEFTRRELSE T RWIES

5) free c:channel[private].

"7’SA4R—FBEKR"E#ES &, cannot be proved I3 2 A KL HB.

BERIEESEALTEHILHTES

BIERIC in THLERICERMNEMEN, out §59 5 ¢,

EaboHIBREIND
BISEEH/NT Y vy 7L bRREBICE DRV,

BEBI’TFTAR—FEE, AbD%Zin LIEVWEE

FFIIC out SN TWBREDLH S

Tamarin prover DG DS/KeyIRiE 3.
FRICZ D& D BIRAHER DE WL T ALY,

let SKEY(s:bitstring) =
in{ul, x3:nat);
let x4:nat =x3-1in
if (x4 <> 0) then
(
out(ul, x4);
in(u2,(x5:nat,sk:bitstring));
if(x5=x4) then
(
let otp4 = hash(sk) in
out(u2,(x3,otp4));
if(otpd=hash(hash(hash(hash(seed))))) then

‘ l main process | !SKEY
: , SKEY
@ 5

TR A

A1=3
3
&
“o@  sKev
P
1 12
24
¢
':‘\‘\ a
Sonfs _ SKEY
e )
1a Pt py
e i
el T
\‘\\_ 8 SKEY
AN v ER 1 _f':-'"‘-
b 110 e

event COL

)
)

else
out(u2, (x3,hash(seed))).

process
letal:nat=4in
I

out(ul, al)

)
| ISKEY(seed)
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6.3 FREEHNLE Z

STV ETIIL

CBC model

RERMEZITAVIFTA=2 Y THAHCBC(Cipher Block Chaining)

CBC ModeT®

:CBC ModelZiEIRS
CBC ModeD 21t

(* XOR *)
const zeros: bitstring.
fun xor(bitstring,bits
equation forgll x:bi

free d:channel[private].

free dd:channel[private].
free ee:channel[private].
free cc:channel[private].
free pubc:channel.

free ts:bitstring[private].
free sskey:bitstring[private].

fun con(bitstring,bitstring):bitstring.

fun divhead(bitstring):bitstring. fun
fun divrest(bitstring):bitstring. fun

equation forall mt:bitstring;

con(divhead(mt),divrest(mt))=mt. s: b

equation forall Imt:bitstring,rmt:bitstring;
divhead(con(Imt,rmt))=Imt.

equation forall Imt:bitstring,r
divrest(con(Imt,rmt))=rmt.

EE B LUESN]

I
IL

EICHERITHL T

tion foraII X: blt
tion forall x:bitsthinig:
tion forall x:bitstrinig

ck cipher*
nc(bitstri
ec(bitstri
tion forall X5t
string; dec(enc(x

F 1

S

F 1

l- :bitstring. let
;bitstring;

8" xor(xfk) = zeros.
: xor(zZ@ros,x)

: xor(xferos)

stiling.
stiling.

,S) = X

2

=X. |lettb

$e

.

CBCe(prskey:bitstri
n{d,(iv:bitstring,
f(h <> gne

=x. |letnb
l¢t ciptll= enc(xor(tbliv
c,liv,ci@eh

¢t cip= enc(xor(
oprt (pul

T3

hg) =

divhead(m
divrest(m

ulllc, G
,(@ipb,

, (iv,cipb)

NS

HAVIE

EL<ENE

@:pitstring, n:nat));

iv),pikkey) in
& forfpdversary

T34

T304

let CBCd(prskey:bitstring) =
in(dd, x2:nat);
in(cc, (ciphbl:bitstring,ciphb2:bitstring));
let plainb =dec(ciphb2,prskey) in
if (ciphb2 = enc(plainb,prskey)) then
let plaina = xor(plainb,ciphbl) in
if (plainb = xor(plaina,ciphbl)) then
let x3:nat = x2-1in
if (x3 <> 0) then
(
out(dd, x3);
in(ee,(x4:nat,tailce:bitstring));
if(x4=x3) then
(
let conb = con(plaina,tailce) in
out(ee,(x2,conb));
if(conb=ts) then event SuccCBC
)
)

else
out(ee, (x2,plaina)).
(* queries *)
query attacker(ts).
query event(SuccCBC).

(*execution part*)
process
(

new iv:bitstring;

out(cc,(iv,4));

out(d,(iv,ts,4));

I(

out(dd, 4)
) 22/30



—\® process

6.3 FEEMNIEESLNVETIL s CBC model

new iv:bitstring;

(* BES{LALE %)

PC Spec Result out(pric,(iv,iv,n3,ts));
5= 770 (* E S0 *)
%1TH?]' Fﬂﬂ in(fpufc, encbs:bitstring);
(*(HE‘%Y(7“EI “/b7 7&3%&\7‘):;%) D % NEIBEpubc & Vin *)
. t(pric2,(iv, ,N3,tr
Intel i7-9700, X " Tl < omplyh £ b B )
(* true [ ZFEILE 7 Z 7 *)
48GB 15EIZERL TH
. ’ -‘rFﬂs%?ﬁ )I!CBCe(sskey)
OS : Ubuntu 1k i o) 7:-l~ Ly |ICBCd(sskey)

Txl Tx2 Fx3 Fxé
Intel i9, O:
64GB, 109HhHh->TlEx 3
0S : Winll

%)
HUWPCTHI28GBDO X E Y L £20H TLEE 5

Tl FX2 FX3 FXA




6.3 FRAEHILEFEL

Feature

I||

BESFH/\Y S 1B

- —7A Mm% (one-wayness)
- EZEEE (collision-resistance)

Component

#DIEUE/\Y S 18T

IELNVE

—\®

T )L

Markle Damgard model

EZEEH ¥ (collision resistance)

H(M) = H(M")
I\ BN T D

FERZmITIHEEIRD2DDOMMER DTS ENTEEN (CHEE

Message blocks m [
Q) NFa>D f m; m; | [ mt mmJ
(2) BEEADRE s .
(3) FEMRBESIC & BHDIEL RS W%. o e | AT L= A
1 .
(4) L7 |

DIEFTERITEND,

Compress function |
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6.3 BREEMIEFESLZLVETIL

query event(COL).

free c:channel.

free s:channel[private]. (* MD construction for adversary *)
free t:channel[private]. let makeMDadv(mm':bitstring) =
free m:bitstring[private]. in(t,(rm:bitstring,ha:bitstring,mm:bitstring));
const iv:bitstring. if mm = mm' then
let bl = nofblocks(rm) in
fun con(bitstring,bitstring):bitstring. if(bl <> 1) then
fun divhead(bitstring):bitstring. (

fun divrest(bitstring):bitstring.
equation forall mt:bitstring;
con(divhead(mt),divrest(mt))=mt.

let newbl = divhead(rm) in
let newstream = divrest(rm) in
let bindns = bindm(newstream,bl-1) in

let newha = comp(ha,newbl) in

(* Compress function *) out(t,(bindns,newha,mm))
fun comp(bitstring,bitstring):bitstring. ) else (

let MDh = comp¢(ha,rm) in
(* Padding function *) insert MD(mm',MDh);
fun pad(bitstring):bitstring. )out(C,I\/IDh)

table MD(bitstring,bitstring).

(* Indicating-Process for Collision Resis

fun bindm(bitstring,nat):bitstring. let Collision =
in(c,(m1:bitstring,m2:bitstring));

fun nofblocks(bitstring):nat get MD(=m1,MDm1) in

reduc forall stm:bitstring,blocks:nat; get MD(=m2,MDm?2) in

nofblocks(bindm(stm,blocks))=blocks. if(ml <> m2 && MDm1 = MD

then event COL.

fun unbindm(bitstring):bitstring.

equation forall stm:bitstring,n:nat; (* Main process *)

unbindm(bindm(stm,n))=stm. pro(cess

|

\

in(c,(mm:bitstring,ni:nat));
out(t,(bindm(pad(mm),ni),iv,mm))
| ImakeMDadv(mm)

Markle Damgard model

in(c,(mm:bitstring,ni:nat));
out(t,(bindm(pad(mm),ni),iv,mm))

WEHIEE 574,

in(c,mm:bitstring);
out(t,(bindm(pad(mm),5),iv,mm))

HMFE%IEET S &,
GlZIE,"5" & T <CICIEE Y, truetht 3

T4 DHIRRRZS R

T. Mieno, T. Yoshimura, H. Okazaki, Y. Futa and K. Arai,
“Formal Verification of Merkle—-Damgard Construction in ProVerif,”
2020 International Symposium on Information Theory and Its Applications (ISITA),
Kapolei, HI, USA, 2020, pp. 602-606.
https://ieeexplore.ieee.org/abstract/document/9366163
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7.i?§g 1/3

ARZE7AEX~ADEA

CERE X

YNEAERPE TE T )Vi%E 2R ProVerif IC X 21ER5E% 1T 3,
Z DEBEHERICEDO VT, BICHERAIRILR
¥ 2T 1 DA% EEAZE Tamarin prover TIT 5

HiE: X277 - 70 ANOERERRRIIT,
ZehtxaT7 - 7O FINDOERHICENBZZ L ABIET

EREECEREBETEX 2V T WURZITIDOTIREL, ARERETRETOMNR

#
# ERVCERICBAFICHEDIEINTWSE I & 2R, METE 31HEA
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1. B8 REXETOLI~OHA 2/
ProVerif CICHREE— Z D Tamarin TR EL
REETI ﬁﬂa‘ﬁ&v—»ﬂ’*ﬁq«%k e Query || e |sestsce et query is

Horn Clause Solver “True”
Input |Generator |

- .
Non-termination.

BoRE

Attack found
in horn clauses.

qge,
-, Query is

=
w Applied Pi
Attack trace found. “False”
' Attack exists
Query is

Trace Solver

API:
@ Framework @

API:
Security Library <

1T Code
(release or
debug)

Tamarin-prover query handling
Secret(session1, key)@i&Key(key)@j.

———— | “cannot be
Did not find attack trace. proved” I-.ll
Non-termination. Do not known if attack exists. II|'
|
|
Tamarin-prover DHfZ (aca)

WY —LVOKRIEEERA »OEFa7 -7 FaNDEFXF 1Y T4 BECHEL»HEL D
[CTZ 3
cHEICRLTEF27 - 70 FINLVOHER BEZITVL, BERIIZEYIRES
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1. 8%

3/3

PRI PE TETIVIEE RS ProVerif ICKk B1&EE%21T S,
ZDE% BIERICESOWT, BICEERARIE®

X2V T1455HED EEHH%EF-.JEHH%E Tamarin prover TfT 5

-ProVerif CZ(+7:LVET /L (Syntax error &)

-ProVerif CET JLIREEIZH

AN AT

()= 2D EKIZHE or BEMLEB TERIK D)

Tamarin prover Z{E-> THT TZ 5

$

FARZE7AEIADEA
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= D OB AR R DB (< & 3 AN £ TEIRI T & BRI TE

ProVerif |3, ML LT=ETNVIC K » T, RIEER D FIBITZE LR LD T,
RIEICNESHFIEDOHIZ2ETNRS Z LHH 5.

Z DIZE [CTamarin prover 2V, AL E®TIVZREET B Z & T,
EEICEXa) T4 ﬁﬁ’?%ﬁ,m%ﬂl’l‘ﬁﬂ'ﬁ EHTZHAEENEDVPHSHT-8
MY —IVORFEERDEWVZIRILL, ARZE7ACZAANEATS fHD
ZE8R%x{T-1-

- ProVerif G719 % "cannot be proved"®&E45 %, Tamarin prover O#pREIC L T, FE)TIAT 3
- A D BV Z 19K EE L /=L

S
I Il ProVerif “ Tamarin prover l
Fﬁiﬁﬂ%ﬁlﬁ'l.&..d) FMEMAEA AL L WSS ll cannot be proved ll falsified l
BlEmRE s B | e | kis ]

lProVerifi)“{%?v*rT%fl’v*:'li{GDEIEHH%E& ][ R A i ][ W= e
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