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ProVerif with Lemmas, Induction, Fast Subsumption,
and Much More (Bruno Blanchet et al., S&P 2022)
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ProVerif with Lemmas, Inductions,
Fast Subsumption, and Much More
(Bruno Blanchet et al., S&P2022)

Protocol | Q |O|#|N|P|I|R|N]J|A
published files
PCV Otway-Rees eq | X | 1|V | x
PCV Needham-Schroeder | inj X g '; X
PCV Denning-Sacco inj [ X | 1] /

cor 1 1 2| £
JFK inj X 2 | v
Arinc823 cor | X 6| /4
Helios-norevote eq X |4V |x
Signal cor | X 2| £
TLS12-TLS13-draft18 cor | X 1] #

Q: type of query cor: correspondence query egq: equivalence query
inj: correspondence query with injective events

O: old result X: “cannot be proved” ¢t: out of time (>24h)

N: new result

A: use of axioms, lemmas

P, I, R: use of newly introduced options, see text.

#: number of queries
N: use of natural numbers

v/: proof /: attack

unpublished files

QBC_4qubits cor [ X } '; X

voting-draft eq | X | 1|V |x

LAK-simplified cor [ &3 |1 [V X

PACE_v3_sequence cor X ; ‘; X

DP-3T-simpl-draft cor é '; x| x| x
cor 2 |V

Student1 i & AR X

Student2 inj | X | 1|V

Student3 cor [ &3 |1 £ |x X

Student4 cor [ X |2 £ |x X

Student5 cor [ &3 |1 ]| £
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ProVerif with Lemmas, Inductions,
Fast Subsumption, and Much More
(Bruno Blanchet et al., S&P2022)

o \er.2.00&Ver. 2.02pl 10 LEER

Protocol # files 2.00 (a) (b) (c) (d) (e) gain ( %—Q)Q
Distrib 134 4min 39s 2min 05s 1min 55s 1min 51s 1min 52s 1min 14s x3.8
Noise 42 | > 170h 32min | > 124h 36min | 2%h 45min | 13h 47min | 3h 37min 20min x516
TLS 3 8h 39min 47min 47min 44min 39min 32min %16
Arinc823 18 11h 35min 24min 23min 20min 18min 17min x42
Signal 13 30h 52min 23h 45min | 16h 11min 3h 35min | 1h 04min 58min x32
Neuchitel 9 > 73h 33min > 24h 24min 6min 6min Smin Smin X945
TABLE 2. TIME GAIN

Protocol # files 2.00 (e) || gain (%)

Distrib 134 5.0GB 4.3GB x1.2

Noise 40 | 58.3GB 7.4GB x7.9

TLS 3 11.2GB 9.1GB x1.2

Arinc823 18 8.2GB 8.4GB x1

Signal 13 | 29.9GB | 23.9GB x1.2

Neuchitel 6 0.3GB 0.2GB x1.7

TABLE 3. MEMORY GAIN
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Themis: an accountable on-site voting system with
systematic cast-as-intended verification
(M. Bougon et al., CCS 2022)
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Themis: an accountable on-site voting

ﬁ E“ Eﬁiﬁﬁ@ system with systematic cast-as-intended

verification
(M. Bougon et al., CCS 2022)
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Themis: an accountable on-site voting

verification

ﬁ Ell Eﬁiﬂﬁ@ system with systematic cast-as-intended

Step1: "Welcome desk"

(M. Bougon et al., CCS 2022)

Step2: Voting booth

Step3-4: Confirmation desk

Confirmation button
Global election

screen
Smartcard reader

"Envelope reader”




