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Inout Horn Clause Solver “True”
p\ Generator [ Non-termination.
N Attack found
|\|/—Z4§'T':‘|E'\’°ﬁﬂ7ﬁ“%ﬁﬁ'& M Applied Pi in horn clauses. Query is

Attack trace found- “False”
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Trace Solver Query is

j:%ﬁ;ﬁf(i' DDH %Em bt*ﬁ%ﬁ i Did not find attack trace. ;(:2323’15 b

Non-termination. Do not known if attack exists.

Refer:Veriication of security protocols with state in ProVerif : Avoiding false atacks when verifying freshness. 3/ 35
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[EEXHR.A]
JOHN C. MITCHELL, AJITH RAMANATHAN, ANDRE SCEDROV, AND VANESSA TEAGUE.

“A PROBABILISTIC POLYNOMIAL-TIME PROCESS CALCULUS FOR THE ANALYSIS OF CRYPTOGRAPHIC PROTOCOLS”,

Theoretical Computer Science, Volume 353, Issues 1-3, 14 March 2006, Pages 118-164.
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EBETIER

ProVerif
1. Proving More Observational Equivalences with ProVerif

Vincent Cheval and Bruno Blanchet,
In Proceedings of the 2nd International Conference on Principles of Security and Trust (POST'13).

Tamarin-prover
2. Automated Symbolic Proofs of Observational Equivalence

D.A. Basin, J. Dreier, and R.Sasse,

In 22nd Conference on Computer and Communications Security (CCS'15),
pages 1144-1155. ACM Press, 2015.

EEBC[EAENTULVE LY
Other

ProVerifz{#E R UICERIF M4
SZETORNIVEENERSE (Kremer, Ryan '05) , etc
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3. DDH(Diffie-Hellman) {R7E
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Tamarin-prover

analyzed: faigoiamarin_ddh cothby

ProVerif Al C DFER 2

Dbservat ional equivalence is true.
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Biprocess 0 (the initial process)

{1} new a: exponent;

{2} new b: exponent;

{3} new c: exponent;

{4} out(d, (exp(g,a),exp(g,b),choice[exp(exp(g,a),b),exp(g,c)]))

4. Bi-systems OHIE




[&=3.B] ] Bi processes

#1081 3F M 1% D FEBA 7 B EvL : Bi-system

Replace:A

difffA,B] — L(S)

S : bi-system

difffA,B] — R(S)

[E&&3HA.B]
Blanchet, B., Abadi, M., Fournet, C.: Automated verification of selected equivalences
for security protocols. Journal of Logic and Algebraic Programming 75(1), 3-51 (2008) 9/35

L(S) and R(S)
&5 31




5. FREHETE

1. ProVerif
2. Tamarin-prover



IADHHRRBZIOCABOERZFTE: REE TS operator

#1. ProVerif
choice[<term>,<term>] X1

#2. Tamarin-prover
diff (x, y) 2

[ R F1H]

X1 : IOTAIC choice 2F8154A, Iqueryl, Inoninterfl, Tweaksecretl(3fERATER L)
%2 I-YHEETED lemmalh L
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DDH-Code

ProVerif

(*code: decision_diffie_hellman ProVerif*)
type G.

type exponent.

const g: G [data].

free d: channel.

fun exp(G, exponent): G.

equation forall x: exponent, y: exponent;
exp(exp(g,x)y) = exp(exp(g,y).x).

process

new a: exponent; new b: exponent; new c: exponent;

Tamarin-prover

(*code: decision_diffie_hellman Tamarin-prover*)
theory decision_diffie_hellman

begin

builtins: diffie-hellman

functions: g/0

rule DDH:
[ Fr(~a), Fr(~b), Fr(~c)]--[ ]->
[ Out(<g”(~a), g(~b), diff(g”(~a)*(~b),g”(~c))>) |

end

out(d, (exp(g,a), exp(g,b), choice[exp(exp(g,a),b), exp(g,c)]))

[Z%Z]ProVerif

P60. Chapter4 : ProVerif 2.04: Automatic Cryptographic Protocol Verifier, User Manual and Tutorial

12/35



ProVerif : htmIHha < > F % {#)

I [ ProVerif: main result page X I

C ) () 774)b | C:/proverif2.04/fais-test/index.html

ProVerif results

Equations & Destructors
Biprocess 0 (that is, the initial process)

¢ Observational equivalence in biprocess 0.
Clauses
Completed clauses
RESULT Observational equivalence is true.

Verification summary:

e Observational equivalence is true.

CUIN 5 DLog 1 LA £ E i

L. Eif L TLBREETHIE

quations

Linear part

Initial equations:

* exp(exp(g.x).y) = exp(exp(g.y).x)

Completed equations:

* exp(exp(g.x).y) = exp(exp(g.y),x)
Convergent part

No equation.

Completed destructors

(fail-any || @mayfail_v) == fail-any
(v || @mayfail_v) => @mayfail_v if v # true
(true || @mayfail_v) == true

not(fail-any) == fail-any
not(v) => true if v # true
not(true) => false

is_nat(fail-any) => fail-any
is_nat(v) => false if is_not_nat(v)
is_nat(v) => true if is_nat(v)

(v = fail-any) => fail-any

(fail-any = @mayfail_v) == fail-any

(v = v_1) == fail-any if is_not_nat(v_1)
(v 2 v_1) => fail-any if is_not_nat(v)
(vzv_1l)=>falseifv_i12v+1
(vzv_1l)=>trueifvz=v_1

(v > fail-any) => fail-any 13/35

(fail-anv = @mavfail v) == fail-anv



Tamarin-prover : interactive mode % {i

Proof scripts Visualization display

gLy decision_diffie_hellman begin Applicable Proof Methods: Goals sorted according to the 'smart' heuristic (for diff proofs)

1. rule-equivalence // Prove equivalence using rule equivalence
:Message theory
a. autoprove (A. for all solutions)
Hessage theory b. autoprove (B. for all solutions) with proof-depth bound 5
essage theory [Diff
- urk INIHE] Constraint system
essage theory [Diff]
roof type: none
ultiset rewriting rules (3) P P

ultiset rewriting rules (3) current rule: none

Multiset rewriting rules [Diff] (3) system: none

ultiset rewriting rules [Diff] (3) mirror system: none
aw sources (4 cases, deconstructions complete)

ERBFMEDIERET 515
BIZIX, "sorry "#WT T 5

. protocol rules:
aw sources (4 cases, deconstructions complete)

Raw sources [Diff] (4 cases, deconstructions construction rules:

) destruction rules:
Raw sources [Diff] (4 cases, deconstructions

0 sub-case(s)

Ref ined sources (4 cases, deconstructions complete)
Ref ined sources (4 cases, deconstructions complete)

egined sources [Diff] (4 cases, deconstructions
te

egined sources [Diff] (4 cases, deconstructions
e

LHS: Lemmas
RHS: Lemmas
Diff-Lemmas

lemma Obser
by sorry

al_eauivalence: CUI?f)\ l;) 0) LOg II:I:II jJ u% :E) %)‘jﬁ 14/35
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ProVerif - verification details
Im] D ProVerif: main result page X P

C m (O 774 | C:/proverif2.04/fais-test/i

ProVerif results

Equations & Destructors
Biprocess 0 (that is, the initial process)

e Observational equivalence in biprocess 0.
Clauses
Completed clauses
RESULT Observational equivalence is true.

Verification summary:

e Observational equivalence is true.

(*log: decision_diffie_hellman ProVerifx)
Linear part:

exp(exp(g,x),y) = exp(exp(g,y),x)

Completing equations ...

Completed equations:

exp(exp(g,x),y) = exp(exp(g,y),x)

Convergent part: No equation.

Biprocess 0 (that is, the initial process):
{1}new a: exponent;

{2}new b: exponent;

{3}new c: exponent;

{4}out(d, (exp(g,a) exp(g,b),choice[exp(exp(g,a),b) exp(g,c)]))
— Observational equivalence in biprocess 0.
Translating the process into Horn clauses...

Termination warning: v # v.l &k attacker2(v.2,v) &k attacker2(v

Selecting 0

Termination warning: v # v_1 &k attacker2(v,v_2) && attacker2(v.

Selecting 0
Completing ..

Termination warning: v # v.1 &k attacker2(v.2,v) && attacker2(v

Selecting 0

Termination warning: v # v.1 &k attacker2(v,v.2) && attacker2(v.

Selecting 0
RESULT Observational equivalence is true.

Verification summary:
Observational equivalence is true.

D i

1,v

2w

1,v

1) —> bad

2) => bad

1) > bad

22) => bad

16/35



ProVerif - verification details

] D ProVerif: main result page X |+

O M (D 7740 | C/proverif2.04/fais-test/index.html

ProVerif results

Equations & Destructors
Biprocess 0 (that is, the initialiprocess)

» Observational equivalence in biprocess 0.
Clauses
Completed clauses

RESULT Observational equivalence is true.

Verification summary:

+ Observational equivalence is true.

Equations

Linear part

Initial equations:
» exp(exp(g,x),y) = exp(exp(g,y),x)

Completed equations:

» exp(exp(g,x),y) = exp(exp(g,y),x)

Biprocess 0 (the initial process)

onvergent par

{1} new a: exponent;
{2} new b: exponent;
{3} new c: exponent;
{4} out(d, (exp(g,a),exp(g,b),choice[exp(exp(g,a),b),exp(g,c)])

No equation.

Completed destructor

(fail-any || @mayfail_v) => fail-any
(v || @mayfail_v) => @mayfail_v if v # true
(true || @mayfail_v) => true

not(fail-any) => fail-any
not(v) => true if v # true
not(true) => false

is_nat(fail-any) => fail-any
is_nat(v) => false if is_not_nat(v)
is_nat(v) => true if is_nat(v)

(v = fail-any) => fail-any

(fail-any = @mayfail_v) => fail-any

(v =2 v_1) => fail-any if is_not_nat(v_1)

(v 2 v_1) => fail-any if is_not_nat(v)

(v2v_1)=>falseifv_i2v+1

(vzv_1)=>trueifvzv_1l 17/35



ProVe rif - verification details

] D ProVerif: main result page X +

O M (® 774) | CJproverif2.04/fais-test/index.html

ProVerif results

Equations & Destructors
Biprocess 0 (that is, the initial process)

. i jvalence in biprocess 0.

ompleted clauses
REPULT Observational equivalence is true.

Verifjchtion summary:

o Olfefvational equivalence is true.

f5l: clause12
WEEHBEHexpZiE

A V4
Completed clauses

Initial clauses

Clause 0: v # true && attacker2(v,true) && attacker2(@mayfail_v,@mayfail_v_1) -> attacker2(@mayfail_v,true)
(The attacker applies function |].)

Clause 1: v = true && attacker2(true,v) && attacker2(@mayfail_v,@mayfail_v_1) -> attacker2(true,@mayfail_v_1)
(The attacker applies function ||.)

Clause 2: attacker2(true,true)

(The attacker applies function true.)

Clause 3: v # true && attacker2(v,true) -> attacker2(true,false)

(The attacker applies function not.)

Clause 4: v # true && attacker2(true,v) -> attacker2(false,true)

(The attacker applies function not.)

Clause 5: is_nat(v) && is_not_nat(v_1) && attacker2(v_1,v) -> attacker2(false,true)

(The attacker applies function is_nat.)

Clause 6: is_nat(v) && is_not_nat(v_1) && attacker2(v,v_1) -> attacker2(true,false)

(The attacker applies function is_nat.)

Clause 7: attacker2(g,q)

(The attacker applies function g.)

Clause 8: attacker2(false,false)

(The attacker applies function false.)

Clause 9: attacker2(v,v_1) && attacker2(v_2,v_3) -> attacker2(exp(v,v_2),exp(v_1,v_3))

(The attacker applies function exp.)

Clause 10: attacker2(v,exp(g,x)) && attacker2(v_1,y) -> attacker2(exp(v,v_1),exp(exp(g,y),x))
(The attacker applies function exp.)

Clause 11: attackerz(exp(g x),v) && attacker2(y,v_1) -> attacker2(exp(exp(g,y),x),exp(v,v_1))

Clause 12: attacker2(exp(g x),exp(g,x_1)) && attacker2(y,y_1) -> attacker2(exp(exp(g,y),x),exp(exp(g,y_1),x_1P
The attacker applies function exp.
Clause 13: is_not_nat(v) && v_1 > v_2 + 1 && attacker2(v_3,v_2) && attacker2(v,v_1) -> attacker2(fail-any,false)
(The attacker applies function >=.)

o attacker2(xx_1) && attacker2(y,y_1) -> attacker2(exp(exp(a,y) X),exp(exp(g, y 1)x_1))

cker2(v_3,v_1) && attacker2(v,v_2) -> attacker2(fail-any,true)

attacker2(v,v_2) && attacker2(v_3,v_1) -> attacker2(fail-any,false)
18/35
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ProVerif - verification details Completed clauses

m} D ProVerif: main result page x B

G 0 (® 774) | CJproverif2.04/fais-test/index.html

ProVerif results

Equations & Destructors
Biprocess 0 (that is, the initial process)

o Observational equivalence in biprocess 0.

Completed clauses

RLoUL! UDSe! vauonal equivalence is true.

Verification summary:

¢ Observational equivalence is true.

attacker2(v,y) -> attacker2(exp(exp(exp(g,a[]),b[]1),v),exp(exp(g,y),c[1))

attacker2(v,y) -> attacker2(exp(exp(exp(g,b[1),a[]),v),exp(exp(g,y),c[1))

attacker2(v,y) -> attacker2(exp(exp(g,b[]),v),exp(exp(g,y),b[1))

attacker2(y,v) -> attacker2(exp(exp(g,y),b[]),exp(exp(g,b[]),v))

attacker2(y,y_1) -> attacker2(exp(exp(g,y),b[]),exp(exp(g,y_1),b[]))

attacker2(v,y) -> attacker2(exp(exp(g,a[]),v),exp(exp(g,y),al]))

attacker2(y,v) -> attacker2(exp(exp(g,y),al]),exp(exp(g,a[]),v))

attacker2(y,y_1) -> attacker2(exp(exp(g,y),al]),exp(exp(g,y_1),a[1))

attacker2(x,x_1) && attacker2(y,y_1) -> attacker2(exp(exp(g,y),x),exp(exp(g,y_1),x_1))
attacker2(v,x) && attacker2(v_1,y) -> attacker2(exp(exp(g,v),v_1),exp(exp(g,y),x))

attacker2(exp(exp(g,a[]),b[1),exp(g,c[]))
attacker2(exp(exp(g,b[]),al1),exp(g,c[]))
attacker2(exp(g,b[]),exp(g,b[]))
attacker2(exp(g,a[]),exp(g,a[]))
attacker2(new-name[!att = v],new-name[!att = v])
attacker2(d[],d[])

attacker2(fail-any,fail-any)

attacker2(v,v_1) -> output2(v,v_1)
attacker2(v,v_1) -> input2(v,v_1)

equal(v,v)

attacker2(v,v_1) && attacker2(v_2,v_3) -> mess2(v,v_2,v_1,v_3)

attacker2(v,v_1) && attacker2(v_2,v_3) && attacker2(v_4,v_5) -> attacker2((v,v_2,v_4),(v_1,v_3,v_5))

attacker2(v,v_1) -> attacker2(v + 1,v_1 + 1)
attacker2(0,0)

attacker2(v,v_1) && attacker2(v_2,v_3) -> attacker2(exp(v,v_2),exp(v_1,v_3))

attacker2(false,false)
attacker2(qg,qg)
attacker2(true,true)

19/35



ProVe rif - verification details CU'%?? LOg

(*log: decision_diffie_hellman ProVerifx)

Linear part:

exp (exp (g,x),y) = exp(exp(g,y),x)

Completing equations ...

Completed equations:

exp(exp(g,x),y) = exp(exp(g,y),x)

Convergent part: No equation.

Biprocess 0 (that is, the initial process):

{1}new a: exponent;

{2}new b: exponent;

{3}new c: exponent;

{4}out(d, (exp(g,a),exp(g,b),choice[exp(exp(g,a),b),exp(g,c)]))

—— Observational equivalence in biprocess

Translating the process into Horn clauses...

Termination warning: v # v_1 && attacker2(v_2,v) && attacker2(v_2,v_1) —> bad
Selecting 0

Termination warning: v +# v_1 && attacker2(v,v_2) & & attacker2(v_1,v_2) —> bad
Selecting 0

Completing ...

Termination warning: v #+ v_1 && attacker2(v_.2,v) && attacker2(v_.2,v_1) —> bad
Selecting 0

Termination warning: v # v_1 && attacker2(v,v_2) && attacker2(v_1,v_2) —> bad
Selecting 0

RESULT Observational equivalence is true.

Verification summary:
Observational equivalence is true.

20/35



BOWEEAE ProVerif - verification details

ProVerif : Choice % {#]

I L% LY - equivalence -

ProVerif equivalence

(xcode: decision_diffie_hellman ProVerif for equivalence x)
type G.

type exponent.

const g: G [data].

free d: channel.

fun exp(G, exponent): G.

equation forall x: exponent, y: exponent;
exp(exp(g,x),y) = exp(exp(g,y),x).

new a: cxponent; new b: exponent; new c: exponent; out(d, (exp(g,a), exp(g,b), exp(exp(g,a),b)))
new a: exponent; new b: exponent; new c: exponent; out(d, (exp(g,a), exp(g,b), exp(g.c)))

21/35



Choice Z{#f L i L\ - equivalence -

equivalence Log ProVerif

Linear part:

exp(exp(g,x).y) = exp(exp(g,y),x)
Completing equations ...

Completed equations:
exp(exp(g.x),y) = exp(exp(g,y),x)
Convergent part: No equation.

Process 1 (that is, the first initial process):
{1}new a: exponent;
{2}new b: exponent;
{3}new c: exponent;
{4}out(d, (exp(g,a),exp(g,b),exp(exp(g,a),b)))

Process 2 (that is, the second initial
{5}new a_l: exponent;
{6}new b_1: exponent;
{T}new c_1: exponent;

{8}out(d,

process ):

(exp(g,a-1),exp(g,b-1),exp(g,c-1)))

ProVe I"if - verification details

{ — Observational equivalence

-— Observational equivalence

{1}new a_2: exponent;
{2}new b_2: exponent;
{3}new a_3: exponent;
{4}new b_3: exponent;
{5}new c_2: exponent;

bOlWOOI‘l two pl’OC(‘SS(‘S
in biprocess 3 (that

is ,

the merge of process 1 and process 2,

choice(exp(z.a.2).exp(g.b_2) .expl(exp(g.a.2).b_2)) .(exp(g.a_.3).exp(g.b_3).exnl(gz.c.2)1)1)

simplified

N

J

ating the process into Horn clauses...

ermination warning: v # v_l && attacker2(v_.2,v) && attacker2(v-2,v_1) —> bad
Selecting 0
Termination warning: v # v_1 && attacker2(v,v_2) && attacker2(v_1,v_2) —> bad
Selecting 0
Completing ...
Termination warning: v # v_1 && attacker2(v_-2,v) && attacker2(v_2,v_1) —> bad
Selecting 0
Termination warning: v # v_1 && attacker2(v,v_2) && attacker2(v_-1,v_2) —> bad

Selecting 0

RESULT Observational equivalence is true.

Verification summary:

Equivalence between process 1 and process

2

is true.

22/35



Result

ChOiCe %ﬁl

(#log: decision_diffie_hellman ProVerifx)
Linear part:

exp(exp(g,x),y) = exp(exp(g,y),x)
Completing equations ...

Completed equations:

exp(exp(g.x),y) = exp(exp(g,y),x)
Convergent part: No equation.

Biprocess 0 (that is, the initial process):

{1}new a: exponent;
{2}new b: exponent;
{3}new c: exponent;

{4}out(d, (exp(g,a),exp(g,b),choice [exp(exp(g,a),b),exp(g,c)]))
- 0.
Translating the process into Horn clauses...
Termination warning: v # v_1 && attacker2(v.2,v) &&

Observational equivalence in biprocess

Selecting 0

Termination warning: v ¥ v_1 && attacker2(v,v_2) &&

Selecting 0
Completing . ..

Termination warning: v + v_.l && attacker2(v.2,v) &&

Selecting 0

Termination warning: v + v_.1 && attacker2(v,v.2) &&

Selecting 0
RESULT Observational equivalence is true.

ProVe rif - verification details

_ equivalence % {# &

equivalence Log ProVerif

Linear part:

exp(exp(g,x).y) = exp(exp(g.y),.x)

Completing equations ...

Completed equations:

exp(exp(g,x).,y) = exp(exp(g.y).x)

Convergent part: No equation.

Process 1 (that is, the first initial process):
{1}new a: exponent;

{2}new b: exponent;

{3}new c: exponent;

{4}out(d, (exp(g.a).,exp(g.b).exp(exp(g,a),b)))

Process 2 (that is, the second initial process):
{5}new a_l: exponent;
{6}new b_1: exponent;
attacker2(v_2,v_1 {T}new c¢_1: exponent;

{8}out(d, (exp(g,a-1),exp(g,b-1),exp(g,c-1)))
attacker2(v_.1,v_2)
Observational equivalence between two processes

awr o ) - *] d
attacker2(v._2 ,v,l){l]"“\ a.2: expone nlj
{2} exponent;
) {3} exponent ;
attacker2 (v_1,v_2)4) exponent ;
{5} exponent ;

{6}out(d, choice[(exp(g.a-2),exp(g,.b-2), ,exp(exp(g,a-2),b_2)),(exp(g,a-3),exp(g.b3),exp(g,c-2))])

Verification summary:
Observational equivalence is true.

Translating the process into Horn clauses...
Termination warning: v #+ v_1 && attacker2(v_-2,v) && attacker2(v_2,v_1) —> bad
Selecting 0

Termination warning: v # v_1 && attacker2(v,v_2) && attacker2(v_1,v_2)
Selecting 0

Completing . ..

Termination warning: v # v_1 && attacker2(v.2,v) && attacker2(v_2,v_1) —> bad
Selecting 0

Termination warning: v #+ v_1 && attacker2(v,v_.2) && attacker2(v_-1,v_2) —> bad
Selecting 0

RESULT Observational equivalence is true.

bad

v

Verification summary:
Equivalence between process 1 and process 2 is true.

Observational equivalence in biprocess 3 (that is, the merge of process 1 and process 2, simplified)

23/35



Tama rin-prover - verification details CUI%’?? Log

(*log: decision_diffie_hellman Tamarin—prover x)
(omitted )

rule (modulo E) DDH:
[ Fr( "a ), Fr( b ), Fr( "¢ ) | —
[ Out( <g""a, g""b, diff(g""a""b, g"7¢c)> ) |
/* All well -formedness checks were successful. %/
diffLemma Observational_equivalence:

rule—equivalence “Q’SZSC pair
case Rule_DDH zﬂRRORED
backward—search qeéle
case LHS qed
step( simplify ) next :
MIRRORED (omitted)
next :
case RHS ne);;se Rule_Send
step( sunpllfy ) backwnz‘iH;earch
MIRRORED Sx;( simplify )
qed MIRRORED
Ilext next
case Rule_Destrd_0_fst zng(Rj:iSmp]ify )
backward—search MIRRORED
case LHS qeged
step( simplify ) end

summary of summaries:
analyzed: fais —tamarin—ddh—20230113.spthy
DiffLemma: Observational_equivalence : verified (2522 steps) 24/35




Tamarin-prover - verification details

Proof scripts

LIHCUL F UCLIDIUII_UITT IS_HISI LAl vegsn -

Diff Rules

LHS: Message theory

RHS: Message theory

LHS: Message theory [Diff]

RHS: Message theory [Diff]

LHS: Multiset rewriting rules (3)

RHS: Multiset rewriting rules (3)

LHS: Multiset rewriting rules [Diff] (3)

RHS: Multiset rewriting rules [Diff] (3)

LHS: Raw sources (4 cases, deconstructions complete)

RHS: Raw sources (4 cases, deconstructions complete)

LHS: Raw sources [Diffl (4 cases, deconstructions complete)
RHS: Raw sources [Diffl] (4 cases, deconstructions complete)
LHS: Refined sources (4 cases, deconstructions complete)
RHS: Refined sources (4 cases, deconstructions complete)

LHS: Refined sources [Diffl (4 cases, deconstructions
conp lete)

RHS: Refined sources [Diffl] (4 cases, deconstructions
conplete)

LHS: Lemmas

RHS: Lemmas

Diff-Lemmas

lemma Observational_equivalence:
by sorry

end

Visualization display

Applicable Proof Methods: Goals sorted according to the "smart’ heuristic (for diff proofs)

1. rule-equivalence // Prove equivalence using rule equivalence

a. autoprove (A

b. autoprove (B. fo tions) with proof-depth bound 5

Constraint system

Eﬁfiﬁuq %EE'&?E(-i-éE);§§'::<s
“rule-equivalence ”

HTI 5

proof type: none
current rule: none
system: none

mirror system: none

protocol rules:

2ODYITN—FUHEHT S

construction rules:

ERENDAIT, £TOREEL

destruction rules:

RT=EETD

Diff-Lemmas

0 sub-case(s)

lemma Observational_equivalence:
rule-equivalence
case Rule_DDH
backward-search

case LHS
step( simplify )
MIRRORED

next
case RHS
step( sinplify )
WIRRORED

qed

next
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Tamarin-prover - verification details

Proof scripts

RHS: Multiset rewriting rules [Diff] (3)

LHS: Raw sources (4 cases, deconstructions complete)
RHS: Raw sources (4 cases, deconstructions complete)

LHS: Raw sources [Diff] (4 cases, deconstructions
complete)

RHS: Raw sources [Diff] (4 cases, deconstructions
complete)

LHS: Refined sources (4 cases, deconstructions
complete)

RHS: Refined sources (4 cases, deconstructions
complete)

LHS: Refined sources [Diff] (4 cases, deconstructions
comp lete)

RHS: Refined sources [Diff] (4 cases, deconstructions
conplete)

LHS: Lemmas
RHS: Lemmas

Diff-Lemnas

lemna Observational _equivalence:
rule-equivalence
case Rule_DDH
backward-search
case LHS
step( simplify )
WIRRORED
next
case RHS
step( simplify )
WIRRORED
qed
next
case Rule_Destrd_0_fst
by sorry
next
case Rule_Destrd_0_snd
by sorry
next
case Rule_Destrd_exp
by sorry
next
case Rule_Destrd_inv
by sorry
next
case Rule_Equality
by sorry
next
case Rule_Send
by sorry
qed

construction rules:
rule (modulo AC) c_exp:
[TKU( x), IKU( x.1)] [ '"KU( x*x.1)]-> [ 'KU( x*x.1 )]

Visualization display

Applicable Proof Methods: Goals sorted accordingo the 'smart’ he
rule (modulo AC) c_fst:
[IKU( x )] [ 'KU( fst(x) ) ]-> [ !KU( fst(x) ) ]

1. backward-search // Do backward search from rule

a. autoprove (A. for all solutions)
b. autoprove (B. for all solutions) with proof-depth b@ind 5

Constraint system

rule (modulo AC) c_g:
[1-['KU(g)]->['KU(g)]

rule (modulo AC) c_inv:

proof type: RuleEquivalence
current rule: IntrDestrd_0_fst

system: none

[TKU(x)]-[KU(inv(x))]-> [ IKU(inv(x) )]

mirror system: ncne

protocol rules:
rule (modulo E) DDH:

LFr(~a). Fr(=b ), Fr(~c)] rule (modulo AC) c_mult:

[IKU( X ), IKU(x.1) ]
~['KU( (x"x.1) ) ]->
[IKU( (x*x.1)) ]

[ Out( <g*~a, g*~b, diff(g"~a*~b, g*~c)> )|

construction rules:
rule (modulo AC) c_exp:
[TKU(x ), IKU(X.1) ] [ IKU( x"%.1 ) ]-= [ IKU( x*X.

rule (modulo AC) c_fst:

[IKU( X ) ] - IKU(TSt(x) ) ]-> [ IKU( st(x) ) ] rule (modulo AC) c_one:

[1--['KU(one)]->[!KU(one)]

rule (modulo AC) c_g:
[1-[KU(g)]>[1KU(g)]

rule (modulo AC) c_inv:

[IKU(x )] [ IKU(inv(x) ) ]-> [ IKUCinv(x) ) ] rule (mOdUIO AC) C_pair.

['KU(x), IKU(x.1)]
-[ IKU( <x, x.1>) ]->
[ 'KU( <X, x.1>)]

rule (modulo AC) c_mult:
[IKU(x), IKU(x.1)]
[ IKU( (x*x.1) ) ]->
[ IKU( (x*x.1) )]

rule (modulo AC) c_one
[1-1KU(one ) ]-> [ IKU( one )]

rule (modulo AC) ¢_snd:
rule (modulo AC) c_pair:
.‘.,”.,‘:EJ{‘J;_”:,%’& ,1) ;_—ip, ['KU( x)]-[!KU( snd(x) ) ]-> [ 'KU( snd(x) ) ]
[IKU( <x, x.1>) ]

rule (modulo AC) c_snd:
[ IKU( X ) ] [ IKU( $nd(x) ) J-> [ IKU( snd(x) ) ]
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Tamarin-prover - verification details

Isend

KEENM>TLWAHEXERY. £hE270 FLDAAINX)IELTLS

Proof scripts Multiset \ewriting ruleg/and restrictions [LHS]
theory decision_diffie_helIman begin Multiset Rewkitind Rules
Diff Rules
Irecv rule I(modulo AC) isend:
LHS: MWessage theory | k3 )LD FH0ut(x)% = 1+H Yl [ 'RUCx ) ] —-[KOx ) ]-> [ In(x) ]
RHS: M th I 1 Z; \ W irecy:
essaze theory | M HIKD(X)ISEL TS I [Out(x) ] > [ KD(x) ]
LHS: M th [Diff]
eesase theory M rule (modulo AC) DDH: _
RHS: Message theory [Diff] __[)Fr( al), Fr("b ), Fr( 7c )]
LHS: Multiset rewriting rules (3) Out( <g""a, g"b, g (Tax"h)> ) ]
ultiset rewriting rules and restrictions [RHS]
Multiset Rewriting Rules
rule (modulo AC) isend:
[ 'KUC x ) 1 --LKCx ) 1> [ In(x )]
. rule (modulo AC) ireclv:
EEEH (gl\a’gl\b' gl\ab) % [ Out(x ) ] -->['d(x)]
(g”a, g”b, g~c) &, FFRE ER A DA ZL '"'[iF(r'("'!:'f, TR, e
- Qut( <g"7a, 2"7bh, &> ) ]
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Tamarin-prover - verification details

Proof scripts
RHS: Multiset rewriting rules [Diff] (3)

Method: MIRRORED ...

(4 cases, deconstructions complete)
(4 cases, deconstructions complete)

[Diff] (4 cases, deconstructions

Fn:ecl gk wnme
LPITT 1 14 cCases, aeconsiructlions

Applicable Proof Methods: Goals sorted according to the 'smart’ heuristic (for diff proofs)
1. MIRRORED // Backward search completed

a. autoprove (A. for all solutions)

b. autoprove (B. for all solutions) with proof-depth bound 5 lirreht Fille: PIoIODDH

LHS: Raw sources
RHS: Raw sources
LHS: Raw sources
complete)
RiS: Raw sources
complete)

LHS: Refined sources
complete)

RHS: Refined sources
conplete)

LHS: Refined sources
complete)

complete)

LHS: Lemmas

RHS: Lemmas

Diff-Lemmas

(4 cases, deconstructions

{4 cases, deconstructions

[Diff] (4 cases, deconstructions

lemma Observational _equivalence:

rule-equivalence
case Ruie_DDH
backward-search
case LHS
step( simplify )
MIRRORED
next
case RHS
step( simplify )
MIRRORED
qed

Constraint system Slﬁ'ass‘:“;sne
“~
formulas:
#vf : Fresh[] #vil : Fresh[] #vf2 : Fresh[]
equations:
Fr{~a) 5 Fri ~b) C Fr{ ~c) subst:
conj:
/ + \ lemmas:
Fri~a) I fri~b) | Fr{~c) allowed cases: refined
#i : DDH[] enluad farmiilaes: O &i (NFEDrAtANMLS 2N Hi)
solved formulas: = #i (DiffPrcioDDH{ ) @ #)
Out( <g”~~a. g~ ~b. g"(~a*~b)>)

unsolved goals:

mirror:

#vf : Fresh[] #vfl : Fresh[] #vf2 : Fresh[]
Fr{ ~b)

Fr{ ~a) Fr{ ~c)
7 -1 <

Y
\ I [ Fri~b) | Fl~c) 4
#i : DDH[]
Out( <g~~a, g~ ~b,g~~c>)

7

proof type: RuleEquivalence

solved goals:
DiffProtoDDH( ) @ #i // nr: 0 (from rule DDH)" (useful2)”

mirror system:
nodes:
#i: instance (modulo AC) DDH:
[Fr(~a), Fr{~b ), Fr{~c)]
->

[ Out( <g*~a, g"~b, g*~c>)]
#vf instance (modulo AC) Fresh:
[1—>[Fi(~a)]

#vf.1. instance (modulo AC) Fresh

[1->[Fr(~b)]
#vi.2. instance (modulo AC) Fresh:
[1->[Fr(~c)]
actions:
edges:

(#v1, 0) >-> (#i, 0), (#vI.1, 0) >--> (#i, 1),
(#v1.2, 0) >--> (#i, 2)

less:

unsolved goals:

last. none
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Method: MIRRORED ...

rule (modulo AC) d_exp:
[ IKD( x.4%(x.3*x.5) ), IKU( inv((x.2*x.3)) ) ]

>

[ IKD( x.4%(x.5%inv(x.2)) ) ]

rule (modulo AC) d_exp:
[ IKD( x.4%(x.3"x.5) ), IKU( (x.2%inv(x.3)) ) ]
-—

[ 'KD( x.4%(x.2°x.5) ) ]

rule (modulo AC) d_exp:
[ IKD( x.4%(x.3"x.5%inv(x.2)) ), IKU( (x.2*inv(x.3)) ) ]

[IKD(x.4"x.5)]

rule (modulo AC) d_exp:
[ IKD( x.4%(x.3"x.5%inv(x.6)) ), IKU( inv((x.2*x.3)) ) ]

[ IKD( x.47(x 55nv((x.2*x.6))) ) ]

rule (modulo AC) d_exp:
[ IKD( x.4%(x.3*x.5"inv((x.2*x.6))) ), IKU( (x.2%inv(x.
>

[ IKD( x.4*(x.5%inv(x.6)) ) ]

rule (modulo AC) d_exp:
[ TKD( x.4%(x.3%inv(x.2)) ), IKU( (x.2%inv(x.3)) ) ]
-

[IKD(x.4)]

rule (modulo AC) d_exp:
[ IKD( x.4%(x.3%inv(x.5)) ), IKU( inv((x.2*x.3)) ) ]

[ IKD( X 4%nv((x2*.5)) )]

rule (modulo AC) d_exp:
[ IKD( x.4"(x.3%inv((x.2*x.5))) ), IKU( (x.2%inv(x.3)) ) ]
—

[N v ANinufv RY Y 1

#vf1l : Fresh[]

#vf12 : Fresh[] #vf13 : Fresh[]

Fr{ ~a.10 )

Fr{ ~b.10) Fr{ ~c.10)

e10) |, [ mibo) | | mecio)
'ﬁm} | Fri ~b.10) | F'["E‘

Fwr9 - DDH[]

Out| <g~~a.10, g~~b.10. g~ (~a 10%~b 10)= )

v

outf{ <g~~a10, g~ ~h.10, g7 (~a.10%~b 10)> )

2ul.7 : irecv(]

IKD( <g”~a.10, gomtmg " (~a.10+~b.10}> )

#i- coerce[1KU{ g~ ~a.10]] "
KU g*~a10)

verified

Diff-Lenmas

’ﬁ-t/-a.m) | Fri ~b.10) | mh‘

#vr9 : DDH[]

Out{ <g~~a.10, g~ ~b.10, g~ (~a.10¥~b.10)> )

v

Out( <g~~a.10,g"~~b.10, g"~(~a.10¥~b.10)> )

#v1.7 : irecv(]

IKD( <g”~~a.10, g~ ~b.10. g~ (~a.10¥~b.10)> )

lemma Ohservational _eauivalence:
rule-equivalence

case Rule DOH

backward-search

case LHS

step{ simplify )

MIRRORED
next
case RHS

step( simplify )
HIRRORED

IKU(x.21) @ #vk.24

IKD( N—-b.;MZD )

#i: coerce[!KU( g~ (~b.10*x.21) )]

a7

IKU( g~(~b.10%x.21) )

29/35



a1l O)@EEEjj';’f Tama rin-prover - verification details
"restriction” & {&#)

(#*code: decision_diffie_hellman Tamarin-proverx)
theory decision_diffie_hellman_restriction

begin

builtins: diffie ~hellman
functions: g/0

o DDHZO kL DBAIE,
restriction Lquality: N —_— e~

[“All X v #i. Elql(x._\"\)ﬂ#i => x=y" ] g’\ab&g’\ch\=ld§~éi%1%’&ﬁﬁ%<
rule DDH_restriction:

[ Fr("a), Fr("b), Fr(“c) | Eq((g"(Ta)"("b)),g ("« |
[ Out(<g”("a), g"("b), diff(g"(Ta) " ("b).g"("c))>) |

end

SFRAFEMmEFI—INIEETE SlemmabiELY
"restriction” Z{§ > TIKEELZR ZH Y & <€
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(«log:

decision _diffie_hellman restriction Tamarin

prover =)

Tamarin ~-PrOVer - verification details

functio
equatio

Result

restric
X ¥

ns: fst/f /O, pair /2, snd/1
ns: fst{(<x.1, x.2>) = x.1, snd(<x.1, x.2>) = x.2
tion Equality [right)]
#i. (Eq( x, y ) % #i) > (x = yv)”"
safety formula
ty [left]:V
y ) @ #Fi) = (x = y)"
a
JH _test :

summary of summaries:

analyzed: ddh-tamarin_diff_20230220_restrig Ty
DiffLemma: Observational_equivalence verified (124 stopsi)

b ), Fr( ~c )
“Te ) |—>

& )y 1
““b, diff(g""a""b, g "¢)> )

Iness checks were successful. =

diffLemma Observational_equivalence:
rule —equivalence

Rule _DDH _test

h:-; kward —search
case LHS
by step( simplify )
next
case RHS
by step( simplify )
qed
1_0_fst
summary of summaries:
analyzed: fais tamarin-ddh -20230113.spthy R , ,
. ) b v L {( 'KD{ <x, x.1> ) A_0 #i ) )
DiffLemma: Observational_equivalence :Querified (2522
)
vy swepy svave( 'KD( <x, x.1> ) A_0 #i ) )
qed
next
case Rule_Destrd _0_snd
backward —search
case LHS
step( simplify )
by step( solve{ 'KD{ <x, x.1> ) &A_0 #i ) )
next
case RHS
step( simplify )
by step( solve( 'KD{ <x, x.1> ) &A_0 #i ) )
qed

next

DDHZ” O Fa/ILDIESI(T, r

restriction Z B THEAL=AHLERL B

omitted )

e Rule_Send
kward-—-search
ase LHS

tep( simplify )

L

ase RHS
tep( simplify )
fIRRORED

diff # XL—2 £ ZDEEFEAT ZOTIEE L, fo

sumin

analy
Dif

ary of summaries:
zed ddh—tamarin _diff_20230220_restriction.spthy

fLemma: Observational_equivalence verified (124

steps )
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7. TaRDZE

1. ProVerif
2. Tamarin-prover



fERDEBE WREEFERE & Logt A X

- -
ProVerif

Tamarin-prover |diff BRI NS

| —

ProVerif equivalence BB wz251
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8. LB ESEDRRE
® Tamarin-prover : diff (&, BRZERESIEFMEZRL TS
[CEAEWNTWAD, 70 INCEDTIE restrictionTHIPRE%E
M35 D ZhEE) (DDHT O IV DES)
® ProVerif: AEICIRUTESIIVDIZS D T BE
# ETIIIREBY -l ProVeriflc L3RR {biiE& Lbs,
SCUREE N PIRGEFSERDIZVVZE(CABEICT S
# EI1-INDODE2MHEIREEICERATES, Y-V OELITED
VD TREZIRD
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