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motivation

Our Aim:

* Proving security of cryptographic
protocols

*l Formalizing and evaluating
cryptographic primitives

| Formalizing performance evaluation of
cryptographic algorithms



Related Topics
we must formalize for cryptology

* Probability
[ComputatonlComplry |
* Algorithms

* Number Theory

* Information Theory

etc.



Class P

 Problem Xisinclass P

if it takes polynomially bounded
computation time to solve problem X

* There are feasible algorithms to
solve X efficiently

if problem Xin P



Polynomially-bounded Functions

f(x) 1s polynomially —boubded
| ff

'ne Nst f(x)eO(x")



Asymptotic notation O(*)

f €0(Qg)

if

(c,N st. 0<c &

"x st. N <x holds f (x) <c-g(x) )



Asymptotic notation O(*)




Related article in MML
Asymptotic notation O(*)

definition
let f be eventually-nonnegative Real Sequence;

func Big_Oh(f) -> FUNCTION_DOMAIN of NAT,
REAL equals

:: ASYMPT _0:def9
{t where t is Element of Funcs(NAT, REAL) :

ex c,N stc>0 & for nstn>=N holds t.n <=c*f.n
&tn>=0}

end;



Related article in MML
Monomial sequence

0,1%,2°%,...,n°%...
definition
let a be Real;
func seq_n”(a) -> Real Sequence means
. ASYMPT _1:def 3

it.0=0 & for nstn >0 holds it.n = n to_power a;
end;



Polynomially-bounded Functions
In Mizar
definition
let p be Real Sequence;
attr p is polynomially-bounded means

:: ASYMPT _2:def 1

ex k be Element of NAT st p in
Big Oh(seq_n*(k));

end;



Algebraic structure

definition
func R_Algebra_of PolynomialOrderSeqs -> strict AlgebraStr
means
the carrier of it = PolynomialOrderSeqgs
& the multF of it
= (RealFuncMult(NAT)) || PolynomialOrderSeqs
& the addF of it = (RealFuncAdd(NAT)) || PolynomialOrderSeqs
& the Mult of it
= (RealFuncExtMult(NAT)) | [:REAL,PolynomialOrderSeqs:]
& the OneF of it = RealFuncUnit(NAT)
& the ZeroF of it = RealFuncZero(NAT);
end;



Theorem
2" is non polynomially-bounded

x eN s.it. 1<x holds

ﬁ(ac, N eN st. “neN st. N <n holds 2" <c-n* )

theorem
for x be Element of NAT st 1 < x holds
not ex N,c be Element of NAT st
for n be Element of NAT st N <= n holds

2 to_powern<=c * ( nto_power x);



Related article in MML
Monomial sequence

0,1%,2°%,...,n°%...
definition
let a be Real;
func seq_n”(a) -> Real Sequence means
. ASYMPT _1:def 3

it.0=0 & for nstn >0 holds it.n = n to_power a;
end;



Univariate Polynomial sequence

definition
let ¢ be XFinSequence of REAL;
func seq_p(c) -> Real _Sequence
means
.. ASYMPT_2:def 2
for x be Element of NAT holds
it.x = Sum(c (#) seq_a”"(x,1,0));
end;



EXAMPLE
f (X) =5+4x"+3x°
c =<5,4,3>; (c.0=5,c.1=4,c.2=3);
c (#) seq a”(x,1,0)
=<(c.0)*x"0, (c.1)*x"1, (c.2)*x 2>
=<5%*x"0, 4*xM1, 3*x"2>

(seq p(c)).x=5+4*x 1+ 3*x"2;



Polynomial is Polynomially-bounded

theorem :: ASYMPT 2:54
for k be Nat,

c be XFinSequence of REAL
stlenc=k+1 & 0<c.k

holds seq_p(c) in Big_ Oh( seq_n”(k) );



Negligible Functions

Let «(n) be afunction from Natural to Real.
u(n) 1s negligible function Iff

exists N be a natural number s.t.,

vn be a nutural number st N <n holds

Vp(*) be a polynomial holds

1
p(n)

u(n) <



Negligible Functions

definition
let f be Function of NAT,REAL;
attr f is negligible
means
:defneg:
for c be non empty positive-yielding XFinSequence of REAL
holds
ex N be Element of NAT
st
for x be Element of NAT
st N <=x holds |. f.x.| <1/((seq_p(c)).x) ;
end;



1
% is negligible
theorem
for f be Function of NAT REAL st
for x be Element of NAT holds
fx=1/ (2 to_power x)

holds fis negligible



binary operations
on negligible functions

theorem
for f,g be Function of NAT,REAL st f is negligible & g is negligible
holds f+g is negligible;

theorem

for f be Function of NAT REAL, a be Real
st f is negligible holds

a(#)f is negligible;

theorem

for f,g,h be Function of NAT,REAL st f is negligible & g is negligible &
h =f(#)g
holds h is negligible;



Future Work using negligibility

* Roughly saying, a cryptosystem is secure if
the "probability of attack against the
cryptosystem succeeds" is negligible.

* “indistinguishability” is defined using
negligibility



Theorem
2" is non polynomially-bounded

x eN s.it. 1<x holds

ﬁ(ac, N eN st. “neN st. N <n holds 2" <c-n* )

theorem
for x be Element of NAT st 1 < x holds
not ex N,c be Element of NAT st
for n be Element of NAT st N <= n holds

2 to_powern<=c * ( nto_power x);
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L LND TMizar CEEBH

Lemmal:

for n being Nat,

t being Real

st 1 <=n & 3*n*(max (Newton_ Coeff n)) <=t
holds

(1+1/t) to_power n<=4/3;



L LND TMizar CEEBH

Lemma?2:
for n be Nat,t0, t1,Cbe Realst0<C& 1<=n &

t0 = 3*n*(max (Newton_Coeff n)) &
t1 = max(0,log(4/3, C*(t0 to_power n)
/(2 to_power (t0 -1))))

holds C*(tO0 to power n)/(2 to_power (t0 -1))
<=(4/3) to_power tl



L LND TMizar CEEBH

Theorem:
for n be Nat,t0, t1,t,Cbe Real st0< C &1 <=n &
t0 = 3*n*(max (Newton_Coeff n)) &

t1 = max(0,log(4/3, C*(t0 to_power n)/(2
to_power (t0 -1))))

& t0 + t1 < t holds
C *(t to_power n) < 2 to_power t;
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theorem
for n being Nat st 1 <=n holds
1 <= max (Newton_Coeff n );

theorem
for n being Nat,

t being Real st 1 <=n & 3*n*(max (Newton_Coeff
n)) <=t

holds (1 + 1/t) to_power n <=4/3;



theorem
for k,n be Nat, Tt,cbe Realst0<c& T<=t &

for s be Real st T <=s holds (s+1) to_power n <=c*( s
to_power n)

holds (t + k) to_power n <= (c to_power k)*(t to_power n);

theorem
for n be Nat,t0, t1,Cbe Real st0<C& 1<=n &
t0 = 3*n*(max (Newton_ Coeff n)) &
t1 = max(0,log(4/3, C*(t0 to_power n)/(2 to_power (t0 -1))))

holds C*(tO to_power n)/(2 to_power (t0 -1)) <= (4/3)
to_power tl;



theorem
for n be Nat,t0, t1,t,Cbe Real st0< C &1 <=n &
t0 = 3*n*(max (Newton_Coeff n)) &

t1 = max(0,log(4/3, C*(t0 to_power n)/(2
to_power (t0 -1))))

& t0+ tl1 < t holds
C *(t to_power n) < 2 to_power t;



theorem

for x be Element of NAT st 1 < x holds

not ex N,c be Element of NAT st

for n be Element of NAT st N <= n holds
2 to_powern <= ¢ *( nto_power x);



