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Our formal verification
BB34 T mea

c1!q2_A.c2!r2_A.c3%7a_A.
copyN[t_A,T_A].c4!t_A.d1!T_A.
copy2n[s_A,S_A].c5!s_A.d2!S_A. I
pul &5 anne i
abort_alice[ql_A,u_A,bi_A].
copyl[bi_A,b2_A].
- cpy1[bi_A,B_A].
C7'b1_A.d3!B_A.

///$ k' b2_A th
UV o EE 5011‘%1/*1&0) EJJFI’ﬁTt
cnot_and_ 522 ,ri_A]

Alice (FAIS2013 %)

process EDPbaséd

((hadamards [q2_A,r2_A,s_A].
E D P b a S e d shuffle[q2_A,r2_A,t_A].
/pL cl!q2_A.c21r2_A.c37a_A. annel q
copyN[t_A,T_A].c4't_A.d1!T_A.
copy2n[s_A,S_A].c5!s_A.d2!S_A.
/

GCCSDRIHT = M@

I copyl [b1_A,b2_A].
copyl[bi_A,B_A].

\ 'b1_A.d3'B_A. //
iz ZNAE(FAIS2012%) | e oo ~Bob

_____

Alice ccpyn[xAXA]
css_decode[r1_A,x_A,z_A].
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BB84 iy

pyN[ ATA] 4 AleA
ﬂ Spy A annel —_
1 [q A _A,b1_A]. iil ’>s

pyl[blABA] /
b2_A th
Alice

cccccc

pub TT; —
Zz 5‘11‘%1715[0) B R AL
B e o FAIS2013
EDP based /pL o qstnAQTijAft’Aﬁ;l”. annel ( S O @‘ng)

copyZn[s_A,S_A] .cbls_A.d2!S_A.

- 9
OICC50)1‘+"f‘E59~—C ool [q s nnel /‘\U/@
copy1lb1_f,b // j\%\i_,

ﬁ/l_ﬂt'ft(FABZOlZ%) R Py:b:m[ wenenlannel
Alice ot eesde 1 e b7 A1

EDP-ideal | '
public classical channel o
[ ~5 &
| )
public guantum channel Z‘L@\L/
>
Bob

private classical channel
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Our formal verification
BB84 iy

pyN[ ATA] 4 AleA
ﬂ Spy A annel —_
1 [q A _A,b1_A]. iil ’>s

pyl[blABA] /
b2_A th
Alice

cccccc

pub TT; —
Zz 5‘11‘%1715[0) ENARELE
B e o FAIS2013
EDP based /pL o qstnAQTijAft’Aﬁ;l”. annel ( S O @‘ng)

copyZn[s_A,S_A] .cbls_A.d2!S_A.

- _ 3
qCCS@*ﬁ"E}}—C Uj [q[] AU nnel lﬁ@
e —— Zaw

ﬁ/l_ﬂt'ft(FA|52012§) R Py:b:m[ wenenlannel
Alice ot eesde 1 e b7 A1

EDP-ideal | '
public classical channel o
[ ~5 &
| )
public guantum channel Z‘L@\L/
>
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Our formal verification

BB84

pul

S =

iy

pub’A

Alice

EDP-b: based /5

xswhﬁﬁf <
st o

pri

Alice

EDP-ideal
|

S =

“uk

////////

priv;

iy

Alice

;!ii!.rl _A]
process EDPbasé@d

process BB84
((hadamards[q2_A,r2_A,s_A].

shuffle[q2_A,r2_A,t_Al.
ci!q2_A.c2!r2_A.c37a_A.
copyN[t_A,T_A].c4!t_A.d1!T_A.
copy2n[s_A,S_A].c5!s_A.d2!S_A.
c67u_A.
abort_alice[ql_A,u_A,b1_A].
copyl[bi_A,b2_A].
cpy1[bi_A,B_A].
C7'b1_A.d3!B_A.

meas b2_A then

cnot [r1_A,x_A].
copyn([x_A,X_A].

cnot_and_s

annel

- /\\ /
BARRD B ENFREE

(FAIS2013%)

((hadamards [q2_A,r2_A,s_A].
shuffle[q2_A,r2_A,t_A].
cl!q2_A.c2!r2_A.c3%7a_A.
copyN[t_A,T_A].c4!t_A.d1!T_A.

annel

copy2n[s_A,S_A].c5!s_A.d21S_A. — )
measure [q1_A] . m— \ —~1
cB7u_A. ///
abort_alice[gl_A,u_A,bl_A]. I

copy1[b1_A,b2_A]. n n e //\ \
copyl[bi_A,B_A]. /ﬁé\\
c7'b1_A.d3!B_A. —

meas b2_A then
css_projection[ri_A,x_A,z_A]
copyn[x_A,X_A].

css_decode[y_A,x_A,z_A

mlalal E)I

VT L AZ R D

R

process EDP-RQEAL
((hadamards[q2_A,r2_A,s_A]

shuffle[q2_A,r2_A,t_A].

cl!q2_A.c2!r2_A.c3%7a_A. TTITw—T T Vﬁ
copyN[t_A,T_A].c4!'t_A.d1!T_A.

copy2n([s_A,S_A].c5!s_A.d2!S_A. i //
measure [q1_AJ . m—

cd?u_A.

abort_alice[ql_A,u_A,b1_A]. IGEI

copyl[b1_A,b2_A].
copyl[bi_A,B_A].
c7'b1_A.d3!'B_A.

meas b2_A then
css_projection[rl_A,x_A,z_Al.
css_decode[r1_A,x_A,z_A].

e«
Tnel




qCcCsZy—)LAIC ZF }l:j'l_,d) Eﬁk

L Ay e i)

« JEIRFERIgCCSH=

V49 L—iai=bIC

Xt LT, L AR ZREEZLT-

FITERICELTHCTLNS

* (P,p) ~ (Q,G)f&b(i(PIIR,m (QlIR, o)

o FREEY— w%%%

A HE

_, Shor-Preskill D EIEBA M

ZFEIZEALT=




Outline

Quantum process calculus qCCS
Nondeterministic qCCS

Approximate bisimulation

Application to Shor-Preskill’s security proof
Experiment



Outline

Quantum process calculus qCCS
Nondeterministic qCCS

Approximate bisimulation

Application to Shor-Preskill’s security proof
Experiment



Syntax of qCCS [Feng+'11]

Quantum
communication

P Q ::= nil | c?x.P | cle.P | c?q.P | clq.P
if b then P fi | oplq|.P | M|q;x].P | P||Q | P\L

Quantum operation Measurement

e : real expression

b : boolean expression on real numbers
q : quantum variable

M : Hermitian operator

op : TPCP map

g : sequence of quantum variables

L : set of channels
20



Configuration
* A pair (P, p) of a process P and a quantum state p

(clgp.M|qa; x].nil, |[+)(+|,, @ [0)(0],, @ pE)
P P

where pr is the outsider’s arbitrary state
_ [0)+1)

|+): = 7




Probabilistic labeled transition

a
* (P,p)—> U
— A configuration (P, p) performs
an action a and transits to a
probability distribution 1 on configurations

p is a distribution on quantum states
1 is a distribution on configurations



Probabilistic labeled transition

1 <CEQB*A{[QA; m}‘nil? ‘ >< ‘(}A & ‘0><0‘QB 2y /OE>

Sends gg to the |
outside through ¢ l C:4B

L {Mga; 2] nil, [+){+]g, @ |0){0]gp @ pE)

Measures g4 m
1/2 1/2

(i1, [0)(0]g, ®[0){0lgp @ pp)  (mil, [1)(1lg, @ [0)(0lgs @ pp)




Probabilistic labeled transition

1 (clgp-M|qa:x|.nil, |

)(

lC'QB

‘Q’A & ‘0><0‘QB ®}0E>

U (g3 2niL, [4) (+loy @ [0) Ol © p5)
{ Only measurement
/\ causes a prob. branch
1/2

(i1, [0)(0fq, ©[0){0]gs © pr)

(nil, |1 1\qA ©10)Olgp @ pE)



Probabilistic labeled transition

1 <C!QB'AJ[QA; ‘/E}‘nil?‘ >< ‘Q’A & ‘0><0‘QB 2y PE)

Visible action lc'
from the outside 4B

1 <M[QA§$]'nila ‘+><+‘QA X ‘O><O‘QB X /OE>

Invisible action m
frglm_the outside 1/%

(i1, [0)(0]g, ®[0){0lgp @ pp)  (mil, [1)(1lg, @ [0)(0lgs @ pp)



Bisimulation Relation

* Two configurations (P, p), (Q, o) are bisimilar,
written (P, p) = (Q, o), if

1. qv(P) = qv(Q) and trgy(py(p) = trgy(g) (o) hold
-- namely, the states that the outsider can access are the same
2. For any outsider’s operation E acting on gVar — qv(P),
Each transition of (P, Ep) is “simulated”
by those of {Q, Ec) up to T transitions



Bisimulation Relation

* Two configurations (P, p), (Q, o) are bisimilar,
written (P, p) = (Q, o), if

1. qv(P) = qv(Q) and trgy(py(p) = trgy(g) (o) hold

-- namalv the ctatec that the niitcide ~=~ara the came

| . _ _ ’),
<CIQB*A‘{[QA§ tﬂ'nllﬁ ‘—|—><—|—‘{M b ‘O> <O‘QB b /)E>

P DEE, P
trqvp) (P) = PE



Bisimulation Relation

* Two configurations (P, p), (Q, o) are bisimilar,
written (P, p) = (Q, o), if

1. qv(P) = qv(Q) and trgy(py(p) = trgy(g) (o) hold
-- namely, the states that the outsider can access are the same
2. For any outsider’s operation E acting on gVar — qv(P),
Each transition of (P, Ep) is “simulated”
by those of {Q, Ec) up to T transitions
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Example of Bisimulation

(P,p) A (Qi O->
(P,Ep) (Q,Ea)

g j;q

(P,' p’> (QI, OJ)

2



Example of Bisimulation

(P, p) A (Qi O->
(P, Ep) (Q,EU)

lC! 1 j clq
(P',p’) ~ (Q',a")

(P",E'p’) (Q"E'c’



Example of Bisimulation

(P, p) ~ (Q,0)
(P,Ep) (Q, Eo)
ldq jéq
(P, P') ~ (Q',0")
(P',E'p (Q',E'c’

1/3 /\ 2/3

(P1,p1) (P2, p2)



Example of Bisimulation

(P, p) A (Qi O->
(P, Ep) (Q,Eo)
lc! q j cT'

lq
(P',p") ~ (Q',0")
(P',E'p’) (Q',E'a’

1/3 7‘ 2/3 ‘Z//J\

(P1,01) (P3,p2) T ((Q,,0,) lTl/

1/3 |7
(Q1i01> Q3,05



Example of Bisimulation

(P, p) A (Qi O->
(P, Ep) (Q,EU)

lC! 1 f clq
(P',p’) ~ (Q',a")
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Simplification of Syntax

* M|qg; x] and if must always be written together

M|q;x].if © = 1 then P fi = measq then P saem

P,Q ::=discard(q) | c!lq.P | c?q.P | op|q].P
| P||QQ | meas g then P saem | P\L

g must be a qubit



Simplification of syntax

(meas ¢ then C!r. P saem, | + 0)(+0|,. ® pg)

1/2 1/2\
(discard(r,...),|00)(00|,, ® pE) (c'r.P, 110)(10],.» ® pE)

lc!r

1/2 (P, [10){10[g.r @ pE)



Simplification of operational semantics

(meas ¢ then C!r. P saem, | + 0)(+0|,. ® pg)
probability to reach here
Z N
1/2 1/2
(discard(r,...),|00)(00|,, ® pE) (c'r.P, 110)(10],.» ® pE)

traceis 1 l clr

1/2 (P, [10){10[g.r @ pE)



Simplification of operational semantics

* Excluded probability from the transition
system by extending the def. of configurations

(meas ¢ then C!r. P saem, | + 0)(+0|,. ® pg)

(discard(r,...),1/2(]00)(00|, , ® pE))<C!r.P,1/2 (|10)(10|4.r ® pE))
trace is 1/2 l clr

probability to reach here

(P,1/2([10)(10l¢,r ® pE))



Simplified formal framework

 We call nondeterministic gCCS
* M|q;xz].if x =1 then P fi= measq then P saem

* Transition system is only nondeterministic

— For a configuration (P, p),

tr(p) is the probability to reach it
P

and the quantum state is —
a tr(p)
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copy2n[s_A,S_A].c5!s_A.d2!S_A

O f I . f. t .
process BB84
B B 84 ((hadamards[q2_A,r2_A,s_A].
shuffle[q2_A,r2_A,t_Al.
ci!q2_A.c2!r2_A.c37a_A.
puk &5 annel
abort_alice[ql_A,u_A,bi_A].
copyl[bi_A,b2_A]. /
k 2 meas b2_A then
pu A cnot [r1_A,x_A]. _
copyn([x_A,X_A].
cnot_and_s Z?,rl _A]

copyN[t_A,T_A].c4!t_A.d1!T_A.
- cpy1[bi_A,B_A]. —
C7'b1_A.d3!B_A.

iy

Alice
((hadamards [q2_A,r2_A,s_A].
EDP based /P mEEEE anne

copyN[t_A,T_A].c4't_A.d1!T_A.
copy2n[s_A,S_A].c5!s_A.d21S_A. _—

measure [q1_A]. N\
q CCS d) *‘l’ %E. H -t u—l ;:Z:;féljca):ql_ﬂ,u_A,bl_A] n nel \

~ copy1[b1_A,b2_A].

process EDPbasé@d

copyl[bi_A,B_A].

iz Z1E (FAIS20127) ori e

csSs_pro on[ri_A,x_A,z_A]

Alice co x_A,X_A].
s_decode[n{_A,x_A,z_A
L ]
E D P- I d e a | (hadamards [q2_A,r2_A,s_A]
L MNfflelq2_A,r2_A,t_A].
|Jt cl!gdN\c2!r2_A.c3%7a_A.
copyN[t_A,T= 1t_A.
m copy2n[s_A,S_A] .c5T

rocess EDP-YQEAL

measure [q1_A].

cd?u_A.

) . ¢ abort_alicelqi_A,u_A,bi_Al.
i pUb“( copyl[b1_A,b2_A]. ]el
copyl[bi_A,B_A]. /

c7'bl_A.d3!'B_A.

priv‘ meas b2_A then 1ne| Bob

css_projection[rl_A,x_A,z_Al.

o
A I I Ce css_decode[r1_A,x_A,z_A].

v




Trace distance

e d(p,0) = %tr|p — 0|, where |A| = VATA
 Examples
— d(|0X0], [+)(+]) = >

—d(10)0I®™, [+)(+[®") =1 — —



Approximate Bisimulation

* Two configurations (P, p), (Q, o) are
approximately bisimilar, written (P, p)~(Q, o), if

1. qv(P) = qv(Q) hold and
d (trqv(p) (p),tqu(Q)(a)) is negligible

2. For any outsider’s operation E acting on gVar — qv(P),
(P,Ep) 5 (F', p') holds and tr(p") is non-negligible,

(Q,Eo) 5255 (Q',d") and (P’, p")~(Q’', ') hold
for some (Q’, ¢'), and conversely




Properties of approximate bisimulation

* The relation ~ is an equivalence relation

* If(P,p) ~ (Q, o) holds, then
(P||R, p) ~ {(Q]||R, o) holds for all process R



Application of the property

* Multiple session

(P,p ® pg)~(Q,0 & pg) for all pg, and
(P',p' ® p'p)~(Q",0' @ p'g) forall p'g
implies

(PIIP',p Q p"g)~(Q||Q",0 & p"g) forall p"

E
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Application to QKD protocols

EDP-based EDP-ideal
(P,p) (Q,0)

cl?qgB

\

/;!kA i,s!kA (P”’, ///)
(P",p") (P',p")

" cllgA -




Application to QKD protocols

EDP-based EDP-ideal
(P, p) ~ (Q,0)

cl?qgB

/;!kA iS!kA (P,
(P",p")  (P',p")

tr(p’) is non-neg.
tr(p'") is non-neg.

rrs

tr(p’") is neg.



Application to QKD protocols

EDP-based EDP-ideal
(P:AP> ~ <Q'AO->

cl?qgB cl?gB

" cllgA -

/;!kA iS!kA (P"", /;!kA iS!kA
(Pll'pll> (P’,p,> (Q”; OJI (Q’; OJ>

tr(p’) is non-neg.
tr(p'") is non-neg.

rrs

tr(p™") is neg.



Application to QKD protocols

EDP-based EDP-ideal
(P,p)

/s!kA is!kA (P,

@",p"p AP0y jw
A >

tr(p’) is non-neg. Trace distances are negligibly small
tr(p'") is non-neg.

rrs

tr(p’") is neg.




Property of distance of
probability-weighted density matrices

* If d(p, 0) is negligible, then
tr(p) — tr(o)| is negligible and

tr(p)tr(n p) tr(a)tr(n d )|is

tr(p) tr( o)
negligible for all projector

— For a configuration (P, p),

* tr(p) is the probability to reach (P, p)
, P
tr(p)

is the quantum state



Dvavavkyv: ~f Aickranncan ~F

ol Joint probability that
the configuration reaches (P, p) and

* Ifi obtain the measurement result corresponding to 7

tr(p)tr (n x ) tr(o)tr (n

tr(p)
negligible for all projector i

— For a configuration (P, p),

trpy=1n,_ _ _--cgligiole ana

o :
tr( 0)) | 15

* tr(p) is the probability to reach (P, p)

p
tr(p)

is the quantum state



Application to QKD

* If d(p, 0) is negligible, then
tr(p) — tr(o)| is negligible and

tr(p)tr(ni P ) tr(a)tr(ni d )|is neg.

tr(p) tr( o)

| et This is 1/2
p : a final state of an execution of EDP-based

o : a final state of an execution of EDP-ideal

1; : the projector to the subspace where
i-th bits of Alice’s and Eve’s key are equal



Application to QKD

* If d(p, 0) is negligible, then
tr(p) — tr(o)| is negligible and

tr(p)tr (ni tr?p)) tr(o)tr (ni tr(ag)) | is neg.

We can derive that This is 1/2
Ip(ka; = kg ;) — 1/2] is negligible for all i.
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Verifier2

* Checks (P, p) ~ (Q, o)
* |nput:
— (P, p),{(Q,0)

— A set of equations eqgs
— A set of indistinguishability expressions inds

e Qutput: true or false



JORaJLDFZR AL

((hadamards[q2_A,r2_A,s_A]. | |

shuffle[q2_A,r2_A,t_A]. cl?g_B.c27r_B.
cl!g2_A.c2!'r2_A.c3%7a_A. c3'a B.d5!'A_B.
copyN[t_A,T_A].c4!t_A.d1!T_A. c4?t_B.unshuffle[q_B,r_B,t_B].
copy2n[s_A,S_A].c5!s_A.d2!S_A. c57s_B.hadamards [q_B,r_B,s_B].

measure [ql1_A]. measure [q_B] .

c67u_A.
- copynl[g_B,Q_B].c6!q_B.d6!Q_B.
abort_alice[ql_A,u_A,bl_A]. c77b_B.

1[b1_A,b2_A].
copyl [bl_ : meas b_B then
copyl[bl_A,B_A].
c87x_B.c97z_B.

c7!'bl_A.d3'B_A. 1 I B o .
meas bz_ﬁ then cs S_Syﬂ rome|r_ o,X_b,Z_Db,
sx_B,sz_B].

css_projection[rl_A,x_A,z_A].
css_correct[r_B,sx_B,sz_B].

css_decodelr_B,x_B,z_B].
measure[r_B].

copyn[x_A,X_A].
css_decode[r1_A,x_A,z_A].
measure[rl_A].

c8!x_A.d4!'X_A. barrier?f B.

c9!'z _A.barrier!f_A. ckb!r_B.

ckalrl A. discard(b_B,s_B,t_B,x_B,

discard(ql_A,b2_A,a_A, z_B,sx_B,sz_B,f_B)
u_A,vi_A,v_B) saem) /{c3, c4, cb5, c6, c7, c8,

saem c9, barrier})

end



JOr3)LO 2R L

environment EDPbased_ENV
EPR[q1_A,q2_A] * EPR[r1_A,r2_A]
* RND_2n[s_A] * RND_N[t_A] =*
Z_1[b1_A]l * Z_1[b2_A] * Z_n[x_A]
* Z_nlz_Al * Z_2n[S_A] *
Z_N[T_A] *
Z_1[B_A] * Z_n[X_A] * Z_1[f_A]
* Z_1[a_B] * Z_1[A_B] * Z_n[Q_B]
* Z_n[sx_B] * Z_n[sz_B]
* EVE[q_E] * Z_n n[vi_A,v_B]
* EVE1[q_B] * EVE2[r_B]
end

configuration EDPbased
proc EDPbased
env EDPbased_ENV

end



JOr3)LO 2R 1L

process EDP-IDEAL | |

((hadamards[q2_A,r2_A,s_A]. c1?q_B.c27r_B.
shuffle[q2_A,r2_A,t_A]. c3'a_B.d5!'A_B.
cl!q2_A.c2!'r2_A.c3%7a_A. c4?t_B.unshuffle[q_B,r_B,t_B].
copyN[t_A,T_AJ.c4!'t_A.d1!T_A. c57s_B.hadamards [q_B,r_B,s_B].
copy2n[s_A,S_A].cb!s_A.d2!S_A. measure [q_B] .
measure [q1_A]. copyn[q_B,Q_B] .c6!q_B.d6!Q_B.
c67u_A. c77b_B.
abort_alice[ql_A,u_A,bl_A]. meas b_B then
copyl[bl_A,b2_A]. c87x_B.c97z_B.
copyl[bl_A,B_A]. css_syndrome [r_B,x_B,
c7!'bl_A.d3'B_A. z_B,sx_B,sz_B].
meas b2_A then css_correct [r_B,sx_B,sz_B].

css_projection[rl_A,x_A,z_A].

css_decode[rl1_A,x_A,z_A].

copyn[x_A,X_A].

measure[rl_A].

c8!x_A.d4'X_A.

c9lz_A.

create_key[rx_A,r1_A].

barrier!f_A.

ckalrl_A.

discard(ql_A,b2_A,
a_A,u_A,rx_A) end

css_decode[r_B,x_B,z_B].
measure[r_B].
create_key[rx_B,r_B].
barrier?f_B.
ckb!r_B.
discard(b_B,s_B,t_B,x_B,z_B,
sx_B,sz_B,f_B,rx_B)

saem) /{c3, c4, cb, c6,

c7, c8, c9, barrier})

Saem



JOr3)LO 2R L

environment EDP-IDEAL_ENV
EPR[q1_A,q2_A] * EPR[r1_A,r2_A]
RND_2n[s_A] * RND_N[t_A]
Z_1[bl1_A] * Z_1[b2_A]

Z_n[x_A]

Z_nl[z_A] * Z_2n[S_A]

Z_N[T_A]

Z_1[B_A] * Z_n[X_A] * Z_1[f_A]
Z_1[a_B] * Z_1[A_B] * Z_n[Q_B]
Z_n[sx_B] * Z_n[sz_B]

EVE [q_E]

EVE1[q_B] * EVE2[r_B]
EPR[rx_A,rx_B]

¥ OX ¥ K O X K X K K ¥

end

configuration EDP-IDEAL
proc EDP-IDEAL

env EDP-IDEAL_ENV
end
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indistinguishable E1 n

Tr[bi_A,b2_A,qi_A,q_B,r_B,rx_A,rx_B,s_A,t_A,x_A,z_A](
create_key[rx_A,ri_A] (proj1[bi_A] (measure[ri_A](
copyn[x_A,X_A] (css_decode[ri_A,x_A,z_AJ(
css_projection[ri_A,x_A,z_A] (proj1[b2_A](
copyl[bl_A,B_A] (copyl[bl_A,b2_A](
abort_alice[ql_A,q_B,bl_A] (measure[ql_A](
copyn[q_B,Q_B] (measure [q_B] (
hadamards[q_B,r_B,s_A] (copy2n[s_A,S_A](
unshuffle[q_B,r_B,t_A] (copyN[t_A, T_A](
__[92_A,r2_A,q_E,q_B,r_BI(
shuffle[q2_A,r2_A,t_A] (hadamards[q2_A,r2_A,s_A](

EPR[q1_A,q2_A] * EPR[ri_A,r2_A] % EPR[rx_A,rx_B] *
RND_2n[s_A] * Z_2n[S_A] = RND_N[t_A]l = Z_N[T_A] =
Z_1[b1_A] * Z_1[b2_A] * Z_1[B_A] * Z_n[Q_B] =*
Z_n[x_A]l * Z_n[X_A]l * Z_n[z_A] *

__[g_B]l * __[r_B] * __[q_E]

1)2)))2))))))))))))))
Tr[bl_A,b2_A,q1_A,q_B,r_B,s_A,t_A,x_A,z_A](
projl[bi_A] (measure[ri_A](

copyn[x_A,X_Al (css_decode[r1_A,x_A,z_A](
css_projection[ri_A,x_A,z_A] (proj1[b2_A](
copyl[bl_A,B_A] (copyl[bl_A,b2_AJ(
abort_alice[ql_A,q_B,bl_A] (measure[ql_A](
copyn[q_B,Q_B] (measure[q_B] (
hadamards[q_B,r_B,s_A] (copy2n[s_A,S_A](
unshuffle[q_B,r_B,t_A] (copyN[t_A, T_A](
__[q2_A,r2_A,q_E,q_B,r_BI(
shuffle[q2_A,r2_A,t_A] (hadamards[q2_A,r2_A,s_A](

EPR[q1_A,q2_A] * EPR[ri_A,r2_A] x

RND_2n[s_A] * Z_2n[S_A] = RND_N[t_A] * Z_N[T_A] #

Z_1[b1_A] * Z_1[b2_A]1 * Z_1[B_A] * Z_n[Q_B] =*

Z_n[x_A]l = Z_n[X_A] * Z_n[z_A] =*

__[q_B] * __[r_B] * __[q_E]
22332332)2)))3))))))

end



Environment of the experiment

* Panasonic CF-J9
Intel(R) Core(TM) i5 CPU
M460 @ 2.53GHz, 1GB memory



Results

| BB84~EDP EDP~ideal

eqs 6 0
inds 0 24
time (sec) 39.50 112.50

proc. calls 1039 907
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— B92, six-state protocol







Approximate Bisimulation

* Two configurations (P, p), (Q, o) are
approximately bisimilar, written (P, p)~(Q, o), if

1. qv(P) = qv(Q) hold and
d (trqv(p) (p),tqu(Q)(a)) is negligible

2. For any outsider’s operation E acting on gVar — qv(P),
(P,Ep) 5 (F', p') holds and tr(p") is non-negligible,

(Q,Eo) 5255 (Q',d") and (P’, p")~(Q’', ') hold
for some (Q’, ¢'), and conversely




Simplification of operational semantics

(meas ¢ then clq.P saem, | + 0)(+0|,, ® pg)
probability to reach here .
7 N
1/2 1/2
(discard(z,...),[00){(00|,., ® pE) (c'r.P,[10)(10],, ® pg)

traceis 1 l clr

1/2 (P, [10){10[g.r @ pE)



Simplification of operational semantics

* Excluded probability from the transition
system by extending the def. of configurations

(meas ¢ then clq.P saem, | + 0)(+0|,, ® pg)

(discard(r,...),1/2(]00)(00|, , ® pE))<C!r.P,1/2 (|10)(10|4.r ® pE))
trace is 1/2 l clr

probability to reach here

(P,1/2([10)(10l¢,r ® pE))



Application to QKD protocols

EDP-based EDP-ideal
(P,p)

/s!kA is!kA (P,

@",p"p AP0y jw
A >

tr(p’) is non-neg. Trace distances are negligibly small
tr(p'") is non-neg.

rrs

tr(p’") is neg.




Verifier2

(P1, 1
If (P, E|7](p)) << 1 ,01) by measure,
2' 2

it searches (Q, ;) and (Q,, 05) such that
(Q, E[71(3)) — (Q1,77)

(Q,E[71(3)) — (Q,,77)

=— Not limited form

and <P1» m> ~Verifier2 <er 0_1> and
<P2' E> ~Verifier2 (QZ: 0_2>

79



Verifierl

(P1, 1
If (P, E|7](p)) << 1 ,01) by measure,
2' 2

it searches (@1, 07) and (Q3, 3) such that

_><Q1'O-1>
(0, E[7](5)) _>< L Limited form

measure branch <Q2’ 02)

and <P1» m> ~Verifier1 <er 0_1> and
<P2» Pz) ~Verifier1 (QZ: 0_2>

80



