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M,N == terms
a,b,c,k,m,n,s names
T Y,z variables
(M, ..., M) tuple
h(My,..., My) constructor/destructor application
M =N term equality
M <> N term inequality
M && M conjunction
MI|| M disjunction
not (M) negation 1:}1_ = /=
LERTTETH
P,Q = processes
0 null process
PlQ parallel composition
P replication = = o
new n:t; P name restriction
in(M,z:t); P message input HE -’?7 D I\: )L
out(M.N): P message output =72
if E'Ei’ t.he;ll P else Q) mndit%onal ' d) nEJI;R
let + = M in P else @) term evaluation
R(My,..., M) macro usage
T = patterns
x:t typed variable
T variable without explicit type
(Ty, ..., T) tuple 7

=M equality test
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() @EREES A
Constructor: B§&1E |encrypt(m,k) } o
Destructor: 5 | decrypt(c,k) }'

decrypt(encrypt(mk) k) — m
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v TAyt— | = terms
M = x | f(M]J ...,Mn) | k[Ml, ""MTL]
encrypt(m, sk)

v M (EE) ] = facts
F ::= attacker(M)

v [ZAak3a)L, IrEEZEH | = Horn clauses
F,A-—AE, = F
attacker(m) A attacker(sk) =
attacker(encrypt(m,sk))
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encrypt(m, k)

attacker(m) A attacker(k) = attacker(encrypt(m, k))

decrypt (encrypt(m, k), k) — m

attacker(encrypt(m, k)) A attacker(k) = attacker(m)
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attacker(pencrypt(sign(y, SK,), PKg)) = attacker(encrypt(s, y))
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let processS(UID:id,x:sskey,h2SN1:bitstring)= —_=
B REIIZE
in(c,(UID2:id,c12"bitstring,c22"bitstring));

let h1xUID2=hash((x,UID)) in
let ¢c12"=hash(xor(h1xUID2,h2SN1)) in

let h2SN2"=x0r(c12’.c12") in

let h3SN2'=hash(h2SN2”) in Bl B ZREERFICRFFLT-h2SN2”
let h1SN1'=xor(c22’,h3SN2’) in |
if hash(h1SN1)=h2SN1 then i+1[8] B FREERF Dh2SN 1

if h2SN2” <> h2SN2 then
out(c,xor(h2SN1,h3SN2)): @

] ) - h2SN2" D fEZi+1[a] B
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S5k
y H—N (A—H) O MIBEE M E D E L H TR
(EHEDE1HGETS)

P -

let processS(UID:id,x:sskey,h2SN1:bitstring)= i }
in(c,(UID2:id,c12":bitstring,c22":bitstring)); in(c,(UID3"id,c13":bitstring,c23":bitstring));
let h1xUID2=hash((x,UID)) in let h1xUID3=hash((x,UID)) in
let c12"=hash(xor(h1xUID2,h2SN1)) in let ¢13"=hash(xor(h1xUID3,h2SN2")) in
let h2SN2"=xor(c12’,c12”) in let h2SN3"=xor(c13’,c13") in
let h3SN2'=hash(h2SN2") in let h3SN3'=hash(h2SN3") in
let h1SN1'=xor(c22' h3SN2’) in let h1SN2'=xor(c23’ h3SN3’) in
if hash(h1SN1)=h2SN1 then if hash(h1SN2')=h2SN2" then
if h2SN2" <> h2SN2 then out(c,xor(h2SN2"”, h2SN3")).

out(c,xor(h2SN1,h3SN2)):
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[1] H.Y.Chien and J.K.Jan, “Robust and Simple Authentication Protocol,”
Computer Journal, vol.46, no.2, pp.193—-201, 2003.

[2] T. Tsuji, and A. Shimizu, “One—Time Password Authentication Protocol aganist
Theft Attacks,” IEICE Trans. Commun., vol.E87-B, no.3, pp.523-529,2004.
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| =

Inputs ID,P,N,
ID,P,N,
VR?, = h(h(P[INy)) %&&
(ID, X! VRZ] €1%1:#)
h(x||ID)e&P,
VR,=h(P|IN1) #&t&
h(x || ID) & P, VR,
Stores h(x || ID) @ P, VR, Stores 1D, x, VR?,

¥ B II—X XX 7HERERFAVTHRIIC—EEITFITHNS (21




ROSIZAMI)/L:i[E B

DT —X

Stored :h(x [|ID) & P, VR,
Inputs ID,P

N, ZERK
VRZi ’VR2i+1 ’VR3i+1 %E-I_ﬁ

H—/\

Stored : | ID, x , VR?,

5 —

h(h(x || ID) ® VR2,)|® [VRZ, .

1L

X
Bi = VR®,,,

VRZ, @ VR3,

VRZi ® VR3|+] ! Bt anZLEE

1 !VR]i

VRZ L h(VRY,) ‘REEALE

Stored: VR'; — VR',,

Stored: VR?; —

VR?,

MY
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Stored :ID, x, VR?

H—\HID, x, VR2, &L

ID

B; = VR3_; @ VR,

o =h(h(x || ID) ® VR?) & VR,

ID, O(i y Bi E’r?//)"—tjol*

h(h(x || ID) ® VR?,) #&HE

VR%,, — o @ h(h(x || ID) & VR?)
VRY; — B; ® h(VR?, ;)

&, By Mo

MY
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Ly[a—¥ W E [
y (Atacker’s key) 4R Stored :|ID, x, VR,

(VR2i+1 )’=h(h(y [| N/,;))

(VR3i+1 )'= h( (VR2i+1 )")
ID L
' =h(h(x || ID) & VR?) @/ (VR?,, )’
B =|(VR?.,) ® VR,
N
y >
VR2i = h(VR'", Foal AL IH
VRZi D VR3|+1 E{J;IEL}E VRzi D VR3i+1 VR2i D (VR?H] ),
VR3i+1 - (VR3i+1 ) X

Stored: VR?, - (VR?, ;)

Stored: VR'. — VR'
| sugELA TR T, LU H— \EREEFERI—FELTRALKETS | 24
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H—/\M5ID, X, VR, &L Stored :|ID, x , VRZ,

D P
«; =h(h(x || ID) @ VR?)|& |VR?
B, = VR3 @ VR, N
N \

FE—®DID, o, B ZEYHRITSH

_&ETIRYTELMAAEE i’tima VR?, VR, #EYHT)

?
VR?; = h(VR!,) ZRREALE
VR% & VR3 VRZ @ VR3,

VR3,,, — VR3,
' ! Stored: VR2, —|VR2, 26
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» EBICEO>TIRESNI-OTPFEEET AL 3,

» BRELIZELYDoS attacklTx I 5 EWLBEHEDORER 4,
» SV attackIZxt L TIEm 2 #D
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[3] T. Tsuji, T. Nakahara, and A. Shimizu, “A one time password authentication method,”
IEICE Technical Report, OIS2005-83, vol.105, no.529, pp.23-28, 2006.
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Q/ 1—4 Q/ H—/\

Inputs ID,P
N, N,, K Z4R
Ay=h(ID || P | N;)
A, = h(ID || P [| N,)
Y1 = EFZ( A)) EEE
ID, K, Fy, Y,
StOFES A'|, F], Az, F2, K, NZ Stores ID’ K1 F]’ Y]

¥ B II—X XX 7R ERTFAVTCHRIIZ—EE T ITHhNS
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H—/\
Stored: A, F,, A, Fi.i, K, N, Stored: ID, K, F., v,
Input : ID, P
N, ., ZER
Ao = h(ID [| P || Nii2 )
Fiio = h(ID || Az )
o« =F,oF
Bi = (Fyy + K)o A Figp —og @ F )
Yis1 = EFi+2( A,) ZEtE A —B o (F,+K) &5 &
ID, o, Bi, Y ?
i B| Y+1 Fi-:h(IDHAi)
? =
A= Dp () I2&YRTNE
Store:
Ai - Ai-i-]’ FI - Fi+]’ Ni+] - Ni+2’ Store I:I — Fi+] ’Yi - YH—]

A =~ Al By = R 31
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Stored Ai, Fi’ Ai_|_'|, Fi+]’ K, Ni+]

Input : ID, P

Ni+2;&Emz
A,z =h(ID[[ P N;,)

Fiio = h(ID || Ai+2)
« =F. &F
Bi = (F + K)o A

Yier = B2 (Aiq) R

WEE

531%'51’1,7':%“’5
L&Y ITHREA

Stored: ID, K, F,, v,

ID, o, Bi,|Y'i:

Store:

A.

- Ai+l’ Fi - Fi+1! Ni+1 -

Ai+1 - Ai+2’ Fi+1 - Fi+2

Ni+21

Fipg =0 @ F
A B a&(F,, +K) Z5t&

FLh(ID I A)
AZD (v [Z&YREFME

Store: I:i - I:i+1 » Yi 7Y it
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