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Level
PPS_SEMIFORMAL PPS_FORMAL PPS_ MECHANIZED

ju F:) b ﬁl:ﬁ Semiformal description  Formal description of Formal description of protocol specification in a
of protocol specification. tool-specific specification language, whose
protocol specification. semantics is mathematically defined.

— PAM_INFORMAL PAM_ FORMAL PAM_ MECHANIZED

Iﬂg%:ET}l’ Informal description of = Formal description of Formal description of adversarial model in a

adversarial model. adversarial model. toolspecific

specification language, whose semantics
is mathematically defined.

t#l U — 4 PSP_INFORMAL PSP_ FORMAL PSP_ MECHANIZED
T Informal description of = Formal description of Formal description of security property in a
ju / {7_'4 security property security property. toolspecific

specification language, whose semantics
is mathematically defined.

E E-EEFW PEV_ARGUMENT PEV_HANDPROVEN fPEV_BOUNDED PEV_UNBOUNDED \I
Informal argument that  Mathematically formal I Tool-aided bounded Tool-aided unbounded I
the specification of the paper- and-pencil proof I verification that the verification that the I
cryptographic protocol verified by human that I specification of the specification of the I
in the I cryptographic protocol cryptographic protocol I
its adversarial model specification of the I in its adversarial model in I
achieves and satisfies cryptographic protocol I achieves and satisfies its adversarial model I
its in I its objectives and achieves and satisfies I
objectives and its adversarial model I properties. its I
properties. achieves and satisfies | objectives and I

its 1 — properties. I
objectives and Y—ILIZELB I
roperties. =
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?chy'tl;er:HnTispdl ﬂﬁttack for claim ns3,r1 E]
e Werify  Help

B ) -~
Pratocol description | Settings | ﬂsc“her results : verify w Run #2 U

[* Agentz in role I
* Nesdham-Schrosder pratocal | Cl@im Status Comments Classes I —> Agent?
*

! R -» Eve
J{ PKI infrastructure ns3 1 ns3,il Secret ni Ol Werified Mo attacks, Const nig?

b pk: Function; —

Zggrsetpsk: FUUTCE?;,.:J. ns3iz  Secrebnr Ok Werified Mo attacks, Yar nr —» nril
inversekeys (pl,sk); +
11 The protocol description ns3,i3 Miagree Ok Werified Mo attacks, send_1 to Eve

i Agent2, ni#2 ipk(Eve)

ﬁrotocol ns3(LR) ns3,i4 NMisynch Ol Werified Mo attacks,
role I
comst i Mance R ns3rl  Secretni Fail Falsified At least 1 attack. pk (Agent1)
wat nr: Monce;
send_1(LR, {1 ns3,rz Secret nr Fail Falsified At least 1 attack.,
read_2(R, I, {ni
send_3(LR, {n ns3,rd  Miagree Fail Falsified Ak least 1 attack, 1 attack Run #1
claim_i1(I, 5ecr Agentl in role R
claim_i2(I, Secr ns3, k4 Misynch i Falsified At least 1 attack. 1 attack, _ L
claim_i3(1, Niag 2 Fail [ tattack ] I -> Agent? L
claim_i4(T, Misyr e R —> Agentl
¥ : Const nril
role R War ni -» nigl
war ni: Monce; =i %:l: -|j- |
const nr: Monce; H:F1ﬁ [{i=] % 7 J E ﬁ /
read_1 from Agent2
read_1(L,R, {LnikpkiR) f 2. nix? kiA t1
send_2(R, 1, {ni,nripk(T) 3; [ Agent2,nig2 pk(Agen
read_3(L,R, {nripkiR) )
claim_r1{R, Secret, nij); send_2 to AgentZ
claim_r2{R,Secret,nr); { nig2, nral Epk(ﬂgentE
clairm_r3{R, Miagree);
clairn_r4{R., Misvnch);
H
}
1 8n untrusted agent, with leaked information 5= —_—
I& % 7 SR <E M r
canst Evs: Agent; read_z from Ewe
untrusted Eve; :
compromised skiEve); f ni#2, nr#l ipk(Agent?2
¥

send_3 to Eve
§ nrgl ipk(Eve)

nrgl
2 [v]
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/* Needham Schroeder Public Key */ ‘

role B {
fresh Nb: Nonce;
var Na: Nonce;

protocol Needham-Schroederpk(A,B) {
role A {
fresh Na: Nonce;
var Nb: Nonce;

»%
i3
m}
il

recv_1(A,B,{Na,A}pk(B));
send_2(B,A,{Na,Nb}pk(A));
recv_3(A,B,{Nb}pk(B));

send_1(A,B,{Na,A}pk(B));
recv_2(B,A, {Na, Nb}pk(A));

send_3(A,B, {Nb}@)i claim_R1(B,Secret,Nb);

S —4r A5 claim_R2(B,Secret,Na);
claim_R3(B,Nisynch);

=

claim_I1(A,Secret,Na); }
claim_I2(A,Secret,Nb);

claim_I3(A,Nisynch); }
} iy

tXal)F4Ta/N\T«
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Initial intruder knowledge

BEHRFEH Alice TIEARLY

SIE-SEE T T

——r——d )

Run #2
Bobinrole A

A -=Bob

Fresh Na#2
Var Nb -> Nb#l
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¥

gend 2 to Bob

{ Na#2 Nb#l }pk(Bob)

gend 1 to Eve
{ Na#2,Bob }pk(Eve)

Rumn #1

Alice in role B

A -= Baob
B -= Alice

Frezh

#1

Var Na -= Na#2

l

recv_1 from Bob
{ Na#2,Bob }pk(Alice)

h J

falke sender Eve

recv_3 from Bob
{ Nb#1 }pk(Alice)

claim R2

Secret : Na#2

Y
recv_2 from Eve
{ Na#2 Nb#1 }pk{Bob)

Y
gend 3 to Eve
{ Nb#1 }pk(Eve)

WEHIT.

» Bob[ZXtL TIXEve
= AlicelZxfL TI&Bob
ELTIRE->TLNS
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Identity(Includes user’s NAI)

P (Peer) S (Authenticator)

EAP-Request/ Identity

<

EAP-Response/ Identity (/Includes user’s NAl) N

-AKAZ LY X LDET
RAND B ELUAUTND 4 R

L EAP-Request; AKA-Challenge (AT_RAND,AT_AUTN,AT_MAC)

AKAZ LT X LDET
-AUTNE LUMACR IE L MHrE R
-RESELUVtEYIav#EORE

EAP-Response/ AKA-Challenge (AT_RES,AT_MAC)

RESO#ER
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EAP-Success
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/* constants */

usertype String;

const Request, Response, Success: String; {

const EAP-Identity: String;

const AKA-Challenge: String; f/variables
var RAND: Nonce;
var 5QN: Nonce;

/* key generation function */

hashfunction f1; //used in generating AT-MAC //sequence
hashfunction f2; //used in generating AT-RES

hashfunction f3; //used in generating session key CK (encryption key) recv_1(A,P,
hashfunction f4; //used in generating session key IK (integrity key) send 2(P,A, eapd2);
hashfunction f5; //used in generating AK (AT-AUTN) recv_3(A,P, eap83);

—_ claim_p@({P, Running, A, »
I VODOD*IJ%(\J:LJ pe(P, R g, A, RAND

Instead of declaration that XOR is invertible, £ = N\ = send 4(P,A, eap@4);
, . AIEEtE. RFIEMEL 4 pe4);
a set of functions (+, -) is used. recv_5(A,P, eap@S);
Jr(f =
const Add: Function;
const Sub: Function; // This function is declared g conveniense.
inversekeys(Add, Sub); //security properties

claim_p1(P, Secret, k(A,P));
/* macros */ claim_p2(P, Weakagree);
claim_p3(P, Niagree);
macro eap@l = { Request, EAP-Identity ); claim_p4a(P, Nisynch);
claim_p5(P, Commit, A, RAND, SQN);
macro eapd? = Response, EAP-Identity, P );
claim_p6(P, SKR, CK );
AT-RAND = ( RAND ); claim p7(P, SKR, IK );
AK = f5(k(A,P), RAND);
AT-AUTN = ( Add( SQN, AK ) );
eap@3-payload = ( Request, AKA-Challenge, SQN, AT-RAND, AT-AUTN );
AT-MAC = f1( k(A,P), eap®3-payload );
eap@3 = ( eap@3-payload, AT-MAC );

AT-RES = ( f2(k(A,P), RAND) ); R
eapd4 = ( Response, AKA-Challenge, SQN, AT-RES ); /* end of file */

eap@5 = ( Success );

CK = f3(k(A,P), RAND);
IK = f4(k(A,P), RAND);

© Hitachi, Ltd. 2013. All rights reserved. 18
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