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let processA =
(—HRAERE)
(* Message 1 *)
new Na: nonce;
out(c, encrypt((A, Na), pkB));
(* Message 2 *)
in(c, m2: bitstring);
let (=B, =Na, Nb: nonce)
event beginA(A, B, Na, Nb);
(* Message 3 *)

out(c, encrypt(nonce_to_bitstring(Nb), pkB));

(* Security *)

get honest(=B) in

event endA(A, B, Na, Nb);

out(c, sencrypt(secretANa, Na));
out(c, sencrypt(secretANb, Nb)).

= decrypt(m2, skA) in

pk(B), sk(A) pk(A), sk(B)

A B

{A, Na}pk(B)

ELE Nb

{B, Na, Nb}, 4

{Nb},s)
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A F1451 : pk(B), sk(A)

(* AICKSBDEREL *)

guery x: host, y: host, nx: nonce, ny: nonce;
inj-event(endA(x, y, nx, ny)) ==>
inj-event(beginB(x, y, nx, ny)).

i)

pk(A), sk(B)

beginB(A, B, Na, Nb)

(* B‘ J:%)Amn:u\nIE *)
guery x: host, y: host, nx: nonce, ny: nonce;
inj-event(endB(x, y, nx, ny)) ==>

inj-event(beginA(x, y, nx, ny)).
endA(A, B, Na, Nb)

(* EAL-ELBDOME™ *)
query attacker(secretANa); attacker(secretANb);
attacker(secretBNa); attacker(secretBNb).
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in(c, encrypt((hostB,a_49198),pk(skA_49203) 1BUEEF>TEEENEGONTG N EEHD
new Nb_17 creating Nb_49205 at {35} in copy

out(c, encrypt((a_49198,Nb_49205),pk(_skB_49204))) a opy a_49197

insert pke_keys(a_49198,pk(a_49200),a_49199) at {48} in copy a_49202

get pke_keys(a_49198,pk(a_49200),a_49199) at {31} in copy a_49201

get pke_keys(hostB,pk(skB_49204),skB_49204) at {32} in copy a_49201

in(c, encrypt((a_49198,Nb_49205),pk(skB_49204))) at {33} in copy a_49201

new Nb_17 creating Nb_49206 at {35} in copy a_49201

event(beginB(a_49198,hostB,Nb_49205,Nb_49206)) at {36} in copy a_49201

out(c, encrypt((Nb_49205,Nb_49206),pk(a_49200))) at {37} in copy a_49201

in(c, encrypt((hostA,Nb_49205),pk(skA _49203))) at {38} in copy a_49197

get honest(hostB) at {40} in copy a_49197

event(endB(hostB,hostA,a 49198,Nb_49205)) at {41} in copy a_49197

The event endB(hostB,hostA,a_49198,Nb_49205) is executed in session a_49197.

A trace has been found.

RESULT inj-event(endB(x_32995,y 32996,nx_32997,ny 32998)) ==>
inj-event(beginA(x_32995,y 32996,nx_32997,ny_32998)) is false.
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