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Martin-Lof Randomness

Definition | [Martin-Lof 1966]

(i) A Martin-L&f testis a uniformly recursively enumerable sequence {An},en
of subsets of {0, 1}* such that, for every n € N,

£([An)%) <277,
where [4;]" = {a € {0,1}*° | Some finite prefix of a is in Ap}.

(i) a € {0,1}*° is called Martin-L6f random if for every Martin-Lof test
{AN}nENv

a ¢ ﬂ [An]<. ]
n=1

O000ooooooboood Martin-Lof testD 000000 ooooog

OO000 Martin-Lof testU D OO0 O0dO oo odooddodn 20000 Martin-
Lof randomd 002000000
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For all probabilistic polynomial-time adversaries A and all d € N there
exists N € N such that, for all n > N,

1
Prob EXpt.AH,I_IH(n) = 1} <~v+ ma

where the probability is taken over random choice of H as well as the
Krandom choices of the parties running N and the adversary A.
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For all probabilistic polynomial-time adversaries A and all d € N there
exists N € N such that, for all n > N,

1 1
(# of z) za; Prob [Expt 4 qir(n) =1 | H = x| <+ nd
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Digital Signature Schemes
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/-Functions

Definition| [¢-Function] Let ¢(n) be a polynomial. An {¢-Function is a

function H: N x {0,1}* — {0,1}* such that |H(n,z)| = ¢(n) such for all
n €N and z € {0, 1}*. L]

~function0 0000000 0O0O0O0O0O0OOOOODOOD0OO00O0000000O0O0OON
Joobbgdbootobotobotdbobotdbogdbgbbotgboodbogobognod
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Signature Scheme Relative to /-Functions

Definition| A signature scheme relative to ¢-functionsis a tuple (Gen, Sign, Vrfy)

of probabilistic polynomial-time algorithms such that, for every /-function
H,

(i) The key generation algorithm Gen takes as input the security parameter
1™ and outputs a pair of keys (pk, sk).

(ii) The signing algorithm Sign takes as input a private key sk and a message
m. It is given oracle access to H(n,-), and then outputs a signature o.

(iii) The verification algorithm Vrfy takes as input a public key pk, a massage
m, and a signature o. It is given oracle access to H(n,-), and then
outputs a bit b, with b =1 meaning valid and b = 0 meaning invalid.

It is required that, for every n € N, for every ¢-function H, for every (pk, sk)
output by Gen(1™), and for every m € {0, 1}*,

VrfyH(n")(pk,m, SignH(n")(sk,m)) = 1. ]
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Experiment for EXxistential Unforgeablity

Consider the following experiment defined for a signature scheme 1 =
(Gen, Sign, Vrfy) relative to ¢-functions, a probabilistic polynomial-time adver-
sary A, a parameter n, and a function h: {0,1}=9(") — {0, 1}(") where ¢(n)
iIs the maximum value between the running time of A and the running time
of Sign on the parameter n:

E
The signature experiment Sig-forge 4 q(n, h):
1. Gen(1™) is run to obtain keys (pk, sk).

2. Adversary A is given pk and oracle access to Signh(')(sk, ) and h(-),
and then outputs (m,o).

3. The output of the experiment is defined to be 1 if (1) m ¢ Q and
(2) Vrfyh(')(pk,m, o) = 1, and O otherwise. Here Q denotes the set of
messages whose signatures were requested by A during its execution.

N y
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Existential Unforgeability

Definition | [Existential Unforgeability Relative to Specific /-Function]

Let H be an /-function. A signature scheme [I1 relative to /¢-functions is
existentially unforgeable under an adaptive chosen-message attack relative
to H if for all probabilistic polynomial-time adversaries A and all d € N there
exists N € N such that, for all n > N,

1
Prob |Sig-forge y n(n, H(n,-)) = 1} < —. L
’ n

Definition | [Existential Unforgeability in the Random Oracle Model]

A signature scheme Il relative to ¢-functions is existentially unforgeable under
an adaptive chosen-message attack in the random oracle model if for all prob-
abilistic polynomial-time adversaries A and all d € N there exists NV € N such
that, for all n > N,

1

/(n)
#Funcﬁq(n) h&Func

1
> Prob |Sig-forge 4 q(n, h) = 1] < —.
/(n n
<q(n)
where Funci(:()n) is the set of all functions mapping {0,1}=4(") to {0, 1}¢(").
- H
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-FunctionO 0020000000

We choose a particular bijective total recursive function b: N — N x {0, 1}*.
We then identify an ¢-function H: N x {0,1}* — {0,1}* with the infinite
binary sequence

H(b(1))H(b(2))H(b(3))H(6(4))H(b(5)) -+ -+ -
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Main Results: Equivalent Condition to EXxistential Unforgeability

We can define a set TESTSF'UF‘AC'VIA of Martin-LOf tests, depending on a
signature scheme I and a security notion (i.e., the existential unforgeability
under an adaptive chosen-message attack in this case).

Theorem | [Main Result I

Suppose that a signature scheme [1 relative to ¢-functions is existentially
unforgeable under an adaptive chosen-message attack in the random oracle
model. For every ¢/-function H: Nx{0,1}* — {0,1}*, the following conditions
are equivalent:

(i) N is existentially unforgeable under an adaptive chosen-message attack
relative to H.

(ii) H is Martin-L6f random with respect to TESTSE/F-ACMA, L]

Martin-Lof test0 0 0000000000000 OOO Martin-Lof testD0O 0000
o000 oodonooouogno ex-
istential unforgeability0 00D 0D0O0O0000O0O0OO0OO0OO0OOO0OOOOOON
Juootdbogdbooubogbotdogd
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Main Results: Instantiation by Martin-Lof Random Sequence

Corollary | [Main Result II]

Suppose that a signature scheme [1 relative to /-functions is existentially
unforgeable under an adaptive chosen-message attack in the random oracle
model. For every ¢-function H: Nx {0,1}* — {0, 1}*, if H is Martin-Lof ran-
dom then I is existentially unforgeable under an adaptive chosen-message
attack relative to H. [ ]

Main Results: Existential Unforgeability Almost Everywhere

Corollary | [Main Result III]

Suppose that a signature scheme [1 relative to ¢-functions is existentially
unforgeable under an adaptive chosen-message attack in the random oracle
model. Then

L (SecrHEUF'ACMA) =1,

where Secr is the set of all /~-functions relative to which 1 is ex-
istentially unforgeable under an adaptive chosen-message attack, and L is
Lebesgue measure. H

22

HEUF-ACMA
=



Secure Instantiation by
Computable Function
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From the Random Oracle Model to the Standard Model 1

The conjecture below means that, in the case where a scheme [1 satisfies a
certain condition C, the existential unforgeability of 'l proved in the random
oracle model can be firmly maintained in the standard model after instanti-
ating the random oracle by some deterministic polynomial-time computable
function.

Conjecture| [The Most Desirable Result]

Let 4(n) be a polynomial. Suppose that a signature scheme I relative to
/-functions is existentially unforgeable under an adaptive chosen-message
attack in the random oracle model. If Il satisfies C, then there exists a
polynomial-time computable ¢-function (or a polynomial-time computable
family of /-functions) relative to which I is existentially unforgeable under
an adaptive chosen-message attack. [ ]

However, it would seem very difficult to prove it with identifying an appro-
priate nontrivial condition C at present.
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From the Random Oracle Model to the Standard Model II

T he second best thing is to investigate whether the conjecture below holds
true or not, where we consider the instantiation of the random oracle
by simply a (deterministic) computable function, which is not necessar-
ily polynomial-time computable.

Conjecture| [The Second most Desirable Result]

Let /(n) be a polynomial. Suppose that a signature scheme I relative to
/-functions is existentially unforgeable under an adaptive chosen-message
attack in the random oracle model. Then there exists a computable /-
function H: N x {0,1}* — {0,1}* such that I is existentially unforgeable
under an adaptive chosen-message attack relative to H. [ ]

In what follows, we prove that an “effective’” variant of this conjecture holds
true.
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Effective Security 1

We introduce the effective security by requiring in each of the following
definitions that, given A and d, N can be computed.

Definition| [posted again]

Let H be an /-function. A signature scheme [I1 relative to /-functions is
existentially unforgeable under an adaptive chosen-message attack relative
to H if for all probabilistic polynomial-time adversaries A and all d € N there
exists N € N such that, for all n > NN,

1
Prob [Sig—forgeA nn,H(n,-)) = 1} < —. ]
’ n

Definition| [posted again]

A signature scheme I relative to ¢-functions is existentially unforgeable under
an adaptive chosen-message attack in the random oracle model if for all prob-
abilistic polynomial-time adversaries A and all d € N there exists N € N such
that, for all n > N,

1 _ 1
0 Z Prob Slg-forgeAﬂ(n, h) = 1] < —d [ ]

#Funcgq(n) heFunCi(;()n)
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Effective Security II

Specifically, we introduce the notion of effective existential unforgeability
as follows.

To begin with, we choose a particular recursive enumeration A4, Ap, Az,
Ag, ... of all probabilistic polynomial-time adversaries as the standard one
for use throughout the rest of this talk. It is easy to show that such an
enumeration exists.

Definition | [Effective Existential Unforgeability Relative to Specific /-Function]

Let H be an /-function. A signature scheme [1 relative to ¢-functions is
effectively existentially unforgeable under an adaptive chosen-message attack
relative to H if there exists a computable function f: N x N — N such that,
for all i,d,n €N, if n > f(i,d) then

1
Prob [Sig—forgeA. n(n, H(n,-)) = 1] < L]
v n

Note that if a signature scheme [1 relative to /-functions is effectively exis-
tentially unforgeable under an adaptive chosen-message attack relative to H
then I1 is simply existentially unforgeable under an adaptive chosen-message
attack relative to H.

27



Effective Security III

On the other hand, the effective existential unforgeability in the random
oracle model is formulated as follows.

Definition | [Effective Existential Unforgeability in the Random Oracle Model]

A signature scheme [1 relative to ¢-functions is effectively existentially
unforgeable under an adaptive chosen-message attack in the random oracle
model if there exists a computable function f: N x N — N such that, for all
i,d,neN, if n> f(i,d) then

1
#-Func

: 1
o(n) > Prob [Slg-forgeAi,n(n, h) = 1} < 7 N

<q(n) heFunc") |

Note that if a signature scheme [I1 relative to ¢/-functions is effectively exis-
tentially unforgeable under an adaptive chosen-message attack in the ran-
dom oracle model then I1 is simply existentially unforgeable under an adap-
tive chosen-message attack in the random oracle model.
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Secure Instantiation by Computable Function

Theorem| [Main Result 1V]

Let 4(n) be a polynomial. Suppose that a signature scheme I relative to
/-functions is effectively existentially unforgeable under an adaptive chosen-
message in the random oracle model. Then there exists a computable
¢-function H: N x {0,1}* — {0,1}* such that I is effectively existentially
unforgeable under an adaptive chosen-message to H. [ ]

The above theorem is proved using the following lemma.

Lemma| Let S be a recursively enumerable subset of {0,1}*. Suppose

that L‘([Sﬁ) < 1 and £([S]*) iS @ computable real. Then there exists
a € {0,1}* such that « is computable and o ¢ [S]™. [ ]

Thislemma is Exercise 1.9.21 of Nies's textbook of algorithmic randomness:
A. Nies, Computability and Randomness. Oxford University Press, Inc., New
York, 20009.
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Concluding Remarks

Our results use the general form of definitions of security notions for sig-
nature schemes, and depend neither on specific schemes nor on specific
security notions.

It is challenging to prove the following conjecture with identifying an ap-
propriate computational assumption COMP and an appropriate nontrivial
condition C on a scheme Il in the future.

Conjecture

Let /(n) be a polynomial. Suppose that a signature scheme I relative to
/-functions is polynomial-time effectively existentially unforgeable under an
adaptive chosen-message in the random oracle model. Under the assump-
tion COMP, if N satisfies the condition C, then there exists a polynomial-
time computable ¢-function (or a polynomial-time computable family of
¢-functions) relative to which I is polynomial-time effectively existentially
unforgeable under an adaptive chosen-message attack. [ ]

The conjecture states that the security in the random oracle model implies

one in the standard model.
30



