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Aim of this work |

1 Security classification of previous (Diffie-Hellman
type) AKE schemes in the seCK model

seCK model : security against leakage of
Intermediate computation results

1 Security reconsideration of SMQV protocol
— SMQV was proved to be secure in the seCK model.
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(DH-type) authenticated key exchange ‘
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Security models for AKE

[BR model]
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HMQV protocol

LKA=ga KB‘

D=H,(X,B), E=H,(Y.A)

Exp,=x+Da

Siga=(YKg")=*PA
results (ICR) SK=H,(Sig,)

Inter. comp.




Attack (atk 1) to HMQV with ICR [SEVB10]

[15t session]

X =0

Y:gy

Exp,=x+Da, Sig,

[2"d session]  /ICR reveal

—
) Y’:gY’

Siga=(Y"Kg=)=PA

[Adv successfully impersonates Ato B ]




SMQV protocol (resilient to atk 1) |
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D=H,(X,B), E=H,(Y,A) =D=H,(X,Y,AB), E=H,(Y,X,A,B)
= -

e

‘binding D and E by EPK of peer'*

‘ EXxp, Is not reusable since D iIs unique for a session.‘
- e
Exp,=Xx+Da . Exp,=Dx+a

Siga=(YKgH)=PA Siga=(Y=Kg)=A




Our motivation

1 seCK model is considerably strong model.

— But, only SMQV is proved to be secure.

- v
Is there seCK secure protocol
other than SMQV?

o O s

Are there explicit
vulnerabilities In
‘Insecure’ schemes?




This work

1 Security classification of previous (Diffie-Hellman
type) AKE In the seCK model.
— SMQV was stated to be secure... but, proof is flawed!
— There Is no known secure scheme!

Hard to
Secure Insecure Total break
prove
CMQV
MRV HMMQ(S/V uP
none Ilz\:llé/l(gg/ Kim-Fujioka-Ustaoglu Fujioka-suzuki
KEA+ Okamoto
Moriyama-Okamoto
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Strategy of original proof

1 Giving reduction to the gap DH assumption in the
random oracle model.

- gap DH problemJ ﬁ

(9, U=g4, V=¢") —>
\_

1 Most subtle point is to simulate the case (event E)
that U and V are embedded to X and K.



Simulation of event E |

1 Sim must simulate ICR of B without knowing b.

|set D = H, (X, *, B, P) Ke=U Ko|

D eg Z, /
)(’:(gru-l)D'l /

Expg (EDX’+b) =1

@ (X', Z, B, P) to H,
Sigp=(Z~Kp)=PB=(Z"Kp)" N

[Seemingly It works correctly]
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An attack scenario (atk 2)
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Possible strategy to atk 2

1 Sim must fix D; for X = (gfiU-)Pi " before knowing Z

— But, Sim cannot know whether D; should be set as H,(X’,
Zio, B, P) or H,(X’, Z;;, B, P).
— S0, Sim must guess J. for all I.

1 If one of N guesses Is failed, the simulation is failed.
— Pr[Sim succeeds] < 1/2N

ﬁé}igible! |

[SI\/IQV IS not proved to be secure In the seCK model]
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Classifying security levels |

1 ‘Secure’; provable in the seCK model

1 ‘Hard to prove’: way to prove is unknown as SMQV
(no explicit attack)

1 ‘Insecure’: existence of explicit attack to break
session key security

1 ‘Total break’: existence of explicit attack to reveal
SSK
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Classification result

2 There 1S no ‘secure’ scheme.

1 Some schemes fall into ‘total break’.

Hard to
Secure Insecure Total break
prove
CMQV
MRV HMMQ(S/V uP
none Ilz\:llé/l(gg/ Kim-Fujioka-Ustaoglu Fujioka-suzuki
KEA+ Okamoto
Moriyama-Okamoto
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Revealing SSK of UP with ICR

[UP] X:gX \
) Y:gy

D=H,(X), E=H,(Y)

EXpa; = X+a, EXp,, =X+Da
Siga; = (YKg®)™®AL, Siga, = (YKg")ZPA2

ICR reveal

@ (EXPas - EXpAl)D'lZ‘a

\SSK of A
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Conclusion

1 Unfortunately, we have no (DH-type) protocol
which is secure in the seCK model.

— We guess that two-move and implicitly authenticated
protocol is hard or impossible to prove.

— Explicit authenticated or three-move protocol may be
possible.

1 Be careful with multiple sessions.

— Frequently, adversaries can do complex attack
scenarios with information of multiple sessions.
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Thank you!



Ephemeral Key Leakage |

1 Ephemeral secret key (ESK)
— Temporary and session-specific randomness

e.g.) Diffie-Hellman (DH) key exchange

- X
4‘@ X R Zp J >
25

1 Reveal of ephemeral secret key

S,
%9,

N physical attacks

poor pseudo- (e.g., cold boot
random generator attacks)

(4
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Two iImplementation modes

Tamper-proof 1% Tamper-proof
Host machine  I/F module . Host machine  I/F module
SPK| |ESKFTF---- -PIESK| [SSK - SPK ESK| |SSK
I N K - I N
EPKJe---tH----1{-1- | = «<+—{EPKje--1{-—--H++ |
I I n I I
|
—>[EPK }--+H----H-b[EPK’] | | = ——[EPK F--H----H-+[EPK] |
g g
"SI Exp €' | = EXp [€==11"! > Exp |«
v . v o 1 I
Sig . Sig
4 - 4
SK [€==-14-F----F1---- SK . SK
S - S
Mode | . Mode |1
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