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Figure 4 — Mechanism 4 — Three-pass authentication

The tokens are of the following form:

Tokenag = Texts || ek, (RallRell Is || Textz)

Tokenga = Texts || ex,, (Rs || Rall Texts)

The inclusion of the distinguishing identifier Iz in Token,g is optional.




Q

[}

o WEA i

¥ techrep_id2014_2 (1/47R-3)
2 EBlo o Q

CRYPTREC | BN
< + 2 hup:/ /www.cryptrec.go.jp/estimation.htmi C | (Q~ Google
UL S YT
CRYPTRECHE® 20024F BE & TIXBFTHMTIMER ML, 200640 % TIBF S EAMTIERA MR, 201040 HELURRI2 B
BHABR2OEBHO BT, B - HAPLELAM SN OO ZBIEL T3,
BEWIHFHREOVRIRIO L5, KL, Wb LTABLTw3,
RFBAMEEV I 20106 |
20065EHE | 200S4EHE | 2004%EHE | 20034EHE | 20024EHE(N0.0001~) | (N0.0100~) |
RFBANRRBBOHEE (No0130~)
bii 74 SOY s wiih; A=k ]
BLERNBOTEA
201047 EWES3EE M D J P i E
[No. | e, H4 4EHE | PDF Files
] Gl 7 a v 7RI CLEFIAO L2 RER &S0 P 2010/ P I—
290 W#) Lo
2002 | Evaluation of security level of CLEFIA — 2010 | PDF2002(132KB)
2003 | HyRALEAEIFES MG ® (351 0 W) A 2010 | PDF2003 2(S08KB)
Heung Youl YOUM,
2004 | Security Analysis of HyRAL Jung Hwan Song, Sun | 2010 | PDF2004(2467KB)
Young Lee
Lei Wang
2005 | Security Evaluation of PC-MAC-AES 1wK.'::.s$li.-'$o 2010 | PDF2005(3471KB)
Kazuo Ohta
2006 | CRYPTREC evaluation report on PC-MAC-AES John P_Steinberger | 2010 | PDF2006(299KB)
2007 | Enocoro-128v2 D & AHE Il RIEN 2010 | PDF2007(403KB)
2008 | Security Evaluation of Stream Cipher Enocoro-128v2 n’:”m‘:‘ ,':’h;:;"m 2010 | PDF2008033KB)
2009 | KCipher-2 GBI T 5 I#4 Srat ) 2010 | P! (405KB
0 s're;umy Evaluation of the K2 Stream Cipher (3H29H¥ Bart Presed a010 B 1001
BSRNE— FEXUA vy 2 —YRIEa— FiclT -
LULY I Lt L 2010 | PDF2011(522KB)
2012 E¥auation of some Blockcipher Modes of Operstion(3/14 Phillp R 2010
H¥H) G —_—
2013 | ISO/IEC 9798 712 b 2 L DUV L SL LN 2010 | PDF2013(210KB)
2014 | Evaluation of ISO/IEC 9798 Protocols(¢/1 19 ig7) | David Basinand Cas | 00| o4 90017k8)
Cremers
A R=ThyTIAN
A0 £ FFIDEEL R SR NI I o0 A S 28

Evaluation of ISO/IEC 9798 Protocols
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David Basin and Cas Cremers
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Abstract
This report provides & security evaluation of the authentication proto-
col families described in parts 2, 3, and 4 of the ISO-IEC 9798 standard.
Our analysis includes formal models of the protocols and their security
properties, an analysis of existing attacks and evaluations, a security anal-
ysis of the formal protocol models, and a list of recommendations.

1 Introduction

1.1 Scope

This report provides a security evaluation of the protocol families defined in the
ISO-IEC standards 9798-2, 9898-3, and 9798-4. These three standards define
17 related protocol templates for entity authentication using symmetric cryp-
tography, digital signatures, and ic checks i

We have evaluated each protocol family as follows. First, we collected ex-
isting technical documents that evaluate the target protocol, checking the cor-
rectness of the reports. We then carried out a formal analysis using the Scyther
tool [9). We describe this tool in more detail in Section 3.1. Note that the pro-
tocols used apply cryptographic primitives in the “CRYPTREC recommended
cipher list”. Hence we apply symbolic analysis methods, without computational
security.

Our analysis of the protocols encompasses the following properties.

1. The correct entity is authenticated,

2. The entity who has no right to authenticated is rejected,
3. Two sessions are not mistaken,

4. Resistance against other known attacks.

We have also commented on ambiguities and other unclear aspects, where ap-
plicable.
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generate TNA
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