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[F. Garillot, G. Gonthier, A. Mahboubi, and L. Rideau,
“Packaging mathematical structures”, TPHOLs 2009]
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{ffun aT > rT} :FaEI%I(aT@%%liEBE)J

Inductive finfun type : predArgType := 'T
Finfun of #|aT|.-tuple rT.

. 15“: N\-UJ(FGk§€F=§§§aD§Q

fun x = ~~ x: bool — bool

[ffun X = ~~ x] : {ffun bool — bool}

fgraph [ffun x = ~~ x] : #[bool finTypel|.-tuple bool

Goal [ffun x = ~~ xX] true = false.
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'M[R]

'rV n

‘M n :

(m, n) : RROBFRZHFDOnxnfTIHDE

n RI1EA1T5
:n fTNTRIL

7 {0,..., m-1}

Variable R

: Type. Variables m n : . {0,..., n-1}
Inductive matrix : predArgTy .fe:;///”’///’////
R

Matrix of

{ffun 'I m * 'T n }.

« 'F 2{CKBIIRINILDNZIV T EHDKRDEA
o IR HOISFOEBDIST7EZMYHLT, 1Z28A5

Definition wH (v :
count F2 to bool (fgraph [ffun x = (v 0) x]).

'rV n) :=

Definition distH

(x vy ¢+ 'rV.n) = wH (X - y).
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« B
'S n:{0,., -1} DT RTHEBRES ;

Inductive perm type : predArgType :=
Perm (pval : {ffun T — T}) & injectiveb pval.

« BT
perm mx s:B#flshHoFoNdnx nEHLITS %

Lemma wH perm mx :
V.n (s : 'Sn) z, wH (z * perm mx s) = wH z.
Proof.




B

e SSR D E A

— ssralg@l‘““E

BEHIET — 21818

\I

15'] NSV EH R
» RBEFETEELTAHALD
— BRI FEONDSEE

- RIFEESICOVWTORFEGEEHE

* McElieceZxE&ZL TH LD

— OYINGF

=+ =

A oA

SR E - BLEE Al (T AR




« EELTHED

2 ERe]

RS

Record linearCode :=

d : nat ;

dmin : V i, ie C - i# 0 — d

len'

_ dim : nat ;
1= len' : nat ; len
Hdimlen dim < len
A : 'M['F 2] (len -
H: 'M (len - dzm7 len)
(row mx“A (1%:M))
G : 'M (dim, len)
(row mx 1%:M
C := [set s 'rV len
encode

LinearCode {

.
14

cast cols subnKC

(-A)"T) ;

| H *m s'T == 0]

fun x= x *_ G ; :k

'rV_dim — 'rV_len

d min' : 4 ¢, ¢ € C AWwWH cCc =

len-dim dim

+ 1;

i B

len — dim + dim
<T

g
row_mx

dim)

:= cast cols subnKC (ltnW (Hdimlen))

(l1tnW Hdimlen)
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: Vmn (A :
m —

a *, A

Lemma full rank inj
m < n > ¥rank A
vV (a b "rVI[F]

b

_m) / o m

YV ¢ linearCode,
dim c.

Lemma code_rank :
¥rank (G ¢)

- EHE

Variable c

Proof.

Theorem encode inj
(encode )

linearCode.

a

: V a b,
(encode c¢)

b > a

b.




RITIEES

Decodi

s MITIEESDA I TI—X:

Record decoding (c : linearCode) := Decoding {
decode : 'rV (len c¢) — 'rv (dim c) ;
Hdecode nearest : YV (v : 'rV (len c¢)) pt,

decode v = pt > V pt',
distH ((encode c¢c) pt) v < distH ((encode c)

pt")

AV
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Variable ¢ : linearCode.
Definition nnd err cor :=

-

Mp.10

if odd (d c) then (d c).-1 %/ 2 else (d c).
—_—
¢ TEIE:
Variable decoder : decoding c.
Definition decode := decode  decoder.
Lemma encode decode' : V pt v,
distH ((encode c¢) pt) v < nnd err cor c —>

decode v = pt.

Lemma encode decode : V pt v,
wH v < nnd err cor c —
decode ((encode c) pt + v) = pt.
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GoppafF&

Record cyclicCode := CyclicCode {
c :> linearCode ;
Hcyclic code : V (x : '"rV (len c)),

x € C ¢ «» right cyclic shift x € C c

Record goppaCode := GoppaCode {
c :> cyclicCode

(* and the property of being Goppa (in progress) *)

Record decoding (g : goppaCode) := Decoding {
decode : 'rvV (len g) -> 'rV (dim g) ;
gd err cor : nat ;

Hgd err cor : 2 * gd err cor + 1 < d g ;
Hencode decode : V pt v, wH v £ gd err cor —
decode ((encode g) pt + v) = pt




McEliecel5 & D #E

Parameter c : Goppa m.goppaCode. ke = e
Definition G := LinearCode m.G c. ASA (& (n k)RS R & CEE S

Definition p := LinearCode m.len c. [ (tilﬁlon)gﬁl')?\ﬂl%'@%\\é&"jjﬁd)
Definition [k := LinearCode m.dim c. | RWMEBTILIVILAFET D)

i

Parameter gc decoder : GoppaDecoding m.decoding c.
Definition/ t := GoppaDecoding m.gd err cor  gc decoder.
Definitiory degode := GoppaDecoding m.decode  gc decoder.

Parameter/| S

['F 2] k.
Paramete i

S € unitmx.} S5 LI IERIATHS

Parameter/p : 'S n.
Definitign P : 'M['F\Z2] k := perm mx p.

'/O/G_hat . 'M
\

}5>@A@E@ﬁwp

Definit , n) =8 * G *_ P.

vV

WER=<scP> N A=< hat, t>
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Parameter msg : 'rV['F 2] k.

e BEA IZtAD1ZEFODNEVrDSUA LIHEIS—A
ORILEE S

Parameter z : 'rV['F 2]
Parameter Hz : wH z = t.

« BB

Definition cyp : 'rV n := msg * G hat + z.

n.
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Definition cyp hat : 'rV n := cyp *, P"7L.
Definition msg hat := decode cyp hat.
Definition msg' : 'rV k := msg hat * i1nvmx S.

c BEIE-ESDIELS:

Proof.

éed.

Lemma decryption undoes encryption : msg = msg'.
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