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Protocol
Assurance Level

PAL1

PAL2

PAL3

Protocol
Specification

PPS_SEMIFORMAL
Semiformal description of
protocol specification.

PPS_FORMAL

Formal description of protocol specification in a tool-
specific specification language, whose semantics is

mathematically defined.

Adversarial Model

PAM_INFORMAL
Informal description of
adversarial model.

PAM_FORMAL

Formal description of adversarial model in a

language.

Security Property

PSP_INFORMAL
Informal description of
security property

PSP_FORMAL

Formal description of security property.

Self-assessment
Evidence

PEV_HANDPROVEN
Informal argument or
mathematically formal
proof th}{ by hand that the
specification of the
cryptographic protocol in its
adversarial model achieves
and satisfies its objectives
and properties.

PEV_BOUNDED
Bounded verification by
verification tool that the
specification of the
cryptographic protocol in
its adversarial model
achieves and satisfies its
objectives and
properties.

PEV_UNBOUNDED
Unbounded verification
by verification tool that
the specification of the
cryptographic protocol in
its adversarial model
achieves and satisfies its
objectives and
properties.
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