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] bit (for i € Bool)
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M}, encryption (for K € Keys)
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K key (for K € Keys )
] bit (for i € Bool)
(P,0Q) pair
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algorithm CONVERT(M)
if M = K where K € Keys then
return (7(K),"key")
if M =b where b € Bool then
return <b,"bool">
iftM=(M,,M,) then
return <CONVERT(M1),CONVERT(Mz)," pair">
if M ={M,}, then
x<—-*—CONVERT(M,)
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. PatternctHWS N3 ICHBERZEHRIT Do

— Initialize [C. L TZIIZ %,
T(K,)<——K(n)

— Convert ICLLTZINZ %,
if M =[] then

R

y<s—— gr(KO)(O)

return (y,"ciphertext")
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P (1) = Pr:y ——M,, Iy, 2 A, Y) = 1]
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- N algorithm CONVERT2(M")
) AOLi/A@ﬁ D if M" = K where K € Keys then

return (7(K),"key")
if M" = b where b € Bool then

algorithm AJ* (1) return (b,"bool")
for K € Keys(M") do ©(K)<——K(n) if M" = (M, ,M,) then
y<~—CONVERT2(M") return (CONVERT2(M,),CONVERT2(M,)," pair")
b<—"—A®n,y) if M"={M,}, then
return b itKe{J,....J .K,,...K,_} then

x<~%—CONVERT2(M,)

ye——E& ()

return (y,"ciphertext")
else if K = K, then

x<—~—CONVERT2(M,)

y——f()

return (y,"ciphertext")
elseif K €{K, ,,...K, } then

y<—"—2g(0)

return (y,"ciphertext")
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. D={D1,D2,--- DI} ZHERDmDIIDEREGET
%, UTHBL-IE\EATETEEE vo(n)NFEET S
E =, MiEDICX U Tconfusion free T&H % & LY
Do
- EFEDIT

Pl kb, < E— K (1), x <2—D,(1)): D, (£, (x)) = 0] s v, (1)
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ehoRBT—F2&H37I)LTY X LCk

Algorithm C, (e, ?7T)

if e = (b,"block") output 1T cf. EEMmICEDCERTOD

if e = <k,” key"> output 1T U {k} FITI L
if e = ((m,n)," pair") output C,,(m,tT) U C,(n,tT) 1.F.(B,T)=T,
ife= <c," ciphertext"> then 2. Fee (K,T)={K}UT;
if for exactly one k € tT,D,(y) = L 3. Fkr ((EO,E1),T) = Fkr (Eo,T) U Fkr (E1,T);
then output C, (D, (c),tT) 4.F ({E}.,T)=T,if K&T;
else output 1T S.F_({E}.,T)=F. (E,T),if KET;

+ Cw CIESHICKRBULBWET = Nfcofc—DDE S DI,
REZFEND,

o BHROET—Y TESICHINT S5HEIE. COZ207)LTY
ZLOERICTNHIETL 2. CNEIEST— 5 DERHE
ig?:i%é?d%%b\ C DHER(FEMHETE S, (confusion free
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Crecoverable

eSO HESET—F 2 I NTE

=H57)LaU X

InCrecoverable

Algorithm Crecoverable(e) cf. EEMmICED K ERTOD
T, <(;cont < true 7ZITY XL
while cont
T, < C.(eT) - Go(E) =0;
it T, =T, then cont < false -G.(E)=F,(E,G._(E))
elsei<—i+1 -recoverable(E)=U,G,(E)=G,(E)

output 7,



#E: MhHconfusion freelZiE=5 X F— L EHAX W
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Pr[C,. (e,7(T)) = (F (E,T)} |<| E|| T |v(n)

Pr|Crecoverable(e) = t(recoverable(E)) | <l E P v(n)
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Pattern%z

Algorithm psp(e,tT)

ife= <b," block"> output block symbol B corresponding to b;
ife= <k," key"> and k € (T then output f (k);
ife= <(m,n)," pair"> output (psp(m, tT),psp(n,tT));

ife= <c," ciphertext">

SR TSI

T X Lpsp

cf. BERICEDOCEKTD
ZIL3aU X

p(K,T)=K

p(B.T) =B

P((M,N),T) = (p(M,T),p(N.T))

PEAM} . T) ={p(M.T)}

if for exactly one key k € 1T, D, (c) = L
output {psp(D,(¢),1T)} ;,

else output [] ;

PHAM ],

(ifKET)

= [ (ifKET)

Ck CDIZFH Ak, pspldEBLICKEUGBWRET —F h e o

=

—DDEEDH, REZRHND,
EBHDRET —Y TESICHRINT 515
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T — Y DEEIGE
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[[Ellnn, T ' REEESH ST — I NDEIRTH B &
E. UTZHcI\BEATETI8H v HIEET D

Pr[- psp(e,z(T)) =p(E,T)| <l EIIT Iv(n)

3

Pr[tT <— Crecoverable(e) : —pattern(E) = psp(e, tT)] <21EF v(n)

E&EE DpatternBNER S & =,
Pr| /T < Crecoverable(e) : - pattern(E') = psp(e,iT) | = 1- 21 E I v(n)



ST

[[Eolln&E[[EInDEWZ AT Z2RDKLSE7ILTY X LD
EZ 5

1. &¥Icpsp(e,Crecoverable(e)) T/\Y —> %#EHE,

2. TNZED/I\Y—> &EHE,

3. bL. AUNY—2FE 57250, £5THRIINIEFTZH 0.

CDEZE, LITOLSICDIFEETERWERT (ERIRGRHE
KT) [[Eolln&[EJInDEWZHAIT 5, X/eDIFZIERKE
TEETZ %,

Pr[e < E, Iy, : D(e,n) = O] - Pr[e <[ E, Iy, : D(e,n) = 0] >
A=21E, F v())=21E, F v()) =1-2(1E, I + 1 E, F)v(n)

&> T, EREDNRS NI,
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T, U=

ARG AT

~- Type-1Ze (RBET—YDRSIDHED HE3)

- Type-2%%E (BEOBHOAED HE D) Tldlk
ICDIFBREBRICOVWT—RIGEFERL
P.Adao,G.Bana,A.Scedrov2005]

Tl

n (NIERNBET—YDRSE)
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77 LDEX

P,Q:= programs
£ null value
K key(K EKeys)
b bitb =Bool)
1 error
a inputonchannelg € Channels)
x variablegEVar)
(P,0) pair
VK)P "new'(K €Keys)
vr){iP}, shared keyencryptiorfr €Coins)

if P=0Q then P'else Q'
case P of (x,y)do O else R
case P of {x}, do Q else R

Co = {O}K1

condition&
case pair (x, yEVar)
case encryptiorfx&Var)

¢, = case ¢y of {x} do (O x)else case cy of {x}y, do (1,x)else e
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